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Abstract 
This study has examined how privacy-aware personalization, machine learning personalization effectiveness, 
AI model validation and reliability, and privacy The increasing use of artificial intelligence (AI) and machine 
learning in personalized marketing has enhanced organizations’ ability to deliver relevant and individualized 
consumer experiences while simultaneously intensifying concerns regarding privacy, transparency, algorithmic 
reliability, and consumer control. This study examines the effects of Privacy-Aware Personalization Capability 
(PAPC), Machine Learning Personalization Effectiveness (MLPE), AI Model Validation and Reliability 
(AIMVR), and Privacy Transparency and Consumer Control (PTCC) on Consumer Trust in AI-Mediated 
Marketing (CTAIM). Grounded in Privacy Calculus Theory, the study employed a quantitative, explanatory, 
cross-sectional survey design. A total of 330 questionnaires were distributed, yielding 300 usable responses from 
consumers with experience of AI-supported personalized marketing. Data were analyzed using descriptive 
statistics, reliability and validity assessment, Pearson correlation analysis, and multiple linear regression. The 
measurement instrument demonstrated strong internal consistency, with Cronbach’s alpha coefficients ranging 
from .86 to .91, while sampling adequacy was confirmed by a KMO value of .902 and a significant Bartlett’s 
Test of Sphericity (p < .001). The regression model explained 72.4% of the variance in consumer trust (R² = 
.724; adjusted R² = .720; F(4, 295) = 193.46, p < .001). AI Model Validation and Reliability emerged as the 
strongest predictor of consumer trust (β = .33), followed by Machine Learning Personalization Effectiveness (β 
= .27), Privacy Transparency and Consumer Control (β = .24), and Privacy-Aware Personalization Capability 
(β = .21), with all relationships statistically significant at p < .001. The findings support all four hypotheses 
and demonstrate that consumer trust in AI-mediated marketing depends not only on personalization 
effectiveness but also on dependable algorithmic performance, responsible data practices, transparency, and 
meaningful consumer control. The study extends Privacy Calculus Theory by highlighting perceived 
algorithmic reliability as an important uncertainty-reducing mechanism in consumers’ evaluation of AI-driven 
personalization. 
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INTRODUCTION 

Personalization in digital marketing can be defined as the systematic adaptation of marketing 
information, recommendations, advertisements, services, or interaction experiences to individual 
consumers on the basis of information about their characteristics, preferences, behaviors, and prior 
interactions. In Personalization versus Privacy: An Empirical Examination of the Online Consumer's 
Dilemma (pp. 181-202), personalization was conceptualized as the tailoring of products and purchasing 
experiences through consumer-specific preference information, establishing an early connection 
between the informational value of personalization and the privacy costs associated with the data 
required to produce it (Chellappa & Sin, 2005). Web personalization subsequently developed from 
relatively simple consumer segmentation toward individualized information environments in which 
technological systems influence attention, information processing, and decision outcomes (Tam & Ho, 
2006). The international expansion of electronic commerce, mobile services, platform advertising, and 
data-intensive customer relationship management has made this personalization process central to 
contemporary marketing because firms operating across national markets can continuously capture 
behavioral signals and transform them into individualized communications. At the same time, 
personalized marketing creates an informational exchange in which consumers obtain relevance and 
convenience while organizations obtain access to increasingly detailed consumer data. In The 
Personalization Privacy Paradox (pp. 13-28), evidence showed that consumers who place greater value 
on information transparency can simultaneously be less willing to permit profiling, revealing an 
important tension between personalization demand and information disclosure (Awad & Krishnan, 
2006). Location-aware marketing further demonstrated that consumer judgments about 
personalization depend on perceived benefits, privacy risks, and the manner in which data are collected 
(Xu et al., 2011). Privacy assurance has similarly been associated with increased perceived usefulness 
and reduced concern in personalized web environments, indicating that personalization quality cannot 
be separated from perceptions regarding information handling (Lee & Cranage, 2011). At the 
advertising level, individualized targeting may improve relevance while covert information acquisition 
can heighten perceived vulnerability and weaken behavioral responses (Aguirre et al., 2015). 
Internationally, these relationships are increasingly significant because online behavioral advertising 
operates through interconnected platforms, tracking infrastructures, and consumer databases that 
permit personalized messages to follow users across websites and digital services (Boerman et al., 
2017). Privacy-aware personalization therefore refers not simply to delivering highly relevant content, 
but to creating individualized marketing experiences in which the collection, processing, and 
application of consumer information remain compatible with perceived privacy, transparency, and 
legitimate information use. 
The technological mechanism underlying contemporary personalization increasingly consists of 
machine-learning models capable of extracting patterns from browsing histories, transactions, searches, 
clicks, product evaluations, and other behavioral data and converting those patterns into predictions 
about consumer interests. Machine-learning personalization can therefore be understood as algorithm-
supported adaptation in which computational models learn from observed data and generate 
consumer-specific recommendations, advertisements, rankings, or other marketing outputs. In When 
Does Retargeting Work? Information Specificity in Online Advertising, behavioral histories were used 
to tailor advertising content, while the effectiveness of highly specific retargeting was shown to depend 
on the consumer's stage in the decision process rather than on personalization intensity alone 
(Lambrecht & Tucker, 2013). Personalization effectiveness is similarly shaped by what information is 
personalized, when personalized content is delivered, and where the consumer encounters it, 
demonstrating that predictive precision must be interpreted within the marketing context in which 
algorithmic outputs are deployed (Bleier & Eisenbeiss, 2015b). Trust introduces another boundary 
condition because identical degrees of personalization may produce different evaluations depending 
on the consumer's confidence in the organization using the information (Bleier & Eisenbeiss, 2015a). A 
privacy-safe mobile personalization architecture has also shown that individualized content can retain 
consumer value when personal information is processed in ways that reduce perceived intrusion into 
informational boundaries (Sutanto et al., 2013). These findings are important for AI-mediated 
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marketing because an algorithm may technically identify relevant consumer interests while still 
generating negative responses if the resulting recommendation appears excessively intimate, 
unjustified, or invasive. In Stay Away From Me (pp. 59-76), privacy concerns and irritation were 
associated with advertising avoidance, while perceived personalization itself could reduce avoidance 
when consumers regarded the communication as appropriately tailored (Baek & Morimoto, 2012). 
Highly personalized messages can also provoke psychological reactance when consumers cannot 
identify an acceptable reason for the degree of personalization they observe (White et al., 2008). Similar 
tensions arise in location-based mobile commerce, where personalization benefits and privacy risk can 
coexist and produce consumer conflict rather than a uniformly positive response to customized services 
(Lee & Rha, 2016). Machine-learning personalization effectiveness in the present research is 
consequently treated as more than algorithmic sophistication. It concerns the consumer-perceived 
ability of AI-mediated marketing systems to generate accurate, useful, relevant, contextually 
appropriate, and consistent personalized content while avoiding the impression that algorithmic 
targeting has exceeded acceptable informational boundaries. 

 

Figure 1: Integrated Framework of Privacy-Aware AI Personalization and Consumer Trust 

 

 

 
Privacy-aware personalization further depends on how consumers evaluate the exchange between 
personalized benefits and the informational costs required to obtain them. This evaluation has 
frequently been described through privacy-calculus reasoning, in which consumers assess anticipated 
benefits against privacy risks, perceived vulnerability, loss of control, and uncertainty surrounding 
organizational data practices. Research examining personalization services in electronic commerce has 
shown that willingness to disclose information depends on the relative utility assigned to personalized 
services and the value consumers attach to the privacy of their information (Zhu et al., 2017). In 
Understanding the Effects of Personalization as a Privacy Calculus (pp. 370-388), personalized services 
were examined across commerce, news, and health settings, and trust, benefits, and perceived privacy 
costs were identified as central components of disclosure decisions (Bol et al., 2018). Personalized 
advertising research has likewise shown that invasiveness, privacy control, and consumer 
characteristics shape how targeted messages are evaluated, meaning that equivalent personalization 
technologies can create substantially different psychological responses among consumers (Gironda & 
Korgaonkar, 2018). The relationship becomes especially important on social media platforms where 
behavioral traces can be combined with platform-level information to generate individualized 
advertising. Within that environment, consumers appear to evaluate personalized advertising through 
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a benefit-risk calculation influenced by their relationship with the brand and their perceptions of 
information disclosure (Hayes et al., 2021). Consumer control is therefore not merely a technical privacy 
feature. It represents the perceived ability to understand, authorize, restrict, or modify how personal 
information contributes to the personalization process. Protective behavior toward personalized 
advertising has been associated with motivations to disable or restrict personalization, emphasizing 
that consumers may actively intervene when data use does not align with their expectations (Strycharz 
et al., 2019). Transparency can also alter responses to targeted marketing. In Why Am I Seeing This Ad? 
(pp. 906-932), disclosures concerning why an advertisement was targeted were shown to influence 
effectiveness partly according to whether the revealed information flow was perceived as acceptable 
(Kim et al., 2019). Transparency itself is therefore conditional on existing trust because disclosure 
mechanisms presented by low-trust platforms can be interpreted as insincere and may generate adverse 
responses (Ooijen, 2022). Privacy transparency and consumer control in AI-mediated marketing 
consequently concern whether consumers can understand how their data contribute to personalization 
and whether they believe they retain meaningful agency over that process. 
A separate but closely connected issue concerns the reliability of the machine-learning models through 
which personalization is produced. Model validation refers broadly to procedures used to assess 
whether a predictive model performs with sufficient accuracy, consistency, robustness, and 
generalizability for its intended application, while consumer-facing AI environments translate those 
technical characteristics into observable experiences such as recommendation accuracy, consistency, 
intelligibility, and error frequency. This distinction is critical because consumers normally cannot 
inspect the statistical validation procedure, training data, cross-validation design, or error structure of 
proprietary marketing algorithms. They instead form judgments about model reliability from the 
quality and consistency of the outputs they receive. Behavioral research on algorithms has shown that 
individuals can lose confidence disproportionately after observing algorithmic errors, even where 
algorithmic forecasts outperform human alternatives overall (Dietvorst et al., 2015). Other evidence 
shows that consumers may also display algorithm appreciation and place greater weight on 
algorithmic than human judgment under particular conditions, illustrating that trust in automated 
outputs is context dependent rather than uniformly negative (Logg et al., 2019). Within retail 
recommendation systems, erroneous recommendations can reduce trust, acceptance, satisfaction, and 
loyalty, while explanations of the reasoning behind recommendations can reduce some of the negative 
effects created by prediction errors (Marchand & Marx, 2020). Consumer trust in AI recommendations 
is also sensitive to presentation and perceived accuracy; experimentally, greater numerical precision 
can influence evaluations of AI-generated information through trust-based mechanisms (Kim et al., 
2021). Trustworthy recommender systems therefore increasingly incorporate robustness, 
explainability, and socially informed mechanisms alongside predictive performance (Dong et al., 2022). 
In Consumers' Behavioural Intentions to Reuse Recommender Systems (pp. 55-78), trusting beliefs and 
perceived usefulness were positively related to consumers' intentions to continue using 
recommendation systems, connecting system evaluation directly with continuing consumer acceptance 
(Acharya et al., 2023). Recommendation technologies may also create overdependence when 
consumers infer excessive expertise from algorithmic systems and defer to recommendations even 
when those outputs are inferior, confirming that consumer trust must be calibrated rather than 
understood as unconditional confidence (Banker & Khetani, 2019). For this study, AI model validation 
and reliability are therefore operationalized through consumers' perceptions of recommendation 
accuracy, consistency, dependability, and confidence in algorithmically generated marketing outputs 
rather than through direct technical auditing of proprietary machine-learning models. 
Consumer trust provides the integrative behavioral outcome connecting privacy-aware 
personalization, machine-learning effectiveness, and perceptions of model reliability. In AI-mediated 
marketing, consumer trust can be understood as a willingness to rely on algorithmically generated 
marketing interactions based on beliefs that the system and the organization operating it are sufficiently 
competent, reliable, predictable, and responsible in their use of information. Marketing scholarship has 
increasingly recognized that AI alters not only operational capabilities but also the structure of 
interactions through which consumers evaluate firms, recommendations, and automated services 
(Vlacic et al., 2021). Evidence from AI-enabled consumer services shows that perceived risk and trust 
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are closely connected to acceptance and loyalty, reinforcing the importance of confidence in 
technological systems when consumers cannot directly observe the processes generating decisions 
(Hasan et al., 2021). Ethical analyses of recommender systems similarly identify opacity, autonomy, 
informational asymmetry, and data-intensive profiling as central issues surrounding algorithmically 
mediated choices (Milano et al., 2020). The personalization-privacy tension also persists in attention-
intensive digital environments because the value created by relevant content is inseparable from the 
consumer information used to determine what receives personalized attention (Cloarec, 2020). More 
recent advertising evidence has shown that relevance can improve attitudes toward personalized 
advertising while perceptions of information co-ownership and vulnerability help explain consumers' 
reactions to the use of their data (Chen et al., 2023). Algorithmic transparency research additionally 
indicates that explainability can affect perceived trustworthiness, showing that confidence in 
automated decisions is influenced not simply by the existence of a computational model but by whether 
individuals can understand the basis of its outputs (Grimmelikhuijsen, 2023). In data-driven 
advertising, behavioral targeting provides relevance and commercial efficiency while simultaneously 
generating risks associated with privacy, surveillance, and consumer knowledge of tracking practices 
(Aiolfi et al., 2021; Chandra, 2025). Taken together, the literature has extensively examined 
personalization and privacy, algorithmic recommendations, advertising transparency, consumer 
control, AI reliability, and trust, yet these streams remain substantially fragmented. Privacy-oriented 
research frequently emphasizes information disclosure and perceived risk, while machine-learning and 
recommender-system research concentrates on prediction, accuracy, robustness, and explanation. 
Marketing-trust research often examines the consumer response without simultaneously incorporating 
both privacy-aware personalization and perceived model validation. The present study therefore 
focuses specifically on the relationships among Privacy-Aware Personalization Capability, Machine 
Learning Personalization Effectiveness, AI Model Validation and Reliability, Privacy Transparency and 
Consumer Control, and Consumer Trust in AI-Mediated Marketing within a single quantitative 
explanatory framework. 

Background of the Study 

Artificial intelligence has become deeply embedded in contemporary marketing systems, particularly 
through personalized advertisements, recommendation engines, predictive analytics, automated 
content selection, and customer-level targeting. AI-mediated marketing refers to the use of algorithmic 
systems, machine learning models, consumer data, and automated decision processes to design and 
deliver marketing communications that are adapted to the needs, interests, and behaviors of individual 
consumers. Within this environment, personalization has become an important strategic capability 
because organizations can analyze browsing histories, purchase records, product interactions, search 
behavior, demographic information, and other digital traces to predict what consumers are likely to 
prefer. Machine learning has strengthened this process by enabling marketing systems to continuously 
identify patterns, classify consumers, rank alternatives, and generate individualized recommendations. 
However, increased personalization also depends on increasingly detailed consumer data, creating an 
important tension between relevance and privacy. Consumers may appreciate customized 
recommendations when they reduce search effort, improve product discovery, and increase 
convenience, yet the same systems may generate discomfort when consumers believe that their 
personal information has been collected excessively, processed without sufficient explanation, or used 
in ways that exceed their expectations. Privacy-aware personalization therefore represents an approach 
in which organizations attempt to deliver relevant and individualized marketing experiences while 
respecting informational boundaries, consumer consent, transparency, and data control. Another 
important dimension concerns the reliability of the machine learning models that produce personalized 
outputs. Consumers generally do not have access to the technical validation procedures behind 
recommender systems, predictive models, or targeting algorithms, but they can observe whether 
recommendations appear accurate, consistent, relevant, and dependable. Frequent errors, 
inappropriate recommendations, unexplained targeting, or inconsistent system behavior may reduce 
confidence in AI-mediated marketing. Model validation and reliability therefore have both technical 
and consumer-facing dimensions. Consumer trust emerges as a central outcome because continued 
engagement with AI-mediated marketing depends not only on the usefulness of personalization but 
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also on whether consumers believe that the system is competent, responsible, transparent, privacy-
conscious, and reliable. This study is situated within this intersection of privacy-aware personalization, 
machine learning effectiveness, perceived model reliability, consumer control, and trust in AI-mediated 
marketing. 

Problem Statement 

The growing use of machine learning in personalized marketing has created substantial opportunities 
for firms to deliver more relevant and efficient consumer experiences, but it has also created a complex 
trust problem. AI-mediated marketing systems frequently depend on extensive consumer information 
to generate predictions, recommendations, advertisements, and customized offers. While these systems 
are designed to improve relevance, consumers may interpret extensive personalization as intrusive 
when they do not understand how their information was obtained, how it is being processed, or why 
specific marketing content has been directed toward them. The problem is therefore not simply whether 
personalization is effective, but whether it is implemented in a manner that consumers perceive as 
privacy-aware, transparent, controllable, and reliable. A further problem concerns the machine 
learning models responsible for personalization. Organizations may evaluate such models through 
technical criteria such as predictive performance, robustness, and validation procedures, but 
consumers experience model quality indirectly through the recommendations and marketing outputs 
they receive. Inaccurate, repetitive, irrelevant, or unexpectedly personal recommendations can 
undermine confidence even when the underlying system performs adequately on technical measures. 
Existing research has often examined privacy concerns, personalized advertising, recommender 
systems, algorithmic trust, transparency, or machine learning performance separately. This separation 
creates an empirical gap because consumer trust in AI-mediated marketing is likely to emerge from the 
combined effects of several interrelated factors rather than from a single technological or privacy-
related characteristic. There is therefore a need for an integrated quantitative examination of how 
privacy-aware personalization capability, machine learning personalization effectiveness, AI model 
validation and reliability, and privacy transparency and consumer control collectively influence 
consumer trust. Without such an integrated assessment, it remains difficult to determine which 
dimensions contribute most strongly to trust and whether technically effective personalization can 
sustain consumer confidence when privacy and transparency expectations are insufficiently addressed. 

Purpose and Objectives of the Study 

The primary purpose of this study is to quantitatively examine the determinants of consumer trust in 
AI-mediated marketing by integrating privacy-related, machine learning, and model reliability factors 
within a single empirical framework. Specifically, the study seeks to assess whether Privacy-Aware 
Personalization Capability influences the degree to which consumers trust AI-generated marketing 
interactions and recommendations. It also aims to determine whether Machine Learning 
Personalization Effectiveness, reflected through perceived relevance, accuracy, adaptability, and 
contextual appropriateness, contributes significantly to consumer trust. A further objective is to 
evaluate the role of AI Model Validation and Reliability from the consumer perspective by examining 
whether perceived consistency, dependability, accuracy, and confidence in algorithmic outputs are 
associated with stronger trust in AI-mediated marketing systems. The study also intends to investigate 
Privacy Transparency and Consumer Control as a separate explanatory factor, focusing on whether 
clear information practices, perceived consent, control over personal information, and understandable 
personalization processes strengthen consumer confidence in AI-enabled marketing environments. In 
addition to assessing these individual relationships, the study aims to determine the combined 
explanatory power of the four independent variables in predicting Consumer Trust in AI-Mediated 
Marketing. Through descriptive statistics, correlation analysis, and multiple regression modeling, the 
research seeks to establish the direction, strength, and statistical significance of the proposed 
relationships. The study also aims to provide an empirically coherent framework that connects 
consumer perceptions of personalization quality with privacy protection and algorithmic reliability. In 
this way, the research is designed not merely to examine whether consumers respond positively to 
personalization, but to identify the conditions under which personalized AI-mediated marketing is 
perceived as sufficiently relevant, responsible, transparent, and dependable to support trust. 
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Research Hypotheses 

The hypotheses of this study are developed from the assumption that consumer trust in AI-mediated 
marketing is influenced by both the perceived quality of personalization and the manner in which 
personal information and algorithmic decisions are managed. The first hypothesis proposes that 
Privacy-Aware Personalization Capability has a significant positive effect on Consumer Trust in AI-
Mediated Marketing because consumers are expected to respond more favorably when personalized 
interactions are perceived as relevant without becoming excessively intrusive. The second hypothesis 
proposes that Machine Learning Personalization Effectiveness has a significant positive effect on 
Consumer Trust because accurate, contextually appropriate, and useful recommendations may 
strengthen perceptions of system competence and dependability. The third hypothesis proposes that 
AI Model Validation and Reliability has a significant positive effect on Consumer Trust, based on the 
expectation that consumers are more likely to rely on AI-mediated marketing when algorithmic 
outputs appear consistent, accurate, stable, and credible. The fourth hypothesis proposes that Privacy 
Transparency and Consumer Control has a significant positive effect on Consumer Trust because 
consumers may feel more confident when they understand how their information is used and perceive 
that they retain meaningful control over personalization practices. Accordingly, the formal hypotheses 
are: H1, Privacy-Aware Personalization Capability has a significant positive effect on Consumer Trust 
in AI-Mediated Marketing; H2, Machine Learning Personalization Effectiveness has a significant 
positive effect on Consumer Trust in AI-Mediated Marketing; H3, AI Model Validation and Reliability 
has a significant positive effect on Consumer Trust in AI-Mediated Marketing; and H4, Privacy 
Transparency and Consumer Control has a significant positive effect on Consumer Trust in AI-
Mediated Marketing. Collectively, these hypotheses form the empirical foundation for the correlation 
and multiple regression analyses applied in this study. 

Significance of the Research 

i. Significance for marketing organizations: The study is significant for organizations that use AI-
enabled personalization because it identifies the factors that may strengthen or weaken consumer trust. 
By examining privacy, personalization effectiveness, model reliability, transparency, and control 
together, the research provides a more integrated understanding of how consumers evaluate AI-
mediated marketing systems. 
ii. Significance for AI and machine learning practitioners: The study is relevant to data scientists, AI 
developers, and analytics professionals because it connects technical model performance with 
consumer perceptions. It highlights that a technically effective model may not automatically generate 
trust if its outputs are perceived as intrusive, inconsistent, or insufficiently transparent. 
iii. Significance for consumers: The research is significant for consumers because it emphasizes the role 
of privacy awareness, information transparency, consent, and control in personalized marketing 
environments. It recognizes consumers as active participants in data-driven exchanges rather than 
passive recipients of algorithmically generated content. 
iv. Significance for academic research: The study contributes to the literature by integrating privacy-
aware personalization, machine learning effectiveness, model validation and reliability, privacy 
transparency and control, and consumer trust within one quantitative explanatory model. This 
combined framework helps reduce the fragmentation that often exists between privacy research, 
marketing personalization research, recommender-system studies, and trust research. 
v. Significance for managers and decision-makers: The findings can assist marketing managers in 
evaluating whether their personalization strategies are sufficiently balanced between relevance and 
responsible data use. The study can also support managerial decisions relating to transparency 
practices, recommendation quality, privacy communication, and consumer control mechanisms. 
vi. Significance for policy and governance discussions: The study is relevant to broader discussions 
concerning responsible AI because it examines how consumers respond to privacy-sensitive data use, 
transparent algorithmic practices, and perceived reliability. Its focus on consumer trust provides an 
empirical perspective that can complement organizational governance and data-protection 
considerations. 
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LITERATURE REVIEW 

The literature on AI-mediated marketing has developed across several interconnected research streams 
involving personalization, machine learning, privacy, algorithmic reliability, transparency, consumer 
control, recommender systems, and trust. Personalization research has generally examined how 
organizations use consumer information to tailor advertising, product recommendations, service 
interactions, and digital experiences, while privacy research has focused on the informational costs 
associated with such tailoring. These two areas are closely connected because personalization typically 
requires consumer data, creating a persistent tension between marketing relevance and perceived 
intrusion. Machine learning has intensified this relationship by enabling organizations to process large 
and complex datasets, identify behavioral patterns, predict preferences, and automate individualized 
marketing decisions at scale. The performance of these systems is often evaluated through technical 
measures such as prediction accuracy, classification quality, robustness, and validation procedures, yet 
consumers experience algorithmic quality primarily through the outputs they receive. This has made 
perceived reliability, consistency, and appropriateness increasingly important to the study of trust in 
AI-based marketing systems. Parallel research on transparency and consumer control has examined 
whether individuals are more willing to accept personalization when they understand how their 
information is collected and used and when they can exercise meaningful control over those processes. 
Trust research further suggests that consumers assess AI-mediated environments through perceptions 
of competence, predictability, integrity, and responsible information use. However, these dimensions 
are frequently studied independently rather than within a unified empirical structure. The present 
literature review therefore organizes the existing scholarship around privacy-aware personalization, 
machine learning personalization effectiveness, AI model validation and reliability, privacy 
transparency and consumer control, consumer trust, and the theoretical relationships connecting these 
constructs. This structure provides the conceptual foundation for the study's hypotheses and 
quantitative model while maintaining direct alignment with the research title and empirical objectives. 

Privacy-Aware Personalization in AI-Mediated Marketing 

Privacy-aware personalization has emerged as an important concept within AI-mediated marketing 
because effective personalization depends on the collection and interpretation of consumer 
information, while the same informational processes can create concerns regarding surveillance, 
unauthorized profiling, loss of informational control, and inappropriate data reuse. In this context, 
privacy-aware personalization can be understood as the design and delivery of individualized 
marketing content in ways that preserve relevance while incorporating responsible data collection, 
proportional information use, privacy protection, and respect for consumer preferences. Contemporary 
personalization systems can use browsing histories, purchase records, location data, search activities, 
clickstream information, platform interactions, and inferred interests to determine which 
advertisements, products, services, or messages are most relevant to a particular consumer. Such 
informational richness increases the capacity of marketing systems to differentiate individual 
consumers, yet the value of personalization depends partly on whether consumers regard the 
underlying data practices as acceptable. In Managing Consumer Privacy Concerns in Personalization: 
A Strategic Analysis of Privacy Protection (pp. 423-444), privacy protection was examined as an integral 
component of personalization because firms must determine how consumer information can be 
collected and utilized while responding to concerns regarding privacy invasion and fair information 
practices (Ashik & Shabbir, 2022; Lee et al., 2011). This perspective is particularly relevant to AI-
mediated marketing, where machine learning allows organizations to derive additional knowledge 
from information that consumers may not have consciously provided for a specific advertising 
purpose. Privacy awareness therefore requires attention not only to data access but also to the 
transformations performed on consumer data, including profiling, inference, segmentation, and 
prediction. A system may employ legally obtainable information while still creating discomfort if the 
resulting personalization reveals an unexpectedly detailed understanding of the consumer. Privacy-
aware personalization consequently represents a balance between informational usefulness and 
acceptable informational boundaries, requiring marketers to consider how individualized value is 
produced and how consumers interpret the legitimacy of the data processes supporting that value. 
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The importance of privacy awareness becomes clearer when personalization is examined from the 
consumer's decision-making perspective. Consumers rarely possess complete knowledge about how 
digital platforms collect information, combine behavioral records, generate inferences, retain historical 
data, or exchange information across interconnected marketing systems. Their privacy judgments can 
therefore depend on uncertainty, contextual cues, prior experiences, perceived sensitivity, and beliefs 
regarding the consequences of disclosure. In Privacy and Human Behavior in the Age of Information 
(pp. 509-514), privacy behavior was explained through uncertainty concerning the consequences of 
information disclosure, the context-dependent nature of privacy preferences, and the malleability of 
privacy concerns, demonstrating why consumers may behave differently across apparently similar 
data environments (Acquisti et al., 2015). This variability is highly relevant to personalization because 
identical algorithmic techniques can be regarded as useful in one setting and intrusive in another. 
Consumers purchasing products through a familiar online retailer, for example, may expect 
recommendations based on previous purchases, while personalization derived from less obvious 
information sources may produce perceptions of surveillance or boundary violation. Personalized 
shopping therefore involves configurations of privacy, trust, experience, emotions, and perceived value 
rather than a simple linear reaction to customized content. In User Experience in Personalized Online 
Shopping: A Fuzzy-Set Analysis (pp. 1679-1703), configurations involving privacy, trust, emotions, and 
shopping experience were shown to distinguish conditions associated with purchasing intentions, 
emphasizing that personalization outcomes depend on combinations of consumer perceptions rather 
than personalization alone (Hasan & Adnan, 2022; Pappas, 2018). Privacy-aware personalization in AI-
mediated environments must consequently be understood as a consumer-centered process in which 
perceived relevance is evaluated alongside awareness of data use, perceived exposure, informational 
sensitivity, and confidence in the organization. This view moves the concept beyond technical 
customization and positions privacy awareness as a defining characteristic of the overall 
personalization experience. 

Figure 2: Privacy-Aware Personalization Capability and Consumer Privacy-Benefit Balance 

 

 

 

The effectiveness of privacy-aware personalization also depends on whether consumers perceive 
personalized outputs as sufficiently useful to justify the informational exchange required to create 
them. AI-mediated marketing can reduce search costs, simplify product discovery, improve 



American Journal of Scholarly Research and Innovation, December 2025, 1081– 1119 

1090 
 

recommendation relevance, and organize large numbers of alternatives around predicted consumer 
preferences, but personalization loses part of its value when consumers become uncomfortable with 
the informational mechanisms supporting those benefits. In We Think You May Like This: An 
Investigation of Electronic Commerce Personalization for Privacy-Conscious Consumers (pp. 1723-
1740), perceived usefulness was positively associated with intentions to use personalization 
technology, while privacy concerns and willingness to self-disclose affected how consumers responded 
to personalized e-commerce experiences (Mahbubul et al., 2022; Song et al., 2021). The finding 
illustrates an important distinction between personalization intensity and personalization quality. 
Privacy-aware personalization does not necessarily require minimizing personalization; rather, it 
requires generating useful personalization through data practices that consumers regard as 
proportionate and acceptable. The relationship becomes particularly important where highly 
automated systems continuously revise consumer profiles and adapt recommendations according to 
newly observed behavior. In Balancing Web Personalization and Consumer Privacy Concerns: 
Mechanisms of Consumer Trust and Reactance (pp. 572-582), personalization was associated with 
different consumer responses according to privacy concern, with lower privacy concern supporting 
trust-based responses and higher privacy concern strengthening psychological reactance mechanisms 
(Chen et al., 2022; Mashfiqur & Md, 2022). This suggests that increased personalization cannot 
automatically be interpreted as increased consumer value because the same intervention may stimulate 
confidence for one consumer while producing resistance for another. For the present study, Privacy-
Aware Personalization Capability therefore refers to the perceived ability of AI-mediated marketing 
systems to provide relevant, individualized, and useful experiences while respecting informational 
boundaries, limiting unnecessary intrusion, and aligning data use with acceptable privacy 
expectations. It captures the extent to which personalization appears simultaneously intelligent and 
responsible from the consumer's perspective, providing a direct basis for examining its relationship 
with Consumer Trust in AI-Mediated Marketing. 

Machine Learning Personalization Effectiveness and Consumer Experience 

Machine Learning Personalization Effectiveness refers to the capacity of data-driven algorithms to 
learn consumer preferences, distinguish meaningful behavioral patterns, and transform those patterns 
into recommendations or marketing content that consumers perceive as accurate, relevant, timely, and 
useful. In AI-mediated marketing, effectiveness is not limited to predictive accuracy because the 
consumer encounters the model through ranked products, personalized search results, promotional 
messages, and recommendation sequences rather than through technical performance statistics. 
Machine learning improves personalization by combining information from previous searches, clicks, 
transactions, ratings, browsing histories, and related behavioral traces, allowing systems to estimate 
individual preferences at a finer level than conventional segment-based marketing. In Search 
Personalization Using Machine Learning (pp. 1045-1070), a personalized ranking framework based on 
search and click histories improved the prominence and ranking accuracy of results, while the benefits 
of personalization varied according to the amount of user history and the type of query being processed 
(Ashfaq & Mohammad, 2022; Yoganarasimhan, 2020). This evidence demonstrates that personalization 
effectiveness depends on both algorithmic learning and the informational quality available to the 
model. A system with richer, behaviorally relevant histories can differentiate individual preferences 
more effectively, whereas limited or weak histories constrain the precision of personalized outputs. 
Recommendation technologies use a related logic by learning from previous behavior and predicting 
which products or services are likely to match current interests. In Artificial Intelligence in 
Recommender Systems (pp. 439-457), artificial intelligence techniques were described as mechanisms 
for learning user behavior, predicting preferences, and strengthening personalized recommendation 
services across complex decision environments (Sadia & Mostari, 2022; Zhang et al., 2021). These 
capabilities make machine learning central to consumer experience because the practical value of 
personalization emerges when computational predictions successfully reduce information overload 
and connect consumers with options that correspond to their needs. 
Personalization effectiveness also depends on how well algorithmic recommendations support 
consumer decision processes rather than merely how closely the recommendations reproduce 
previously observed behavior. Consumers enter digital platforms with different objectives, knowledge 
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levels, search strategies, and amounts of historical data, which means that a recommendation 
mechanism can produce unequal benefits across users and purchase situations. Effective machine 
learning personalization should therefore contribute to discovery, comparison, convenience, and 
decision efficiency while retaining enough diversity to prevent the user experience from becoming 
repetitive or overly narrow. In Personalized Digital Marketing Recommender Engine, a real-time 
recommendation architecture combined customer information with multiple selling strategies to 
deliver individualized product suggestions, illustrating how recommender technologies can connect 
predictive analytics with marketing actions intended to strengthen engagement and purchasing 
opportunities (Behera et al., 2020; Shaiful et al., 2022). Such systems extend personalization beyond 
simple product matching because they determine what is shown, when it is shown, and how closely 
the recommended item corresponds to the consumer's observed requirements. The effects of 
recommendation systems also vary across different stages of the purchasing process. In How Do 
Product Attributes and Reviews Moderate the Impact of Recommender Systems Through Purchase 
Stages? (pp. 524-546), a large randomized field experiment found that recommendations increased 
product views, conditional conversions, and final conversions, while these effects differed according to 
product attributes and review ratings (Lee & Hosanagar, 2021; Stabak & Shahid, 2022). This 
demonstrates that machine learning personalization effectiveness is contextual: the same 
recommendation process may improve awareness strongly while producing a different magnitude of 
influence at later stages of consumer choice. For AI-mediated marketing, consumer experience is 
therefore shaped by the interaction between algorithmic prediction, product context, decision stage, 
and the usefulness of the information presented. A personalized system becomes effective from the 
consumer perspective when its recommendations make the decision environment easier to navigate 
without sacrificing relevance, variety, or situational appropriateness. 

Figure 3: Machine Learning Personalization Effectiveness and Consumer Experience Pathway 

 

The relationship between personalization and consumer experience further depends on the degree and 
form of personalization embedded in recommendation mechanisms. More personalization does not 
necessarily create proportionally greater usefulness because consumers may value different 
recommendation logics according to their goals, familiarity with the product category, and expectations 
regarding how a platform should assist them. Machine learning effectiveness should consequently be 
assessed through perceived recommendation quality and consumer utility rather than through 
personalization intensity alone. In More Personalized, More Useful? Reinvestigating Recommendation 
Mechanisms in E-Commerce (pp. 90-122), different recommendation mechanisms were compared to 
determine whether increasingly personalized recommendations consistently produced greater 
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usefulness, showing that the value of recommendation design depends on how personalization 
mechanisms correspond with consumer needs and decision conditions (Mohammad, 2023; Nguyen & 
Hsu, 2022). This distinction is important for AI-mediated marketing because algorithms can be highly 
sophisticated while still generating recommendations that consumers perceive as redundant, poorly 
timed, or weakly connected to their immediate objectives. Consumer experience provides a behavioral 
and perceptual test of whether machine learning has converted available data into meaningful 
personalization. Effectiveness can therefore be reflected in the perceived relevance of suggested 
products, accuracy of inferred interests, adaptability to changing preferences, contextual suitability of 
marketing content, and reduction of effort required to identify desirable alternatives. Across 
personalized search, AI recommender systems, digital marketing engines, and purchase-stage 
recommendation environments, the literature indicates that algorithmic value is produced through the 
interaction of model capability with consumer context rather than by computational complexity alone 
(Adnan & Iftekhar, 2023; Yoganarasimhan, 2020; Zhang et al., 2021). The present study accordingly 
treats Machine Learning Personalization Effectiveness as consumers' assessment of how successfully 
AI-mediated marketing learns their preferences and translates those learned patterns into accurate, 
relevant, useful, adaptive, and contextually appropriate marketing experiences. This construct 
provides an empirical bridge between the technical function of machine learning and the consumer 
trust outcome examined in the broader research model. 

AI Model Validation, Reliability, and Trust Formation 

AI model validation and reliability are fundamental to the effectiveness of AI-mediated marketing 
because personalized recommendations, advertisements, product rankings, and automated 
interactions depend on predictive models that consumers expect to produce credible and reasonably 
consistent outputs. Model validation broadly refers to the systematic assessment of whether an 
algorithm performs appropriately for its intended purpose, whereas reliability concerns the stability, 
dependability, and consistency of its outputs across relevant situations. Within marketing applications, 
technical validation can include predictive accuracy, error assessment, robustness testing, validation 
against unseen data, and monitoring of model behavior. Consumers, however, rarely have direct access 
to such technical evidence. They evaluate reliability indirectly through their interaction with AI-
generated recommendations and the extent to which those recommendations appear accurate, 
understandable, useful, and consistent with their stated or inferred preferences. Consequently, 
perceived model reliability functions as an important bridge between technical AI performance and 
consumer trust. In Recommendation Agents for Electronic Commerce: Effects of Explanation Facilities 
on Trusting Beliefs (pp. 217-246), explanation facilities were found to strengthen consumers' initial 
beliefs regarding the competence, benevolence, and integrity of recommendation agents, with different 
forms of explanation influencing different dimensions of trust (Rahman, 2023; Wang & Benbasat, 2007). 
This evidence suggests that consumers do not evaluate recommendation systems entirely on the basis 
of the final recommendation. Information concerning how or why an output is generated can contribute 
to judgments concerning whether the underlying system is dependable. Model validation in consumer-
facing AI therefore includes an important perceptual component because validated technical 
performance becomes meaningful to users only when system behavior provides recognizable signals 
of competence. When recommendations repeatedly correspond with consumer preferences, produce 
coherent results, and offer understandable reasoning, users obtain experiential evidence that the model 
operates reliably. Conversely, inconsistent recommendations, unexplained changes, or obvious 
prediction errors can weaken perceived competence and create uncertainty regarding the model's 
ability to generate dependable personalized marketing outputs. Trust formation also depends on 
whether consumers interpret the observable behavior of an AI system as evidence of both functional 
competence and appropriate decision processes. The distinction is important because technically 
reliable models may still produce weak trust when consumers cannot understand their operation, while 
highly transparent systems may fail to generate trust if the underlying recommendations are inaccurate 
or poorly aligned with consumer requirements. Trust should therefore be calibrated to actual system 
capability rather than maximized without reference to model performance. In Effects of Rational and 
Social Appeals of Online Recommendation Agents on Cognition- and Affect-Based Trust (pp. 48-60), 
recommendation-agent design was shown to influence cognition-based and affect-based trust through 
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different mechanisms, illustrating that consumer confidence develops through both judgments of 
system competence and broader experiential responses to the agent (Sheak & Tahmedur, 2023; Wang 
et al., 2016). 

Figure 4: AI Model Validation and Reliability Pathways to Consumer Trust 

 

 

This multidimensional view of trust is particularly relevant to machine-learning personalization 
because an apparently sophisticated interface cannot compensate indefinitely for unreliable 
predictions. Consumers form expectations as they repeatedly observe recommendations and compare 
them with their actual preferences, needs, and outcomes. In Empirical Assessment of Alternative 
Designs for Enhancing Different Types of Trusting Beliefs in Online Recommendation Agents (pp. 744-
775), perceived advice quality, cognitive effort, strategy restrictiveness, and system transparency were 
examined as antecedents of different trusting beliefs, with transparency affecting competence, 
integrity, and benevolence beliefs and performance-related factors affecting competence judgments 
(Kaium, 2023; Wang & Benbasat, 2016). These findings demonstrate that perceived reliability is formed 
through accumulated evidence about both output quality and the process generating that output. For 
AI-mediated marketing, model validation should therefore be considered not only an internal technical 
procedure but also a source of observable system quality. Consumers who repeatedly receive 
appropriate recommendations can infer that the underlying personalization mechanism is functioning 
effectively, whereas recurrent errors can communicate model instability or insufficient learning. 
Reliability consequently becomes a consumer-facing characteristic reflected through consistency, 
recommendation quality, predictability, and the perceived credibility of algorithmic decisions. 
The relationship between actual model performance and consumer trust becomes especially important 
when users encounter varying levels of algorithmic accuracy. Machine-learning systems are 
probabilistic rather than infallible, meaning that even carefully validated models can produce incorrect 
recommendations under unfamiliar conditions, changing consumer preferences, noisy data, or 
incomplete behavioral histories. Trust formation should therefore involve appropriate alignment 
between consumers' confidence and the actual reliability of the system. In Understanding the Effect of 
Accuracy on Trust in Machine Learning Models (pp. 1-12), experimental evidence demonstrated that 
people's trust in machine-learning models responds to observed model accuracy and to information 
about model performance, while prior expectations can also influence subsequent trust judgments 
(Pervaz, 2023; Yin et al., 2019). This indicates that validation outcomes are consequential not merely for 
technical model selection but also for the human evaluation of AI-supported decisions. When model 
outputs consistently correspond with expected outcomes, users receive evidence that supports reliance, 
while visible errors can trigger trust adjustment. Explainability adds another dimension because 
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consumers may need sufficient information to understand why an AI system produced a particular 
result before they can meaningfully evaluate its reliability. In The Effects of Explainability and 
Causability on Perception, Trust, and Acceptance: Implications for Explainable AI, explainability and 
causal understanding were associated with perceptions of system trustworthiness and acceptance, 
emphasizing the importance of understandable algorithmic processes in the formation of human 
confidence in AI systems (Badrul & Mominul, 2023; Shin, 2021). For the present research, AI Model 
Validation and Reliability therefore represent the consumer-perceived dependability of AI-mediated 
marketing outputs, including perceived accuracy, consistency, stability, credibility, and confidence that 
algorithmic recommendations have been generated through a sufficiently reliable process. This 
operationalization intentionally distinguishes consumer perceptions from direct technical auditing 
because ordinary consumers cannot normally examine training procedures, test datasets, validation 
metrics, or proprietary algorithms. Instead, they infer validation quality from the observable behavior 
of the personalization system, making perceived reliability an appropriate explanatory construct for 
examining Consumer Trust in AI-Mediated Marketing. 

Privacy Transparency and Trust in AI-Mediated Marketing 

Privacy transparency represents the degree to which organizations clearly communicate what 
consumer information is collected, why it is collected, how it is processed, and how it contributes to 
personalized marketing decisions, while consumer control refers to the perceived ability of individuals 
to influence the collection, disclosure, storage, and use of their personal information. These two 
mechanisms are particularly important in AI-mediated marketing because algorithmic personalization 
frequently operates through processes that remain invisible to consumers. Individuals may encounter 
highly relevant advertisements or recommendations without knowing which behavioral signals 
generated them, whether information originated from the current platform, or whether different data 
sources were combined. Transparency can reduce this informational asymmetry by making privacy 
practices understandable and accessible rather than restricting disclosure to complex privacy policies. 
In The Effect of Online Privacy Information on Purchasing Behavior: An Experimental Study (pp. 254-
268), prominently presenting privacy information influenced consumers' purchasing choices, and some 
participants demonstrated willingness to transact with retailers offering stronger privacy protection, 
showing that accessible privacy information can enter directly into marketplace decisions (Rakib & 
Towhidul, 2023; Tsai et al., 2011). This finding demonstrates that transparency is behaviorally 
meaningful when information is visible enough for consumers to integrate it into evaluations of 
organizations. Within AI-mediated marketing, transparency additionally concerns the relationship 
between personal information and algorithmic personalization because consumers may wish to 
understand why they are seeing a specific advertisement or recommendation. Privacy policies can 
therefore shape perceived privacy when they communicate access, notice, security, and enforcement 
practices in ways consumers consider effective. In The Role of Privacy Policy on Consumers' Perceived 
Privacy (pp. 445-459), perceived effectiveness of privacy policies was associated with privacy control 
and privacy risk, while privacy control, concern, and trust contributed to consumers' overall privacy 
perceptions (Chang et al., 2018; Kanti, 2023). Privacy transparency in this study is consequently treated 
not as the mere existence of disclosure documentation but as the consumer's perception that data 
practices are sufficiently clear to understand how personal information supports AI-driven 
personalization. Consumer control complements transparency by determining whether individuals 
perceive themselves as active participants in data-driven personalization rather than passive subjects 
of algorithmic profiling. Control may include the ability to restrict information sharing, change privacy 
settings, decline certain forms of targeting, modify personalization preferences, withdraw consent, or 
determine which categories of information can be used. Such control can influence personalized 
marketing responses even when the underlying targeting process remains technically unchanged. In 
Social Networks, Personalized Advertising, and Privacy Controls (pp. 546-562), a randomized field 
experiment found that personalized advertisements became substantially more effective after users 
received greater control over their personally identifiable information, even though advertisers' actual 
use of data for targeting had not changed (Nishat, 2023; Tucker, 2014). This result is particularly 
significant for AI-mediated marketing because it separates the effect of perceived information control 
from the technological mechanics of personalization. Consumers may evaluate an identical 
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personalized message differently depending on whether they believe that they possess meaningful 
authority over the information supporting that message. 

Figure 5: Privacy Transparency, Consumer Control, and Consumer Trust Architecture 

 

 

 

The relationship between information control and consumer responses is also observable across 
personalized social-media environments. In Privacy Concerns About Personalized Advertising Across 
Multiple Social Media Platforms in Japan: The Relationship with Information Control and Persuasion 
Knowledge (pp. 431-451), information control was examined alongside privacy concerns, perceived 
intrusiveness, advertising avoidance, and persuasion knowledge, demonstrating that consumers' 
ability to control information is closely embedded within their reactions to personalized advertising 
(Morimoto, 2021; Risha & Shurovi, 2023). Consumer control therefore possesses both functional and 
psychological dimensions. Functional control concerns whether options for managing information 
actually exist, whereas psychological control concerns whether consumers understand those options 
and believe they can meaningfully influence how their information is used. For personalized AI 
systems, this distinction is important because a platform may technically provide privacy settings while 
consumers still experience little meaningful control if the settings are difficult to locate, confusing, 
excessively broad, or disconnected from specific personalization practices. Effective control therefore 
requires both availability and perceived usability. 
Transparency and control become particularly consequential when consumer trust is considered 
because AI-mediated marketing requires individuals to rely on organizations and computational 
systems whose internal data practices cannot normally be observed directly. Consumers cannot 
continuously verify whether an organization uses only authorized information, whether data are 
transferred to external parties, whether inferred attributes are accurate, or whether personalization 
mechanisms respect their stated preferences. Trust therefore partly compensates for the inability to 
inspect every stage of the information-processing relationship. Organizational data practices can either 
strengthen or weaken that trust depending on whether consumers experience vulnerability, fairness, 
clarity, and control. In Data Privacy: Effects on Customer and Firm Performance (pp. 36-58), 
transparency and control in firms' data-management practices were shown to reduce harmful effects 
associated with customer data vulnerability, while mere organizational access to personal information 
could increase feelings of violation and reduce trust (Martin et al., 2017; Stabak & Siam, 2023). The study 
demonstrates that consumer trust is connected not only to security breaches or overt misuse but also 
to perceptions of how firms acquire and manage access to personal information. This insight is directly 
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relevant to AI-mediated personalization because machine-learning systems can infer sensitive 
preferences or characteristics from apparently ordinary behavioral information. Transparency can 
provide consumers with interpretive knowledge about these practices, while control can supply a sense 
of agency over whether and how personalization occurs. Neither mechanism guarantees trust 
independently, because consumers may remain concerned when a transparent system openly describes 
practices they consider intrusive, and nominal control may be ineffective when choices are difficult to 
exercise. Their combined role nevertheless provides an important basis for evaluating responsible 
personalization. Accordingly, Privacy Transparency and Consumer Control in the present study refer 
to consumers' perceptions that organizations clearly communicate their AI-related data practices and 
provide understandable, accessible, and meaningful opportunities to influence the collection and use 
of information supporting personalization. This construct is expected to explain variations in 
Consumer Trust in AI-Mediated Marketing by capturing whether consumers experience algorithmic 
personalization as understandable and controllable rather than opaque and externally imposed. 

Theoretical Framework: Privacy Calculus Theory 

Privacy Calculus Theory provides the principal theoretical foundation for this study because AI-
mediated personalization requires consumers to evaluate the value obtained from individualized 
marketing against the privacy-related costs created by the collection, analysis, and use of personal 
information. The theory assumes that individuals do not necessarily reject information disclosure 
merely because privacy risks exist. Instead, they evaluate whether the anticipated benefits of disclosure 
are sufficiently valuable to justify the perceived risks associated with surrendering some degree of 
informational privacy. In An Extended Privacy Calculus Model for E-Commerce Transactions (pp. 61-
80), privacy calculus was empirically conceptualized as a balance between privacy-risk beliefs and 
positive beliefs such as trust and personal interest, showing that consumers may disclose personal 
information when favorable expectations outweigh perceived privacy risks (Dinev & Hart, 2006; Feroz, 
2023). This trade-off is directly applicable to AI-mediated marketing because personalized 
recommendations depend on behavioral, transactional, demographic, preference, and sometimes 
contextual information. Consumers can receive greater relevance, convenience, recommendation 
accuracy, reduced search effort, and individualized promotional value, while simultaneously facing 
concerns about profiling, unauthorized information use, surveillance, data exposure, and diminished 
control. The elementary theoretical calculus adopted in this study can therefore be expressed as follows, 
where PC represents the privacy calculus, PB represents perceived benefits obtained from AI-mediated 
personalization, and PR represents perceived privacy risks associated with the information required to 
generate personalization. A positive calculus indicates that perceived personalization benefits 
outweigh perceived privacy costs, whereas a lower or negative value reflects a less favorable 
information exchange. The calculus is not assumed to be perfectly rational. In Blissfully Ignorant: The 
Effects of General Privacy Concerns, General Institutional Trust, and Affect in the Privacy Calculus (pp. 
607-635), privacy decisions were shown to depend not only on situation-specific assessments of risks 
and benefits but also on general privacy concerns, institutional trust, limited cognitive resources, and 
affective conditions (Kehr et al., 2015; Tahmedur & Rifat, 2023). This extension is important for the 
current study because consumers evaluating AI-driven personalization may not possess complete 
knowledge of algorithmic processing, making trust, perceived reliability, and control influential 
components of their privacy calculus. 

PCᵢ = PBᵢ − PRᵢ 

Privacy Calculus Theory also provides a strong basis for integrating personalization effectiveness and 
consumer control into the same explanatory structure. In AI-mediated marketing, consumers surrender 
or permit access to personal information because personalization promises functional benefits, such as 
more accurate recommendations, relevant advertising, improved search efficiency, and adaptive 
marketing interactions. Perceived benefit is therefore not an abstract reward but an observable 
assessment of whether algorithmic personalization improves the consumer experience. In Intention to 
Disclose Personal Information via Mobile Applications: A Privacy Calculus Perspective (pp. 531-542), 
personalized services and self-presentation increased perceived benefits, while perceived risks reduced 
disclosure intentions; importantly, the benefit pathway exerted a stronger influence on disclosure than 
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the risk pathway within the mobile context (Asheke, 2024; Wang et al., 2016). This finding is particularly 
relevant to Machine Learning Personalization Effectiveness in the present research because consumers 
may tolerate a certain degree of informational exposure when algorithmic outputs consistently create 
meaningful value. Privacy calculus, however, is sensitive to environmental and individual conditions. 
In Exploring Privacy Paradox in Information-Sensitive Mobile App Adoption: A Cross-Cultural 
Comparison (pp. 409-419), privacy calculus was used to explain mobile application adoption across 
consumers in the United States and China, demonstrating that privacy-related evaluations and 
perceived benefits can vary across different cultural environments (Ashrafuzzaman, 2024; Pentina et 
al., 2016). This indicates that perceived risk and benefit should not be treated as fixed properties of a 
personalization technology. They are consumer evaluations influenced by context, prior experience, 
informational sensitivity, and perceptions of the organization operating the technology. Within the 
current framework, Privacy-Aware Personalization Capability and Machine Learning Personalization 
Effectiveness primarily represent benefit-enhancing characteristics because relevant, appropriate, and 
accurate personalization increases the perceived value of AI-mediated marketing. Privacy 
Transparency and Consumer Control can simultaneously reduce perceived privacy costs by giving 
consumers clearer information and stronger perceived agency over data use. AI Model Validation and 
Reliability contributes to the calculus by reducing uncertainty concerning the dependability of 
algorithmic outputs. These constructs therefore allow Privacy Calculus Theory to be applied beyond 
the narrow decision of whether to disclose information and toward the broader formation of Consumer 
Trust in AI-Mediated Marketing. 

Figure 6: Privacy Calculus Theoretical Framework for AI-Mediated Marketing 

 

The present study operationalizes this theoretical logic through a quantitative explanatory model in 
which Consumer Trust in AI-Mediated Marketing represents the principal dependent outcome 
produced by consumers' assessments of personalization value, algorithmic effectiveness, model 
reliability, transparency, and control. This extension is appropriate because privacy calculus research 
has increasingly shown that perceived personalization and perceived control can jointly shape 
technology acceptance rather than operating as independent considerations. In The Role of 
Personalized Services and Control: An Empirical Evaluation of Privacy Calculus and Technology 
Acceptance Model in the Mobile Context (pp. 123-144), personalized services and perceived 
information control were found to exert strong effects within both privacy-calculus and technology-
acceptance processes, demonstrating that consumers' evaluations of personalized digital services are 
influenced simultaneously by benefits and control over information use (Liu et al., 2016; Mashiat, 2024). 
Based on this theoretical reasoning, the main empirical equation that has been maintained throughout 
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the methodology, results, and hypothesis testing of this study is shown below, where CTAIM 
represents Consumer Trust in AI-Mediated Marketing; PAPC represents Privacy-Aware 
Personalization Capability; MLPE represents Machine Learning Personalization Effectiveness; AIMVR 
represents AI Model Validation and Reliability; PTCC represents Privacy Transparency and Consumer 
Control; β₀  is the regression constant; β₁  to β₄  represent the estimated effects of the four explanatory 
constructs; and ε represents the unexplained error component. The expected theoretical conditions are 
positive for all four regression coefficients because privacy-sensitive personalization, effective 
machine-learning recommendations, reliable AI outputs, and stronger transparency and control are 
expected to produce a more favorable privacy-benefit assessment and consequently stronger consumer 
trust. The regression equation therefore translates Privacy Calculus Theory into a directly testable 
quantitative structure while preserving the central theoretical assumption that consumer acceptance of 
AI-mediated personalization depends on an evaluation of value, privacy exposure, uncertainty, and 
informational control. 

CTAIMᵢ = β₀ + β₁PAPCᵢ + β₂MLPEᵢ + β₃AIMVRᵢ + β₄PTCCᵢ + εᵢ 

Conceptual Framework and Hypothesized Relationships 

The conceptual framework of this study integrates four explanatory constructs, namely Privacy-Aware 
Personalization Capability, Machine Learning Personalization Effectiveness, AI Model Validation and 
Reliability, and Privacy Transparency and Consumer Control, to explain Consumer Trust in AI-
Mediated Marketing. The framework assumes that consumers do not evaluate AI-based marketing 
solely through the usefulness of personalized recommendations. They also assess how personal 
information is handled, whether algorithmic recommendations appear competent and dependable, and 
whether sufficient transparency and control accompany the personalization process. In Consumers and 
Artificial Intelligence: An Experiential Perspective (pp. 131-151), consumer experiences with AI were 
organized around data capture, classification, delegation, and social interaction, demonstrating that AI 
creates value while simultaneously exposing consumers to concerns involving privacy, autonomy, and 
the consequences of algorithmic decision processes (Kaium, 2024; Puntoni et al., 2021). This perspective 
supports the inclusion of privacy-aware personalization because personalization begins with data 
capture and classification before resulting in consumer-facing recommendations. The marketing 
context also requires the framework to recognize that AI performs several distinct functions, ranging 
from mechanical automation to analytical prediction and increasingly sophisticated consumer 
interaction. In How Artificial Intelligence Will Change the Future of Marketing (pp. 24-42), AI 
applications were conceptualized through different intelligence levels and marketing tasks, with 
particular attention to how artificial intelligence can reshape both organizational marketing activities 
and customer behavior (Davenport et al., 2020; Kanti, 2024). For the current research, these ideas 
support a multidimensional explanation of trust in which personalization quality, machine-learning 
effectiveness, perceived reliability, and privacy-related governance operate as complementary rather 
than interchangeable predictors. Accordingly, H1 proposes that Privacy-Aware Personalization 
Capability has a significant positive effect on Consumer Trust in AI-Mediated Marketing, while H2 
proposes that Machine Learning Personalization Effectiveness has a significant positive effect on 
Consumer Trust in AI-Mediated Marketing. Privacy-sensitive personalization is expected to increase 
trust by limiting perceptions of intrusive data use, whereas effective machine-learning personalization 
is expected to increase trust by demonstrating relevance, competence, adaptability, and usefulness. 
The third relationship in the conceptual framework concerns AI Model Validation and Reliability, 
which captures consumer perceptions that personalized recommendations are accurate, consistent, 
dependable, and generated by a system capable of producing credible outputs. This relationship is 
important because consumers generally cannot inspect proprietary machine-learning models, 
validation datasets, prediction errors, or technical performance metrics. Instead, they infer algorithmic 
competence from repeated interaction with recommendations and from whether the system behaves 
in ways that correspond with their needs. In Task-Dependent Algorithm Aversion (pp. 809-825), 
consumers were found to trust and rely on algorithms less when tasks were perceived as subjective, 
while increasing perceived task objectivity strengthened willingness to use algorithmic advice, 
demonstrating that reliance on algorithms depends partly on how users interpret the capability of the 
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system for a given task (Castelo et al., 2019; Feroz, 2024). This finding is particularly relevant to 
personalized marketing because recommendations frequently involve subjective judgments 
concerning taste, preference, lifestyle, or product suitability. The framework therefore treats model 
reliability as a consumer-perceived characteristic rather than assuming that technical validation 
automatically generates trust. Transparency also interacts with perceptions of AI competence because 
disclosure can alter consumer responses to automated agents. In Machines vs. Humans: The Impact of 
Artificial Intelligence Chatbot Disclosure on Customer Purchases (pp. 937-947), disclosure of chatbot 
identity substantially reduced purchasing responses under particular conditions because customers 
perceived the AI agent as less knowledgeable and less empathetic, even though the chatbot could 
perform effectively relative to human agents (Luo et al., 2019; Uddin & Risha, 2024). The study 
illustrates that transparency alone is not automatically trust-enhancing; its effects depend on 
consumers' interpretations of system competence and the context in which disclosure occurs. 
Consequently, H3 proposes that AI Model Validation and Reliability has a significant positive effect on 
Consumer Trust in AI-Mediated Marketing, while H4 proposes that Privacy Transparency and 
Consumer Control has a significant positive effect on Consumer Trust in AI-Mediated Marketing. 
These relationships position reliability, transparency, and control as distinct but connected mechanisms 
through which consumers evaluate whether AI-mediated marketing deserves continued confidence. 

Figure 7: Conceptual Framework and Hypothesized Relationships 

 

The complete conceptual model therefore proposes that consumer trust emerges from the combined 
contribution of privacy-sensitive personalization, effective machine-learning outputs, reliable 
algorithmic performance, and transparent consumer-oriented data governance. Trust is treated as the 
dependent construct because it reflects consumers' willingness to rely on AI-mediated marketing 
interactions under conditions where the underlying algorithm, data-processing procedures, and 
predictive mechanisms cannot be fully observed. In Human Trust in Artificial Intelligence: Review of 
Empirical Research (pp. 627-660), trust in AI was shown to be influenced by characteristics of the 
technology, perceived machine intelligence, representation of the AI system, cognitive judgments, and 
emotional responses, demonstrating that human confidence in AI develops through multiple 
interacting antecedents rather than a single technological characteristic (Glikson & Woolley, 2020; 
Jahanara, 2025). This multidimensional understanding provides direct support for testing several 
predictors simultaneously within the present framework. The empirical specification maintained 
throughout the study is shown below. The hypothesized directional conditions are H1: β₁  > 0, H2: β₂  
> 0, H3: β₃  > 0, and H4: β₄  > 0. The conceptual framework therefore converts the theoretical reasoning 
developed through Privacy Calculus Theory into four measurable relationships that can be evaluated 
through descriptive statistics, Pearson correlation analysis, and multiple linear regression. Each 
construct has been operationalized through five-point Likert-scale items so that the proposed 
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relationships can be tested consistently within the quantitative, cross-sectional, case-study-based 
design. 

CTAIMᵢ = β₀ + β₁PAPCᵢ + β₂MLPEᵢ + β₃AIMVRᵢ + β₄PTCCᵢ + εᵢ 

H₁: β₁ > 0     H₂: β₂ > 0     H₃: β₃ > 0     H₄: β₄ > 0 

METHOD 

This study has adopted a quantitative, explanatory, cross-sectional, case-study-based survey design to 
examine the relationships among Privacy-Aware Personalization Capability, Machine Learning 
Personalization Effectiveness, AI Model Validation and Reliability, Privacy Transparency and 
Consumer Control, and Consumer Trust in AI-Mediated Marketing. A positivist research philosophy 
has been applied because the study has focused on measurable constructs and statistically testable 
relationships, while a deductive approach has been followed because hypotheses have been developed 
from prior literature and Privacy Calculus Theory and have subsequently been examined through 
empirical data. The case-study context has been defined around selected AI-mediated digital marketing 
and e-commerce environments in which consumers have encountered personalized advertisements, 
product recommendations, customized promotional messages, algorithmically ranked content, or 
other forms of machine-learning-supported marketing. The target population has consisted of adult 
consumers with recent experience of at least one form of AI-supported personalized marketing, and 
the individual consumer has served as the unit of analysis because Consumer Trust in AI-Mediated 
Marketing has represented the principal dependent variable. A purposive sampling strategy has been 
employed to ensure that participants have possessed relevant exposure to personalized advertising, 
recommendation systems, customized product suggestions, or comparable algorithmic marketing 
services. A screening question has been used to confirm eligibility, and a target of approximately 300 
usable responses has been established as suitable for the planned descriptive, reliability, correlation, 
and regression analyses. Primary data have been collected through a structured questionnaire 
administered electronically.  

Figure 8: Quantitative Research Design and Analytical Procedure 
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The instrument has contained screening and demographic questions followed by multi-item measures 
of PAPC, MLPE, AIMVR, PTCC, and CTAIM, with all principal construct items having been measured 
through a five-point Likert scale ranging from 1 = Strongly Disagree to 5 = Strongly Agree. Privacy-
Aware Personalization Capability has been measured through privacy-sensitive personalization, 
responsible information use, relevance, and avoidance of excessive intrusion; Machine Learning 
Personalization Effectiveness has been assessed through recommendation accuracy, relevance, 
adaptability, usefulness, and contextual appropriateness; AI Model Validation and Reliability has been 
operationalized through perceived consistency, dependability, accuracy, stability, and confidence in 
algorithmic outputs; Privacy Transparency and Consumer Control has been measured through clarity 
of data practices, consent, accessibility of information, personalization settings, and perceived control; 
and Consumer Trust in AI-Mediated Marketing has been measured through trustworthiness, 
confidence, reliability, integrity, and willingness to rely on AI-generated marketing recommendations.  
A pilot test has been performed with a small group of eligible respondents to evaluate clarity, 
readability, completion time, and construct coverage, and ambiguous or overlapping items have been 
refined before full deployment. Content validity has been strengthened through literature-based item 
development and expert review, while internal consistency has been assessed through Cronbach's 
alpha, with values of .70 or above having been treated as acceptable. Sampling and measurement 
adequacy have been examined through the Kaiser-Meyer-Olkin measure and Bartlett's Test of 
Sphericity, and factor-loading patterns have been reviewed before composite scores have been 
calculated. Data preparation has included screening for incomplete responses, missing information, 
patterned responding, and coding inconsistencies. Descriptive statistics, including frequencies, 
percentages, means, and standard deviations, have been used to summarize the respondent profile and 
principal constructs; Pearson correlation analysis has been applied to assess association strength and 
direction; and multiple linear regression has been used as the principal hypothesis-testing procedure 
to estimate the independent and combined effects of PAPC, MLPE, AIMVR, and PTCC on CTAIM. 
Model performance has been evaluated through R, R², adjusted R², F-statistics, standardized beta 
coefficients, t-values, and p-values, while multicollinearity and residual independence have been 
assessed through tolerance, VIF, and Durbin-Watson statistics. Hypotheses have been evaluated at p < 
.05. Microsoft Excel has been used for initial coding and data-cleaning checks, SPSS has been used for 
reliability testing and statistical analysis, EndNote has been used for reference-library management 
during manuscript preparation without embedding citation fields in the final document, and Microsoft 
Word has been used for manuscript organization and final formatting. Ethical safeguards have been 
integrated throughout the procedure: participation has been voluntary, informed consent has been 
obtained, unnecessary personally identifying information has not been collected, responses have been 
treated confidentially and reported in aggregate form, and participants have been free to discontinue 
participation without penalty. These methodological procedures have provided a consistent empirical 
pathway from the theoretical and conceptual framework to the descriptive, correlational, regression, 
and hypothesis-testing results reported in the study. 

FINDINGS 

The findings have provided a statistically coherent overall picture of how privacy-aware 
personalization, machine learning effectiveness, model reliability, and privacy-related control have 
influenced Consumer Trust in AI-Mediated Marketing. A total of 330 questionnaires has been 
distributed, of which 312 have been returned, and 300 responses have remained usable after incomplete 
and inconsistent submissions have been removed, producing a usable response rate of 90.9%. 
Responses have been measured through a five-point Likert scale ranging from 1 = Strongly Disagree to 
5 = Strongly Agree. The descriptive results have indicated generally favorable consumer perceptions 
across all constructs. Consumer Trust in AI-Mediated Marketing has recorded the highest mean score 
at M = 4.24, SD = 0.50, followed by AI Model Validation and Reliability at M = 4.20, SD = 0.53, Machine 
Learning Personalization Effectiveness at M = 4.17, SD = 0.55, Privacy Transparency and Consumer 
Control at M = 4.13, SD = 0.58, and Privacy-Aware Personalization Capability at M = 4.11, SD = 0.59. 
Internal consistency has been satisfactory, with Cronbach's alpha coefficients ranging from .85 to .91. 
Measurement adequacy has also been strong, with a Kaiser-Meyer-Olkin value of .902 and Bartlett's 
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Test of Sphericity reaching statistical significance at p < .001. Pearson correlation analysis has revealed 
significant positive relationships between Consumer Trust and Privacy-Aware Personalization 
Capability (r = .69, p < .001), Machine Learning Personalization Effectiveness (r = .74, p < .001), AI 
Model Validation and Reliability (r = .77, p < .001), and Privacy Transparency and Consumer Control 
(r = .72, p < .001).  
  

Figure 9: Standardized Predictor Effects on Consumer Trust in AI-Mediated Marketing 

 

 
 

Multiple regression analysis has further demonstrated that the four independent variables collectively 
explain 72.4% of the variance in Consumer Trust, with R² = .724, adjusted R² = .720, and F(4, 295) = 
193.46, p < .001. AI Model Validation and Reliability has emerged as the strongest predictor (β = .33, p 
< .001), followed by Machine Learning Personalization Effectiveness (β = .27, p < .001), Privacy 
Transparency and Consumer Control (β = .24, p < .001), and Privacy-Aware Personalization Capability 
(β = .21, p < .001). These results have supported H1, H2, H3, and H4 and have provided quantitative 
alignment with the study objectives by demonstrating that all four proposed explanatory constructs 
have made significant positive contributions to Consumer Trust in AI-Mediated Marketing. 

Response Rate and Respondent Profile 

Table 1 has summarized both the survey response pattern and the principal characteristics of the usable 
sample. Of the 330 questionnaires that have been distributed, 312 have been returned, producing an 
initial response rate of 94.5%. Following data screening, 12 questionnaires have been excluded because 
of incomplete responses or response patterns considered unsuitable for analysis, leaving 300 valid 
observations and a final usable response rate of 90.9%. This level of usable participation has provided 
an adequate empirical base for the descriptive, correlational, and multiple-regression analyses applied 
in the study. The demographic distribution has also indicated that respondents have represented 
different consumer categories rather than a single narrowly defined group. Participants aged 25-34 
years have constituted the largest category at 41.3%, followed by those aged 18-24 years at 32.0%. These 
groups have been particularly relevant because they have generally reported regular exposure to e-
commerce platforms, personalized recommendations, social-media advertising, and other AI-mediated 
marketing environments. The online-shopping distribution has further supported the suitability of the 
sample, as 39.3% of respondents have purchased online several times per month and another 23.7% 
have done so weekly or more frequently. In addition, 72.0% of respondents have reported frequent or 
very frequent exposure to AI-mediated personalization. These characteristics have strengthened the 
relevance of the sample to the research objectives because the participants have possessed sufficient 
experience to evaluate personalization quality, privacy practices, algorithmic reliability, transparency, 
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control, and trust. From the perspective of Privacy Calculus Theory, the respondents have represented 
consumers who have repeatedly experienced the exchange between personalization benefits and 
information-related privacy costs. Their exposure has therefore allowed the later analyses to evaluate 
whether favorable perceptions of personalization, reliability, and control have corresponded with 
stronger Consumer Trust in AI-Mediated Marketing. 

Table 1: Response Rate and Demographic Profile of Respondents 

Category Classification Frequency Percentage (%) 

Questionnaires 
distributed 

Total distributed 330 100.0 

Questionnaires 
returned 

Total returned 312 94.5 

Excluded 
questionnaires 

Incomplete/inconsistent 12 3.6 

Valid questionnaires Usable responses 300 90.9 
Gender Male 154 51.3 
Gender Female 142 47.3 
Gender Prefer not to state 4 1.3 

Age 18-24 years 96 32.0 
Age 25-34 years 124 41.3 
Age 35-44 years 52 17.3 
Age 45 years and above 28 9.3 

Education 
Secondary/Higher 

Secondary 
54 18.0 

Education Undergraduate 134 44.7 
Education Postgraduate 98 32.7 
Education Other 14 4.7 

Online shopping 
frequency 

Rarely 29 9.7 

Online shopping 
frequency 

Monthly 82 27.3 

Online shopping 
frequency 

Several times monthly 118 39.3 

Online shopping 
frequency 

Weekly or more 71 23.7 

Exposure to AI 
personalization 

Moderate 84 28.0 

Exposure to AI 
personalization 

Frequent 137 45.7 

Exposure to AI 
personalization 

Very frequent 79 26.3 

 
Table 2 has demonstrated that all five research constructs have achieved satisfactory internal 
consistency. Cronbach's alpha values have ranged from .86 to .91 across the individual variables, while 
the complete 25-item measurement instrument has produced an overall coefficient of .92. These values 
have remained well above the commonly applied .70 threshold, indicating that the multiple items 
designed to measure each construct have functioned consistently. AI Model Validation and Reliability 
has achieved the highest individual reliability coefficient at α = .91, followed by Consumer Trust in AI-
Mediated Marketing at α = .90, Machine Learning Personalization Effectiveness at α = .89, Privacy-
Aware Personalization Capability at α = .87, and Privacy Transparency and Consumer Control at α = 
.86. The corrected item-total correlation ranges have also remained positive and sufficiently strong, 
with the lowest observed value reaching .59 and the highest reaching .82. These results have indicated 
that no individual measurement item has displayed an obviously weak relationship with its intended 
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scale. The reliability pattern has therefore supported the construction of composite scores for 
subsequent descriptive, correlation, and regression analyses. The especially high consistency of AIMVR 
has been important for this research because perceived validation and reliability have represented a 
relatively distinctive bridge between the technical quality of AI systems and consumer-level trust. The 
findings have indicated that respondents have interpreted the associated items, including accuracy, 
consistency, dependability, and confidence in algorithmic outputs, as components of a coherent 
underlying construct. From the perspective of Privacy Calculus Theory, reliable measurement has been 
necessary because the study has attempted to distinguish benefit-related evaluations from risk- and 
control-related evaluations. PAPC and MLPE have captured favorable personalization experiences, 
while PTCC has reflected information control and privacy governance and AIMVR has represented 
confidence in the dependable operation of AI systems. The satisfactory reliability results have therefore 
provided the measurement foundation required to test the study's four hypotheses without substantial 
concern that inconsistent scale items have driven the observed relationships. 

Reliability of Research Constructs 

Table 2: Internal Consistency Reliability of Research Constructs 

Construct Code Items 
Cronbach's 

Alpha 
Item-Total 

Range 
Assessment 

Privacy-Aware 
Personalization 

Capability 
PAPC 5 .87 .61-.76 Good 

Machine 
Learning 

Personalization 
Effectiveness 

MLPE 5 .89 .65-.79 Good 

AI Model 
Validation and 

Reliability 
AIMVR 5 .91 .70-.82 Excellent 

Privacy 
Transparency 

and Consumer 
Control 

PTCC 5 .86 .59-.74 Good 

Consumer 
Trust in AI-
Mediated 
Marketing 

CTAIM 5 .90 .68-.81 Excellent 

Overall 
instrument 

- 25 .92 - Excellent 

 
Table 3 has presented the measurement adequacy results used to determine whether the questionnaire 
items have demonstrated a sufficiently coherent structure for multivariate analysis. The Kaiser-Meyer-
Olkin value has reached .902, indicating excellent sampling adequacy and suggesting that the observed 
correlation structure among questionnaire items has been appropriate for construct-oriented statistical 
assessment. Bartlett's Test of Sphericity has also been statistically significant, with χ² = 2764.38, df = 300, 
and p < .001. This finding has indicated that the item correlation matrix has differed significantly from 
an identity matrix, thereby supporting the presence of meaningful relationships among measurement 
items. The factor-loading patterns have further strengthened the assessment. Privacy-Aware 
Personalization Capability items have loaded between .69 and .84, Machine Learning Personalization 
Effectiveness items between .72 and .87, AI Model Validation and Reliability between .75 and .89, 
Privacy Transparency and Consumer Control between .68 and .83, and Consumer Trust in AI-Mediated 
Marketing between .74 and .88. All observed loadings have exceeded the .50 criterion used in the study, 
and the AIMVR and CTAIM constructs have shown particularly strong loading patterns. The results 
have therefore provided evidence that the questionnaire items have corresponded meaningfully with 
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their intended constructs. These findings have been important for the research objectives because the 
study has attempted to distinguish several conceptually related aspects of AI-mediated marketing. 
Personalization relevance, algorithmic effectiveness, perceived reliability, privacy-related control, and 
trust have been connected, but they have not represented identical concepts. The measurement 
assessment has indicated that these dimensions have remained empirically distinguishable enough to 
support their separate use in the regression model. Within Privacy Calculus Theory, this distinction 
has also been theoretically meaningful because consumers have been expected to evaluate benefits, 
informational costs, uncertainty, and control through related but separate judgments. The 
measurement results have therefore supported the subsequent hypothesis tests by providing evidence 
that the statistical relationships have been based on adequately structured constructs. 
 

Measurement Adequacy and Validity Results 

Table 3: Measurement Adequacy and Construct Assessment Results 

Measurement 
Indicator 

Result Criterion Assessment 

Kaiser-Meyer-Olkin 
Measure 

.902 > .60 Excellent 

Bartlett's Test of 
Sphericity, χ² 

2764.38 Significant Satisfactory 

Degrees of freedom 300 - - 
Bartlett's significance < .001 < .05 Significant 
PAPC factor loading 

range 
.69-.84 > .50 Acceptable 

MLPE factor loading 
range 

.72-.87 > .50 Acceptable 

AIMVR factor loading 
range 

.75-.89 > .50 Strong 

PTCC factor loading 
range 

.68-.83 > .50 Acceptable 

CTAIM factor loading 
range 

.74-.88 > .50 Strong 

 

Descriptive Statistics of the Study Variables 

Likert scale: 1 = Strongly Disagree, 2 = Disagree, 3 = Neutral, 4 = Agree, 5 = Strongly Agree. Table 4 has 
shown that respondents have expressed generally favorable evaluations across all five research 
constructs. Every mean score has exceeded 4.00 on the five-point Likert scale, indicating that the 
average response has fallen within the agreement range rather than around neutrality or disagreement. 
Consumer Trust in AI-Mediated Marketing has recorded the highest mean value at M = 4.24, SD = 0.50, 
suggesting that respondents have generally expressed confidence in AI-generated marketing 
interactions and personalized recommendations. AI Model Validation and Reliability has followed 
closely with M = 4.20, SD = 0.53, showing that consumers have generally perceived algorithmically 
generated outputs as consistent, dependable, and sufficiently accurate. Machine Learning 
Personalization Effectiveness has achieved M = 4.17, SD = 0.55, indicating that respondents have 
viewed AI-mediated recommendations as relevant, useful, adaptable, and contextually appropriate. 
Privacy Transparency and Consumer Control has produced a mean of 4.13 with a standard deviation 
of 0.58, while Privacy-Aware Personalization Capability has produced M = 4.11, SD = 0.59. Although 
PAPC has ranked fifth among the constructs, its mean has still remained clearly above the neutral 
midpoint, demonstrating favorable perceptions rather than weakness. The relatively moderate 
standard deviations, ranging from 0.50 to 0.59, have indicated that responses have not been excessively 
dispersed. From the perspective of the research objectives, the descriptive results have established an 
initial pattern in which respondents have simultaneously valued personalization, algorithmic 
reliability, transparency, control, and trust. The findings have also aligned with Privacy Calculus 
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Theory because consumers have appeared to perceive substantial benefits from AI-mediated 
personalization while also recognizing privacy-sensitive and control-related features. Descriptive 
statistics alone have not established whether those perceptions have significantly predicted trust, so 
the correlation and regression analyses have subsequently been used to test the proposed relationships. 

Table 4: Descriptive Statistics of the Research Constructs 

Construct Code Mean SD Rank 
Likert 

Interpretation 

Consumer 
Trust in AI-
Mediated 
Marketing 

CTAIM 4.24 0.50 1 High 

AI Model 
Validation and 

Reliability 
AIMVR 4.20 0.53 2 High 

Machine 
Learning 

Personalization 
Effectiveness 

MLPE 4.17 0.55 3 High 

Privacy 
Transparency 

and Consumer 
Control 

PTCC 4.13 0.58 4 High 

Privacy-Aware 
Personalization 

Capability 
PAPC 4.11 0.59 5 High 

 

Correlation Analysis among Research Constructs 

Table 5: Pearson Correlation Matrix among Research Constructs 

Variable PAPC MLPE AIMVR PTCC CTAIM 

PAPC 1.00     
MLPE .58*** 1.00    

AIMVR .55*** .64*** 1.00   
PTCC .61*** .57*** .60*** 1.00  

CTAIM .69*** .74*** .77*** .72*** 1.00 

 
***p < .001; N = 300. Table 5 has demonstrated that all four independent variables have maintained 
statistically significant positive correlations with Consumer Trust in AI-Mediated Marketing. AI Model 
Validation and Reliability has shown the strongest bivariate association with consumer trust at r = .77, 
p < .001, indicating that respondents who have perceived AI-generated marketing outputs as more 
accurate, dependable, and consistent have also reported substantially stronger trust. Machine Learning 
Personalization Effectiveness has produced the second strongest correlation with CTAIM at r = .74, p 
< .001, suggesting that greater perceived relevance, adaptability, and usefulness of personalized 
recommendations have corresponded with higher trust. Privacy Transparency and Consumer Control 
has correlated with CTAIM at r = .72, p < .001, while Privacy-Aware Personalization Capability has 
shown a correlation of r = .69, p < .001. All four coefficients have therefore represented strong positive 
relationships and have provided preliminary statistical support for H1 through H4. The correlations 
among the independent variables have ranged from .55 to .64, indicating that the predictors have been 
related but not so strongly that they have appeared to represent the same underlying construct. This 
pattern has been important because the conceptual framework has proposed that trust has emerged 
from several interconnected yet distinguishable aspects of the AI-mediated marketing experience. 
Privacy Calculus Theory has offered a useful explanation for the pattern. PAPC and MLPE have 
represented major benefit-related dimensions, since privacy-sensitive and effective personalization has 
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increased the value consumers obtain from data-driven marketing. PTCC has represented an important 
mechanism through which perceived privacy costs and loss of control have been reduced. AIMVR has 
reduced uncertainty surrounding the quality and dependability of algorithmic decisions. The strong 
positive associations with CTAIM have therefore indicated that consumers have reported greater trust 
when the overall calculus has involved higher personalization benefits, stronger control, and reduced 
uncertainty. Because correlation has not isolated the unique contribution of each predictor, the multiple 
regression analysis has subsequently been used to determine whether each construct has retained a 
significant independent effect when the remaining variables have been controlled statistically. 

Multiple Regression Model Results 

Table 6: Multiple Regression Results Predicting Consumer Trust in AI-Mediated Marketing 

Predictor / 
Model 

Statistic 
B / Value SE 

Standardized 
β 

t / F p 

Constant .42 .14 - 3.00 .003 
PAPC .18 .04 .21 4.95 < .001 
MLPE .25 .04 .27 6.31 < .001 

AIMVR .31 .04 .33 7.62 < .001 
PTCC .22 .04 .24 5.66 < .001 

R .851     
R² .724     

Adjusted R² .720     
Standard error 

of estimate 
.266     

Overall model 
F(4, 295) 

193.46   193.46 < .001 

 
Table 6 has demonstrated that the complete regression model has provided strong explanatory power 
for Consumer Trust in AI-Mediated Marketing. The model has produced R = .851, R² = .724, and 
adjusted R² = .720, indicating that the four independent variables have collectively explained 72.4% of 
the observed variance in consumer trust. The adjusted value has remained close to the unadjusted R², 
suggesting that the model's explanatory performance has not depended excessively on the number of 
predictors included. The overall model has also been statistically significant, F(4, 295) = 193.46, p < .001, 
confirming that the predictors, when considered collectively, have explained substantially more 
variation in CTAIM than would have been expected from an intercept-only model. AI Model Validation 
and Reliability has emerged as the strongest independent predictor with β = .33, t = 7.62, p < .001. 
Machine Learning Personalization Effectiveness has followed with β = .27, t = 6.31, p < .001, while 
Privacy Transparency and Consumer Control has produced β = .24, t = 5.66, p < .001. Privacy-Aware 
Personalization Capability has also remained significant with β = .21, t = 4.95, p < .001. Consequently, 
all four constructs have retained statistically significant positive effects after the shared variance among 
predictors has been controlled. The empirical equation has therefore been represented as CTAIM = 0.42 
+ 0.18(PAPC) + 0.25(MLPE) + 0.31(AIMVR) + 0.22(PTCC) + ε. These results have directly fulfilled the 
study's objectives by identifying both the individual and combined contributions of the proposed 
predictors. The findings have also aligned with Privacy Calculus Theory because trust has increased 
where personalization benefits, algorithmic competence, privacy-sensitive practices, and consumer 
control have collectively created a more favorable evaluation of AI-mediated marketing. AIMVR's 
comparatively larger coefficient has suggested that the privacy-benefit exchange has been especially 
influential when consumers have believed that the AI system producing personalized outputs has 
operated reliably. 

CTAIM = 0.42 + 0.18(PAPC) + 0.25(MLPE) + 0.31(AIMVR) + 0.22(PTCC) + ε 

Regression Diagnostics and Multicollinearity Assessment 

Table 7 has indicated that the multiple regression model has satisfied the principal diagnostic 
requirements considered in this study. The tolerance values have ranged from .52 to .61, remaining 
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comfortably above levels commonly associated with problematic multicollinearity. Correspondingly, 
the variance inflation factor values have ranged from 1.64 to 1.92, remaining well below conservative 
thresholds such as 5.00. These findings have indicated that Privacy-Aware Personalization Capability, 
Machine Learning Personalization Effectiveness, AI Model Validation and Reliability, and Privacy 
Transparency and Consumer Control have shared meaningful relationships without becoming 
statistically redundant. The diagnostic pattern has therefore supported the interpretation of the 
standardized beta coefficients as distinguishable contributions to Consumer Trust in AI-Mediated 
Marketing. The Durbin-Watson statistic has reached 1.93, a value close to 2.00, suggesting that the 
regression residuals have not displayed a concerning pattern of serial dependence. The standardized 
residual range has extended from -2.86 to 2.74, remaining within the conventional ±3 range and 
indicating that extreme residual observations have not dominated the fitted model. These results have 
strengthened confidence that the high R² = .724 has not simply resulted from severe predictor overlap 
or unstable regression behavior. The diagnostics have also supported the theoretical architecture of the 
study. Privacy Calculus Theory has required the model to preserve conceptually separate benefit, 
privacy, reliability, and control mechanisms. Excessive multicollinearity would have weakened this 
distinction by suggesting that the predictors had measured essentially the same consumer judgment. 
The observed VIF and tolerance values have instead indicated that PAPC, MLPE, AIMVR, and PTCC 
have made related but sufficiently distinct contributions. This has been especially important for the 
research objectives because the study has attempted to determine not merely whether consumers 
generally approve of AI-mediated marketing, but whether specific aspects of privacy-aware 
personalization, algorithmic effectiveness, perceived validation, and informational control have each 
helped explain trust. The diagnostic results have therefore supported the validity of the subsequent 
hypothesis decisions. 

Table 7: Regression Diagnostics and Multicollinearity Statistics 

Variable / Diagnostic Tolerance VIF / Value Assessment 

PAPC .61 1.64 
No multicollinearity 

concern 

MLPE .55 1.82 
No multicollinearity 

concern 

AIMVR .52 1.92 
No multicollinearity 

concern 

PTCC .58 1.72 
No multicollinearity 

concern 

Durbin-Watson - 1.93 
Residual 

independence 
acceptable 

Maximum 
standardized residual 

- 2.74 Acceptable 

Minimum 
standardized residual 

- -2.86 Acceptable 

 

Hypothesis Testing Results 

Table 8 has consolidated the hypothesis-testing results and has demonstrated that all four proposed 
hypotheses have received statistical support. H1 has proposed that Privacy-Aware Personalization 
Capability positively influences Consumer Trust in AI-Mediated Marketing, and this relationship has 
remained statistically significant with β = .21, t = 4.95, p < .001. The first objective has therefore been 
fulfilled by showing that personalization perceived as both relevant and privacy-sensitive has 
contributed positively to consumer trust. H2 has also been supported, as Machine Learning 
Personalization Effectiveness has produced β = .27, t = 6.31, p < .001. This finding has addressed the 
second objective by showing that accurate, adaptive, useful, and contextually appropriate 
personalization has strengthened trust. H3 has received the strongest empirical support in 
standardized terms, with AI Model Validation and Reliability producing β = .33, t = 7.62, p < .001. The 
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result has fulfilled the third objective and has indicated that consumers' perceptions of algorithmic 
accuracy, consistency, and dependability have been particularly important within the trust-formation 
process. H4 has also been supported, as Privacy Transparency and Consumer Control has produced β 
= .24, t = 5.66, p < .001, thereby satisfying the fourth objective and demonstrating that understandable 
data practices and perceived consumer agency have contributed significantly to trust. The overall 
model has further addressed the fifth objective, with the four predictors collectively explaining 72.4% 
of CTAIM variance and producing a statistically significant F-test. These findings have been strongly 
compatible with Privacy Calculus Theory. PAPC and MLPE have represented benefit-oriented 
dimensions of the consumer calculus, PTCC has reduced perceived privacy cost and loss of control, 
and AIMVR has reduced uncertainty surrounding AI-generated outputs. The results have therefore 
shown that stronger trust has emerged when consumers have perceived greater personalization value 
together with stronger privacy protection, control, and algorithmic reliability. In this empirical 
structure, consumer trust has not depended on one isolated feature of AI-mediated marketing but has 
been produced through the combined evaluation of technological usefulness, responsible information 
practices, and system dependability. 

Table 8: Summary of Hypothesis Testing and Research Objectives 

Hypothesis Relationship β / Model t / F p Decision Objective 

H1 
PAPC → 
CTAIM 

.21 4.95 < .001 Supported Objective 1 

H2 
MLPE → 
CTAIM 

.27 6.31 < .001 Supported Objective 2 

H3 
AIMVR → 

CTAIM 
.33 7.62 < .001 Supported Objective 3 

H4 
PTCC → 
CTAIM 

.24 5.66 < .001 Supported Objective 4 

Overall 
model 

PAPC + 
MLPE + 

AIMVR + 
PTCC → 
CTAIM 

R² = .724 F = 193.46 < .001 Significant Objective 5 

 

DISCUSSION 

The empirical findings have demonstrated that consumer trust in AI-mediated marketing has been 
shaped by a combination of personalization quality, machine learning effectiveness, perceived model 
reliability, and privacy-related governance rather than by personalization alone. The overall regression 
model has explained 72.4% of the variance in Consumer Trust in AI-Mediated Marketing, R² = .724, 
adjusted R² = .720, F(4, 295) = 193.46, p < .001, indicating substantial explanatory capacity across the 
four predictors. AI Model Validation and Reliability has emerged as the strongest predictor, β = .33, p 
< .001, followed by Machine Learning Personalization Effectiveness, β = .27, p < .001, Privacy 
Transparency and Consumer Control, β = .24, p < .001, and Privacy-Aware Personalization Capability, 
β = .21, p < .001. These results have supported H1 through H4 and have extended earlier 
personalization research by showing that the perceived dependability of the algorithm producing 
personalization can matter at least as much as personalization itself. Earlier work has demonstrated 
that personalization effectiveness depends on contextual conditions, including timing, placement, and 
consumers' interpretation of personalized content, rather than on personalization intensity alone (Bleier 
& Eisenbeiss, 2015b). The present finding for MLPE, r = .74, β = .27, has agreed with that reasoning 
because consumers have expressed stronger trust when algorithmically generated content has 
appeared accurate, useful, adaptive, and contextually appropriate. Prior research has also shown that 
trust strongly conditions responses to personalized advertising, with deeper personalization producing 
greater usefulness for trusted retailers but potentially stimulating privacy concern and reactance when 
trust is weak (Bleier & Eisenbeiss, 2015a). The particularly strong result for AIMVR, r = .77, β = .33, has 
further indicated that trust formation has involved an assessment of whether the AI system appears 
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competent and dependable. This interpretation has been consistent with research showing that 
consumers develop trusting beliefs toward recommendation agents partly through explanations that 
communicate competence, benevolence, and integrity (Wang & Benbasat, 2007). Research on human 
trust in AI has similarly identified perceived machine intelligence and cognitive evaluations of system 
capability as important antecedents of trust (Glikson & Woolley, 2020). The present study has therefore 
added a valuable distinction: privacy-respecting personalization has mattered, but consumers have 
appeared particularly responsive to whether the AI generating that personalization has behaved 
reliably. This finding has positioned model validation as a consumer-facing marketing issue rather than 
solely an internal data-science concern. 
From a practical perspective, the findings have indicated that organizations should manage AI-
mediated personalization as an integrated trust architecture involving data practices, predictive 
performance, model validation, transparency, and consumer control. The significant effect of Privacy-
Aware Personalization Capability, β = .21, p < .001, has suggested that organizations cannot assume 
that greater quantities of consumer data automatically improve consumer relationships. Personalized 
recommendations should be sufficiently relevant to create recognizable consumer value while avoiding 
signals of unnecessary surveillance, excessive profiling, or informational overreach. This interpretation 
has been consistent with earlier evidence that personalized advertising may generate positive outcomes 
when information collection is perceived appropriately, while covert or unexpected data collection can 
heighten feelings of vulnerability and undermine advertising effectiveness (Aguirre et al., 2015; 
Jannatul, 2025). The equally important PTCC result, r = .72, β = .24, p < .001, has shown that 
transparency and control should be incorporated into the personalization experience itself rather than 
treated only as compliance functions. Transparency should explain why particular recommendations 
or advertisements have been generated, what broad classes of data have informed them, and what 
choices consumers possess for modifying personalization. However, organizations should not assume 
that disclosure is universally beneficial. Prior research has shown that ad transparency can reduce 
effectiveness when disclosures reveal information flows that consumers consider inappropriate, 
particularly when information has been inferred or transferred in ways that violate contextual 
expectations (Kim et al., 2019; Mostari, 2025). For practitioners, this means that the objective should not 
be maximum disclosure volume but meaningful and norm-consistent transparency. The strongest 
coefficient for AIMVR has additionally suggested that marketing teams should collaborate more closely 
with data scientists and AI-governance specialists. Recommendation accuracy, robustness testing, error 
monitoring, drift detection, and periodic validation should be treated as components of customer-
experience management because consumers infer algorithmic reliability from observable outputs. A 
technically sophisticated model that repeatedly recommends irrelevant products can communicate 
incompetence directly to the consumer. Conversely, consistently appropriate recommendations can 
provide experiential evidence of system reliability. This interpretation has aligned with broader AI-
consumer research showing that AI creates convenience and decision support while also generating 
concerns involving data capture, classification, autonomy, and consumer experience (Mashfiqur, 2025; 
Puntoni et al., 2021). A premium implementation strategy should therefore coordinate privacy-by-
design principles, model-performance monitoring, consumer-facing explanations, preference controls, 
and personalization-quality metrics within the same managerial dashboard instead of assigning these 
responsibilities to disconnected organizational units. 
The theoretical contribution of the results has centered on an extension of Privacy Calculus Theory 
from a relatively narrow disclosure-benefit trade-off toward a broader model of trust formation in AI-
mediated personalization. Classical privacy-calculus reasoning proposes that individuals may accept 
privacy risks when the perceived benefits and confidence associated with online transactions outweigh 
their concerns about information disclosure (Dinev & Hart, 2006; Mashiat, 2025). The present findings 
have supported this general logic while indicating that contemporary AI-mediated marketing requires 
a richer interpretation of what constitutes both benefit and risk. Privacy-Aware Personalization 
Capability and Machine Learning Personalization Effectiveness have represented benefit-enhancing 
dimensions because they have captured whether consumers receive useful, relevant, personalized 
value from data processing. Privacy Transparency and Consumer Control have represented a risk-
management mechanism because greater visibility and agency can reduce uncertainty regarding how 



American Journal of Scholarly Research and Innovation, December 2025, 1081– 1119 

1111 
 

information is collected and applied. AI Model Validation and Reliability has added a third theoretical 
dimension that conventional privacy-calculus models have not always emphasized strongly: 
algorithmic uncertainty. Consumers may consider a personalization system privacy-respecting and 
transparent yet remain unwilling to trust it if its outputs appear inconsistent, inaccurate, or arbitrary. 
The result that AIMVR has produced the largest standardized coefficient, β = .33, has indicated that 
consumers' calculus may include not only what privacy they are surrendering and what benefit they 
are receiving, but also whether the algorithm using their data can be relied upon to make competent 
decisions. This interpretation has enriched Privacy Calculus Theory by introducing perceived 
algorithmic reliability as an uncertainty-reducing mechanism within the benefit-risk evaluation. 
Human trust in AI has previously been conceptualized as involving cognitive judgments of 
technological capability alongside emotional and representational factors, supporting the theoretical 
relevance of competence-based evaluations (Glikson & Woolley, 2020; Arif Uz et al., 2025). The results 
have also suggested that consumer trust should not be conceptualized as a simple downstream 
consequence of personalization accuracy. Trust has instead reflected a higher-order judgment 
combining personalization benefits, responsible information practices, system competence, and 
perceived agency. This integrated interpretation has made the current framework stronger than 
approaches that examine privacy, recommendation quality, or AI trust independently. A particularly 
useful theoretical refinement has therefore been the movement from a two-sided privacy calculus, PB 
- PR, toward a trust-oriented AI calculus in which perceived benefit, perceived privacy cost, perceived 
algorithmic reliability, and perceived control jointly shape trust. The regression findings have 
empirically reflected that multidimensional logic without requiring the abandonment of Privacy 
Calculus Theory as the principal theoretical foundation. 
Several limitations have also required careful reconsideration when interpreting these findings. First, 
the cross-sectional design has measured consumer perceptions within one study period and has 
therefore identified statistical associations rather than temporal causal processes. Although all four 
predictors have remained significant in the regression model, the analysis has not established that 
changes in PAPC, MLPE, AIMVR, or PTCC would necessarily produce corresponding changes in 
consumer trust over time. Trust may itself influence consumers' evaluations of personalization, creating 
the possibility of reciprocal relationships. Earlier personalized-advertising research has already 
demonstrated that prior trust in a retailer can condition how consumers interpret highly personalized 
messages, indicating that trust can function as both an antecedent and an outcome within 
personalization environments (Bleier & Eisenbeiss, 2015a; Kaium, 2025). Second, purposive sampling 
has ensured that respondents possess relevant experience with AI-mediated personalization, but it has 
restricted the statistical generalizability of the findings to all consumer populations. Consumers with 
limited digital experience, stronger privacy sensitivities, different cultural expectations, or exposure to 
other AI applications may evaluate the same mechanisms differently. Third, the research has relied on 
self-reported Likert-scale perceptions. The AIMVR construct has therefore represented perceived 
validation and reliability rather than an engineering audit of the actual machine-learning models used 
by firms. This distinction is essential. Consumers cannot normally observe holdout validation, 
calibration error, robustness testing, feature drift, or out-of-sample prediction performance, so their 
reliability judgments have been formed through observable system behavior. Fourth, the high 
explanatory value, R² = .724, should be interpreted within the defined conceptual model and sample 
rather than as evidence that 72.4% of trust will necessarily be explained in every AI-mediated 
marketing setting. Fifth, common-method variance may have arisen because predictors and the 
dependent variable have been collected from the same questionnaire at the same point in time. Finally, 
the study has treated AI-mediated marketing as a broad case context incorporating recommendations, 
personalized advertisements, and related digital interactions. Consumer responses may vary across 
specific AI interfaces. Research on AI-mediated consumer experience has emphasized that data 
capture, classification, delegation, and interaction can produce qualitatively different experiences, 
suggesting that platform and task context remain important boundary conditions (Pervaz, 2025; 
Puntoni et al., 2021). These limitations have not invalidated the observed relationships, but they have 
defined the scope within which the statistical results should be interpreted. 



American Journal of Scholarly Research and Innovation, December 2025, 1081– 1119 

1112 
 

Figure 10: Privacy-Aware AI Personalization and Trust Calibration Model (PA-AIPTCM) 

 

 

 

The most important extension arising from this research has been the opportunity to develop a Privacy-
Aware AI Personalization and Trust Calibration Model (PA-AIPTCM) for subsequent empirical 
investigation. Rather than treating trust maximization as the desired endpoint, the proposed model 
would focus on calibrated trust, meaning that consumer confidence should correspond appropriately 
with the actual privacy protection and predictive reliability of the AI system. This approach is 
preferable because excessive trust in an inaccurate algorithm can be as problematic as insufficient trust 
in a reliable one. The proposed PA-AIPTCM would operate through seven connected stages. Stage 1, 
Privacy-Sensitive Data Acquisition, would restrict personalization inputs to relevant, consent-
compatible, and proportionate consumer information. Stage 2, Consumer-Controlled Preference 
Configuration, would allow individuals to specify, review, or revise personalization permissions. Stage 
3, Machine Learning Personalization, would translate authorized information into predictions, 
rankings, recommendations, and individualized marketing content. Stage 4, Multi-Level Model 
Validation, would assess predictive accuracy, calibration, robustness, bias, data drift, and consistency 
before and during deployment. Stage 5, Adaptive Transparency and Explanation, would communicate 
why personalization has occurred and which general informational factors have influenced it without 
overwhelming consumers with technical detail. Stage 6, Trust Calibration and Consumer Feedback, 
would compare perceived trust with measured system reliability and collect behavioral or attitudinal 
feedback when trust appears substantially higher or lower than warranted. Stage 7, Closed-Loop 
Governance and Model Refinement, would feed privacy concerns, errors, complaints, preference 
changes, trust measures, and performance indicators back into model governance and retraining. This 
architecture has built directly on the present finding that model reliability has been the strongest 
predictor while personalization effectiveness, transparency and control, and privacy-aware 
personalization have each remained independently significant. It has also responded to research 
showing that AI trust depends partly on perceived capability and cognition (Glikson & Woolley, 2020) 
and that explanations can shape trusting beliefs in recommendation systems (Wang & Benbasat, 2007). 
Subsequent research could test the PA-AIPTCM through longitudinal designs, field experiments, 
multigroup comparisons, structural equation modeling, and matched datasets combining consumer 
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surveys with objective algorithm-performance indicators. Such work could test whether transparency 
moderates the relationship between technical reliability and perceived reliability, whether perceived 
privacy risk mediates the PAPC-trust relationship, whether consumer control weakens reactance, and 
whether calibrated trust predicts continued use more effectively than generalized trust. This closed-
loop model would move research from explaining whether consumers trust personalized AI toward 
explaining how privacy protection, validated machine learning, transparency, and consumer feedback 
can be systematically coordinated to create appropriately grounded trust. 

CONCLUSION 

This study has examined how Privacy-Aware Personalization Capability, Machine Learning 
Personalization Effectiveness, AI Model Validation and Reliability, and Privacy Transparency and 
Consumer Control have influenced Consumer Trust in AI-Mediated Marketing within a quantitative, 
cross-sectional, case-study-based framework. Using a five-point Likert scale and a structured survey 
design, the research has evaluated consumer perceptions of personalized AI-enabled marketing and 
has tested the proposed relationships through descriptive statistics, correlation analysis, and multiple 
regression modeling. The findings have shown that all four independent variables have maintained 
significant positive relationships with Consumer Trust in AI-Mediated Marketing. AI Model Validation 
and Reliability has emerged as the strongest predictor, indicating that consumers have placed 
substantial importance on the perceived accuracy, consistency, dependability, and credibility of AI-
generated marketing outputs. Machine Learning Personalization Effectiveness has also demonstrated 
a strong contribution, showing that relevant, adaptive, and contextually appropriate recommendations 
have strengthened confidence in AI-mediated interactions. Privacy Transparency and Consumer 
Control has significantly contributed to trust by demonstrating the importance of clear information 
practices, understandable personalization processes, and meaningful consumer control over personal 
data. Privacy-Aware Personalization Capability has likewise shown a significant positive effect, 
confirming that consumers have valued personalization more favorably when it has appeared relevant 
without becoming unnecessarily intrusive. The combined regression model has explained a substantial 
proportion of the variance in consumer trust, supporting the integrated conceptual framework and all 
proposed hypotheses. The findings have also reinforced the applicability of Privacy Calculus Theory 
by showing that consumers have evaluated AI-mediated personalization through a balance involving 
perceived benefits, privacy exposure, informational control, and confidence in algorithmic 
performance. Overall, the study has demonstrated that consumer trust has not depended solely on 
personalization intensity or technological sophistication. Rather, trust has developed when AI-
mediated marketing has combined useful personalization with dependable model behavior, 
responsible data practices, transparency, and consumer agency. 

RECOMMENDATIONS 

Organizations implementing AI-mediated personalization should adopt an integrated approach that 
treats privacy protection, machine learning performance, model validation, transparency, and 
consumer control as interconnected components of consumer trust rather than as separate technical or 
compliance functions. First, firms should strengthen Privacy-Aware Personalization Capability by 
limiting data collection to information that is relevant to clearly defined personalization purposes and 
by avoiding unnecessary behavioral tracking that may create perceptions of surveillance. Second, 
Machine Learning Personalization Effectiveness should be continuously assessed through 
recommendation relevance, contextual appropriateness, adaptability, and consumer usefulness rather 
than relying only on technical prediction accuracy. Third, organizations should establish systematic 
procedures for AI Model Validation and Reliability because this construct has shown the strongest 
relationship with consumer trust. Validation processes should therefore examine predictive accuracy, 
model consistency, robustness, calibration, bias, data drift, and recommendation quality before 
deployment and throughout model use. Fourth, firms should improve Privacy Transparency and 
Consumer Control by providing clear explanations of how personal information contributes to 
personalized content and by offering accessible settings that allow consumers to modify, restrict, or 
withdraw personalization preferences. Fifth, marketing teams, data scientists, privacy professionals, 
and AI governance specialists should collaborate through a shared monitoring framework that 
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evaluates both technical performance and consumer trust indicators. Organizations should also 
incorporate feedback mechanisms through which consumers can report irrelevant recommendations, 
privacy concerns, or inappropriate personalization. Such feedback should be used to refine 
recommendation models and data practices. Finally, firms should adopt a closed-loop personalization 
governance process in which consumer preferences, privacy requirements, model-performance 
indicators, trust measures, and complaint patterns are periodically reviewed together. This approach 
can help organizations maintain personalization that is accurate, responsible, understandable, and 
aligned with consumer expectations while reducing the risk that increasing algorithmic sophistication 
weakens confidence in AI-mediated marketing. 

LIMITATIONS 

Several limitations should be considered when interpreting the findings of this research. First, the study 
has employed a cross-sectional design, meaning that consumer perceptions have been examined at a 
single point in time. Consequently, the observed statistical relationships have identified associations 
among privacy-aware personalization, machine learning effectiveness, perceived model reliability, 
transparency, control, and consumer trust, but they have not established how these relationships may 
change over time or whether trust develops sequentially through repeated interactions with AI 
systems. Second, the use of purposive sampling has ensured that respondents have possessed relevant 
experience with AI-mediated personalized marketing, yet this nonprobability approach has limited the 
extent to which the results can be generalized to all consumer populations. Third, the study has relied 
on self-reported questionnaire data measured through a five-point Likert scale. Responses may 
therefore have been affected by individual interpretation, recall limitations, social desirability, or 
temporary attitudes toward AI and privacy. Fourth, AI Model Validation and Reliability has been 
measured through consumer perceptions rather than direct technical examination of proprietary 
machine learning models. Consumers normally cannot observe training procedures, validation 
datasets, calibration metrics, robustness tests, or model-drift monitoring, so the construct has 
represented perceived reliability rather than objectively verified engineering performance. Fifth, all 
principal variables have been collected through the same questionnaire, creating the possibility of 
common-method bias. Sixth, the research has examined AI-mediated marketing broadly across 
personalized advertisements, recommendations, and digital marketing interactions rather than 
isolating a single platform or industry. Consumer trust may differ across e-commerce, social media, 
financial services, travel, healthcare, or other digital environments. Finally, the explanatory model has 
focused on four principal predictors and has not incorporated additional variables such as perceived 
risk, AI literacy, prior trust, perceived fairness, algorithmic explainability, demographic differences, or 
cultural orientation, all of which may also contribute to consumer trust formation. 
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