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Abstract 
Early differentiation of benign and malignant skin lesions remains difficult because overlapping dermoscopic features, 
image artifacts, and uneven performance across clinical populations limit automated decision support. This research 
evaluates whether robust, explainable convolutional neural networks can improve lesion classification while supporting 
clinician trust and adoption. Guided by Trust in Automation Theory, the study adopts a quantitative, explanatory, 
retrospective cross-sectional, embedded multiple-case design combining image-level diagnostic comparisons with clinician-
level assessments. The case framework comprises ISIC 2019 and an independent external dermoscopic cohort, with a target 
of 120 dermatologists and qualified clinicians across dermatology settings and specialties. From 25,331 ISIC images, 24,464 
are identified as potentially eligible for binary benign-versus-malignant classification after excluding 867 actinic keratoses. 
An attention-enhanced EfficientNet-B3 model is compared with ResNet50, DenseNet121, and conventional EfficientNet-
B3. Diagnostic accuracy, sensitivity, specificity, F1-score, AUROC, external generalization, robustness under four image 
perturbations, and Grad-CAM++ localization are evaluated separately from five-point Likert measures of explainability, 
reliability, robustness, usefulness, trust, and intended adoption. The analysis specifies paired model comparisons, 
descriptive statistics, scale reliability, Pearson correlations, and multivariable regression at p < .05. The manuscript reports 
93.75% classification accuracy, 93.00% sensitivity, 94.00% specificity, and AUROC of .965 for the enhanced model; 
external validation reports AUROC of .925. Grad-CAM++ lesion overlap reaches .573 compared with .456 for 
conventional EfficientNet-B3. Clinician transparency scores rise from 3.30 to 3.97 when explanations are provided, while 
trust rises from 3.42 to 3.80. Regression models account for 52.0% of reported trust variation and 48.4% of adoption-
intention variation. Correlations connect perceived diagnostic reliability with intended adoption (r = .604), and clinical 
trust with adoption (r = .579), while the adjusted explainability coefficient for trust does not meet significance (p = .091). 
These results highlight the importance of combining diagnostic discrimination, perturbation testing, explanation quality, 
and calibrated professional oversight before considering responsible clinical integration. 
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INTRODUCTION 
Skin cancer refers to the uncontrolled proliferation of abnormal skin cells arising from epidermal, 
melanocytic, or other cutaneous structures, encompassing malignant conditions such as melanoma, 
basal cell carcinoma, and squamous cell carcinoma. In contrast, benign skin lesions represent 
nonmalignant dermatological abnormalities that may exhibit pigmentation, asymmetry, irregular 
borders, and structural characteristics resembling malignant tumors. The accurate differentiation of 
these conditions constitutes a substantial international diagnostic challenge because malignant lesions 
can share morphological characteristics with harmless melanocytic nevi, seborrheic keratoses, and 
other benign cutaneous abnormalities. Dermoscopy, a noninvasive diagnostic technique involving 
magnified visualization of subsurface skin structures, facilitates the assessment of lesion pigmentation, 
vascular morphology, border irregularities, and other clinically significant characteristics. In the article 
"Computer-Aided Dermoscopy," Barzegari and colleagues examined 122 pigmented lesions among 
Iranian patients and established the relevance of computerized image analysis to melanoma 
identification, illustrating the early development of computational dermatological diagnosis (Barzegari 
et al., 2005). In "A Methodological Approach" (pp. 362–373), Celebi and colleagues established a 
systematic framework incorporating lesion segmentation, color analysis, texture extraction, feature 
selection, and machine-learning classification, demonstrating the importance of quantitative image 
characteristics in distinguishing suspicious lesions (Celebi et al., 2007). Similarly, "Diagnostic Accuracy 
of Dermatoscopy" (pp. 1068–1073) documented an improvement in diagnostic discrimination when 
dermoscopy was incorporated into clinical examinations, with the area under the receiver operating 
characteristic curve increasing from 0.83 to 0.89 (Rosendahl et al., 2011). The international development 
of large dermoscopic image repositories subsequently established standardized resources for 
computational comparison across lesion categories. The HAM10000 dataset assembled 10,015 
dermoscopic images from multiple sources and incorporated seven diagnostically relevant categories, 
reflecting considerable variation in visual characteristics and diagnostic labels (Tschandl et al., 2018). 
In "Dermatologist-Level Classification" (pp. 115–118), Esteva and colleagues trained a deep 
convolutional neural network using 129,450 clinical images, demonstrating diagnostic performance 
comparable with dermatologists in selected skin cancer classification tasks (Esteva et al., 2017). 
Research involving benign and malignant cutaneous tumors subsequently examined deep learning 
classification across different clinical image categories and established the relevance of CNN-based 
pattern recognition beyond melanoma-specific identification (Han et al., 2018). International 
comparative investigations involving 58 and 157 dermatologists further documented substantial 
diagnostic performance differences between human assessments and CNN predictions under 
standardized experimental conditions (Brinker et al., 2019; Haenssle et al., 2018). 

Convolutional neural networks constitute a specialized category of deep learning architectures 
designed to process spatially structured information through hierarchical convolutional operations, 
nonlinear activation functions, pooling mechanisms, and learned feature representations. Within 
automated skin cancer classification, CNN architectures progressively extract local and global image 
characteristics associated with lesion borders, pigmentation patterns, vascular structures, texture 
irregularities, and visual distinctions between benign and malignant abnormalities. The application of 
deep learning to dermatological image classification has consequently involved substantial 
methodological development concerning feature extraction, network depth, transfer learning, attention 
mechanisms, class imbalance, and computational optimization. In "Deep Learning, Sparse Coding, and 
SVM" (pp. 118–126), Codella and colleagues combined deep feature representations with sparse coding 
and support vector machine classification, demonstrating an early hybrid computational approach to 
melanoma recognition in dermoscopic images (Codella et al., 2015). In "Automated Melanoma 
Recognition" (pp. 994–1004), Yu and colleagues developed very deep residual networks integrating 
lesion segmentation and classification, addressing challenges associated with limited labeled images, 
complex lesion boundaries, and visual similarities between melanoma and nonmelanoma lesions (Yu 
et al., 2017). Subsequent investigations examined CNN architectures incorporating patch-based 
attention, enabling the extraction of diagnostically relevant information from high-resolution images 
while addressing class imbalance through diagnosis-guided loss weighting (Gessert, Sentker, et al., 
2020). Multi-resolution EfficientNet ensembles introduced additional computational strategies 
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involving image cropping, loss balancing, and patient metadata, demonstrating the relevance of 
combining complementary network representations in dermoscopic classification (Gessert, Nielsen, et 
al., 2020). In "Transfer Learning Using a Multi-Scale" (article 105475), Mahbod and colleagues 
investigated different image dimensions and pretrained CNN architectures, identifying measurable 
differences between image cropping and resizing strategies for lesion classification (Mahbod et al., 
2020). More recent image-classification investigations incorporated feature fusion, optimization 
algorithms, and explainable visualization into multiclass dermoscopic analysis, examining the 
discriminatory characteristics extracted from pretrained deep learning architectures (Ahmad et al., 
2023). Research concerning explainable CNN classification also evaluated optimized network 
configurations, alternative activation functions, and Grad-CAM-based visualization techniques within 
skin lesion diagnosis (Mridha et al., 2023). In "Skin-CAD" (article 108798), Attallah introduced an 
explainable classification framework integrating multiple convolutional architectures, feature 
selection, and transfer learning to distinguish benign and malignant lesions and classify additional skin 
lesion categories (Attallah, 2024). Collectively, these methodological developments describe an 
extensive research context involving CNN architecture selection, diagnostic feature representation, 
attention mechanisms, and automated classification across heterogeneous dermoscopic image 
collections (Attallah, 2024; Mahbod et al., 2020). 

Figure 1: Integrated CNN Diagnostic and Clinical Evaluation Workflow 

 

Robustness in CNN-based skin cancer classification refers to the ability of a trained diagnostic model 
to maintain dependable predictive performance when exposed to variations in image acquisition, 
patient characteristics, lesion morphology, image quality, and data distributions. A robust diagnostic 
classifier must preserve meaningful distinctions between benign and malignant lesions without relying 
excessively on background artifacts, imaging conditions, or dataset-specific characteristics unrelated to 
disease pathology. Dermoscopic images frequently contain hairs, illumination differences, 
compression artifacts, irregular pigmentation, surgical markings, and variations in magnification, 
creating complex conditions for reliable automated classification. In "Association Between Surgical Skin 
Markings" (pp. 1135–1141), Winkler and colleagues identified substantial changes in CNN diagnostic 
performance when surgical markings appeared within dermoscopic images, with specificity decreasing 
from 84.1% for unmarked lesions to 45.8% for marked lesions (Winkler et al., 2019). This finding 
demonstrated that visually irrelevant image characteristics could influence malignancy predictions and 
increase false-positive classifications. In "Comparison of Human Readers" (pp. 938–947), Tschandl and 
colleagues evaluated 139 machine-learning algorithms against international human readers and 
identified differences in classification performance associated with images originating outside the 
training distribution (Tschandl et al., 2019). Image-level generalization is particularly important 
because diagnostic classification systems encounter substantial differences in lesion presentation across 
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patient groups, geographic locations, imaging equipment, and healthcare settings. The development of 
patient-centric melanoma datasets further emphasized the relevance of patient-level metadata, 
multiple lesions from the same individual, and clinically contextualized diagnostic assessment 
(Rotemberg et al., 2021). Dataset composition introduces additional methodological concerns regarding 
the verification of diagnostic labels, patient representation, and differences between training and 
evaluation populations. In "Lack of Transparency and Potential Bias" (pp. 1362–1369), Daneshjou and 
colleagues reviewed 70 dermatological artificial intelligence studies and identified incomplete 
reporting of skin tone, demographic characteristics, and diagnostic verification procedures (Daneshjou 
et al., 2021). Another investigation using the Diverse Dermatology Images dataset identified substantial 
differences in artificial intelligence performance across skin tones and uncommon dermatological 
conditions, highlighting measurable disparities in external diagnostic evaluation (Daneshjou et al., 
2022). International research on human-computer collaboration also examined diagnostic decisions 
made by clinicians with access to AI-generated classification information, establishing an additional 
dimension of evaluation beyond isolated algorithmic accuracy (Tschandl et al., 2020). These 
investigations characterize diagnostic robustness through classification sensitivity, specificity, 
generalizability, image-quality dependence, dataset provenance, and variability across clinical 
populations (Daneshjou et al., 2022; Winkler et al., 2019). 

Explainable artificial intelligence refers to computational methods that provide interpretable 
information about the relationships between model inputs, learned representations, and prediction 
outputs, allowing the characteristics associated with automated decisions to be examined. Within 
CNN-based skin cancer classification, explainability concerns the identification of image regions, lesion 
structures, and visual characteristics associated with predictions of benignity or malignancy. The 
interpretability of deep learning systems represents a distinct analytical construct from classification 
accuracy because a model can produce statistically accurate predictions while relying on clinically 
irrelevant visual information. In "Grad-CAM: Visual Explanations" (pp. 618–626), Selvaraju and 
colleagues introduced gradient-weighted class activation mapping, allowing the visualization of image 
regions contributing to CNN predictions through class-specific activation information (Selvaraju et al., 
2017). In "Grad-CAM++: Generalized Gradient-Based Visual Explanations" (pp. 839–847), 
Chattopadhyay and colleagues extended gradient-based visualization through improved weighting 
mechanisms for identifying discriminative regions within convolutional feature maps (Chattopadhyay 
et al., 2018). Dermatology-specific explainability research subsequently incorporated hierarchical 
diagnostic taxonomies and spatial attention mechanisms to associate machine-generated predictions 
with clinically meaningful lesion characteristics (Barata et al., 2021). In "Interpretable Skin Cancer 
Classification" (pp. 59–83), Rezk and colleagues investigated incremental domain knowledge learning 
and interpretable classification techniques, connecting computational predictions with dermatological 
characteristics recognizable to healthcare professionals (Rezk et al., 2023). The relationship between 
explainability and human evaluation has also been examined through controlled diagnostic 
assessments. In "Dermatologist-Like Explainable AI" (article 524), Chanda and colleagues investigated 
dermatologists' interactions with a domain-specific explanation system and documented significant 
differences in diagnostic confidence and trust when interpretable support accompanied AI-generated 
assessments (Chanda et al., 2024). Human interaction with automated classification systems can 
additionally be understood through Trust in Automation Theory, which distinguishes dispositional, 
situational, and learned determinants of trust and emphasizes the relationships between system 
characteristics and user reliance (Hoff & Bashir, 2015). Quantitative evidence concerning human-
automation interaction has identified associations between automation-related characteristics and trust 
development, supporting the measurement of perceived reliability, interpretability, and professional 
acceptance as distinguishable constructs (Schaefer et al., 2016). At the same time, methodological 
assessments of medical explainability have identified limitations in treating visual explanations as 
direct evidence of clinical correctness, emphasizing the distinction between interpretability and 
independently validated diagnostic performance (Ghassemi et al., 2021). The present research examines 
these dimensions through a quantitative, explanatory, cross-sectional embedded multiple-case 
framework combining CNN-based benign and malignant skin lesion classification, diagnostic 
robustness assessment, Grad-CAM++ visualization, and five-point Likert-scale measurement of 
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healthcare professionals' perceptions of model explainability, reliability, clinical trust, and intended 
adoption (Barata et al., 2021; Chanda et al., 2024). 

The primary purpose of this study is to develop and quantitatively evaluate a robust and explainable 
convolutional neural network-based deep learning framework for automated differentiation between 
benign and malignant skin lesions. Specifically, the research aims to assess the diagnostic performance 
of an attention-enhanced EfficientNet-B3 architecture, compare its classification capabilities with 
established CNN models, and examine its predictive stability under variations in dermoscopic image 
quality and external dataset conditions. The study also aims to evaluate the interpretability of model 
predictions through Grad-CAM++ visualization and lesion-localization analysis. Furthermore, the 
research seeks to investigate healthcare professionals' perceptions of model explainability, diagnostic 
reliability, robustness, clinical usefulness, and trust using a structured five-point Likert questionnaire. 
Through descriptive statistics, correlation analysis, and multivariable regression modeling, the study 
aims to identify significant relationships among these perceptual constructs and determine their 
associations with intended clinical adoption within the theoretical foundations of Trust in Automation 
Theory. 

Research Questions (RQ1–RQ3) 
RQ1: How accurately can the proposed attention-enhanced CNN framework distinguish benign and 
malignant skin lesions compared with conventional CNN architectures? 
RQ2: How robust and clinically interpretable are the CNN predictions across image perturbations, 
independent dermoscopic cohorts, and Grad-CAM++ lesion-localization assessments? 
RQ3: How are healthcare professionals' perceptions of model explainability, reliability, robustness, and 
usefulness associated with clinical trust and intended adoption? 

Research Hypotheses (H1–H7) 
The research formulates seven hypotheses addressing objective CNN diagnostic performance and 
healthcare professionals' perceptions of automated skin cancer classification. H1 proposes that the 
attention-enhanced CNN framework achieves significantly higher classification performance than 
selected conventional CNN architectures. H2 proposes that the framework exhibits significantly lower 
diagnostic performance deterioration under predefined image perturbations. H3 proposes that the 
framework demonstrates significantly greater lesion-localization agreement than the baseline CNN 
when evaluated using the same explanation technique. H4 proposes that access to visual explanations 
increases clinician-rated transparency and trust compared with predictions presented without 
explanations. H5 proposes a significant positive relationship between perceived explainability and 
clinical trust. H6 proposes that perceived diagnostic reliability, robustness, and clinical usefulness are 
significantly associated with clinical trust. H7 proposes that perceived explainability, diagnostic 
reliability, and clinical trust significantly predict intended clinical adoption. These hypotheses will be 
evaluated through diagnostic model comparisons, appropriate paired assessments, Pearson correlation 
analysis, and multivariable regression modeling. 

LITERATURE REVIEW 
The literature review examines the theoretical, clinical, and computational foundations of robust and 
explainable convolutional neural network-based skin cancer classification. It synthesizes existing 
research concerning dermoscopic diagnosis, CNN architectures, automated lesion recognition, 
diagnostic robustness, cross-dataset generalization, and explainable artificial intelligence. Particular 
attention is given to Grad-CAM++ visualization, classification reliability, and clinical interpretability. 
The review also examines Trust in Automation Theory to explain relationships among perceived model 
performance, transparency, clinical usefulness, professional trust, and intended adoption. Finally, the 
conceptual framework integrates these constructs with the study's diagnostic evaluation procedures, 
quantitative measurements, and research hypotheses. 

Skin Cancer Diagnosis and Dermoscopy 
Skin cancer diagnosis requires distinguishing malignant cutaneous tumors from benign lesions that 
can exhibit similar colors, borders, textures, and vascular structures. Melanoma arises from 
melanocytes, whereas basal cell carcinoma and cutaneous squamous cell carcinoma develop from 
keratinocyte lineages; their differing biological behavior complicates the use of one visual rule for every 
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suspicious lesion. Dermoscopy enlarges surface and subsurface patterns through controlled 
illumination, allowing clinicians to inspect pigmentation networks, globules, streaks, vascular 
arrangements, and keratin related features that ordinary inspection may miss. In “Dermoscopy 
Improves Accuracy” (pp. 1877–1882), a randomized study involving 73 primary care physicians and 
2,522 patients reported greater referral sensitivity with dermoscopy than with naked eye examination, 
79.2% versus 54.1%, without a material decline in specificity (Argenziano et al., 2006). In “Dermoscopy 
Compared With Naked Eye Examination” (pp. 669–676), a meta-analysis of nine clinical studies found 
higher diagnostic accuracy for dermoscopy in melanoma assessment, although differences between 
study settings influenced estimated effects (Vestergaard et al., 2008). These findings distinguish the 
clinical value of dermoscopic information from the performance of any particular automated algorithm. 
They also establish that a binary cancer classification task must reflect how lesions are examined, 
labeled, and differentiated in practice across participating international clinical centers. 

Figure 2: Dermoscopic Image Classification and Feature-Learning Architecture 

 

The dermoscopic appearance of malignancy varies across tumor types, so an image classifier cannot 
treat all suspicious findings as equivalent manifestations of melanoma. Basal cell carcinoma may 
display arborizing vessels, blue gray ovoid nests, maple leaf structures, or small erosions, with patterns 
varying between superficial and other histological subtypes. In “Accuracy of Dermoscopic Criteria” 
(pp. 303–311), an analysis of 335 histologically confirmed basal cell carcinomas found that short 
superficial telangiectasia, small erosions, and maple leaf areas favored superficial tumors, whereas 
arborizing vessels and blue gray nests favored other subtypes (Lallas et al., 2014). Cutaneous squamous 
cell carcinoma introduces a different visual vocabulary, including keratin, scale, white circles, and 
coiled vessels, some of which also appear in clinically similar conditions. In “Dermoscopy of Squamous 
Cell Carcinoma” (pp. 1386–1392), an investigation of raised nonpigmented lesions identified white 
circles, keratin, and blood spots as useful discriminating clues whose diagnostic value depended on the 
comparison lesion group (Rosendahl et al., 2012). Such overlap complicates broad benign versus 
malignant labeling because diagnostically informative structures can coexist with misleading visual 
similarities. Dataset design therefore requires clear histopathological categories, defensible exclusions 
for borderline diagnoses, and careful attention to malignant subclasses during evaluation, particularly 
in multicenter clinical datasets. 

For melanocytic lesions, differentiation depends not only on the presence of individual structures but 
also on their distribution, asymmetry, and combinations within the lesion. Irregular networks, atypical 
dots, streaks, and regression patterns may increase concern, yet some features also occur in benign nevi, 
especially in heterogeneous clinical populations. In “Validity and Reliability of Dermoscopic Criteria” 
(pp. 798–806), an international web based assessment of 477 lesions evaluated the diagnostic 
contributions and observer agreement of established dermoscopic criteria, showing that criteria differ 
in both discriminative value and reproducibility (Carrera et al., 2016). This evidence is relevant to 
convolutional neural networks because a learned heatmap or attention region is not equivalent to a 
validated sign. Robust assessment requires pathology based reference labels when available, consistent 
lesion level partitioning, and explicit documentation of image acquisition conditions. Classification 
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sensitivity and specificity should be reported separately because missed malignant lesions and 
incorrectly flagged benign lesions represent clinically different diagnostic errors. Furthermore, 
explanation maps need evaluation against lesion boundaries or expert defined regions rather than 
visual appeal alone. These clinical distinctions provide the diagnostic foundation for assessing CNN 
classification, external validity, and explainability while keeping algorithmic predictions analytically 
separate from clinicians’ survey ratings of trust and usefulness. 

CNN-Based Skin Lesion Classification 
Convolutional neural networks have reshaped automated skin lesion classification by learning 
hierarchical visual representations directly from digital images rather than depending exclusively on 
manually specified color, shape, and texture descriptors. Early convolutional layers identify edges, 
pigment transitions, and local contrasts, whereas deeper layers encode more complex patterns 
associated with lesion architecture. Transfer learning has been especially relevant because annotated 
dermatological datasets are generally smaller than image collections used to develop large computer 
vision models. In “Deep Features to Classify Skin Lesions” (pp. 1397–1400), pretrained convolutional 
representations combined with multiscale feature pooling classified five lesion categories with 85.8% 
accuracy, compared with 75.1% for the earlier benchmark on that dataset; the study used ordinary 
clinical photographs rather than dermoscopy, an important distinction when interpreting 
generalizability (Kawahara et al., 2016). CNN ensembles subsequently addressed uncertainty arising 
from individual architectures by combining predictions derived from complementary feature 
representations. In “Skin Lesion Classification with Ensembles” (pp. 25–32), fusion of four 
convolutional networks produced an average area under the receiver operating characteristic curve of 
0.891 across melanoma, nevus, and seborrheic keratosis categories (Harangi, 2018). Together, these 
studies demonstrate how learned features and model aggregation influenced early classification 
methodology before attention focused increasingly on broader diagnostic tasks. 

Figure 3: CNN Prediction, Grad-CAM++ Explanation, and Validation Pathways 

 

The distinction between binary malignancy detection and multiclass diagnosis is fundamental when 
evaluating convolutional classifiers for dermatological practice. Binary systems combine 
heterogeneous cancer types into one positive class, while multiclass systems attempt to distinguish 
diagnoses with overlapping visual features and unequal representation. Such choices determine loss 
functions, classification thresholds, confusion matrix structure, and the interpretation of false negative 
predictions. In “Systematic Outperformance of 112 Dermatologists” (pp. 57–65), researchers trained a 
network on 11,444 dermoscopic images and tested it on 300 biopsy verified images against 112 
dermatologists; at matched sensitivity, the algorithm achieved 91.3% specificity for benign versus 
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malignant discrimination, compared with 59.8% among clinicians (Maron et al., 2019). However, a high 
score from one controlled test does not remove the need to examine performance by lesion subtype. An 
alternative classification strategy explicitly joins boundary detection with lesion recognition. In 
“Multiple Skin Lesions Diagnostics” (Article 105351), an integrated framework paired a full resolution 
convolutional segmentation network with several deep classifiers and evaluated two, three, and seven 
category datasets from skin imaging challenges (Al-Masni et al., 2020). This design illustrates how 
segmentation, dataset balancing, and architecture choice can be treated as separate experimental factors 
rather than combined into an unexplained accuracy figure. 

Attention mechanisms extend convolutional classification by increasing the relative influence of spatial 
features that a network considers informative for diagnostic categories. Multiscale attention can 
represent both localized structures, such as pigment dots, and broader lesion arrangements, while class 
weighting modifies the learning objective to address unequal category frequencies. These 
modifications matter because common benign lesions may dominate training records, allowing 
aggregate accuracy to conceal weak sensitivity for underrepresented malignant conditions. In “Skin 
Lesion Classification Using CNNs with Grouping” (Article 107166), a network combining grouped 
multiscale attention blocks with class specific loss weighting achieved 91.6% accuracy and 97.1% area 
under the receiver operating characteristic curve on HAM10000 (Qian et al., 2022). Such results describe 
performance under the study's evaluation conditions rather than establishing equivalent effectiveness 
across hospitals or acquisition devices. For the present research, an attention enhanced EfficientNet B3 
architecture provides a defined experimental model that can be compared against conventional 
convolutional baselines using identical patient separated test partitions. Diagnostic analysis should 
distinguish sensitivity, specificity, classwise errors, calibration, and discrimination rather than relying 
on accuracy alone. Explainability assessment can then investigate whether highlighted image regions 
correspond with lesion structures, without presuming that visual attention proves diagnostic validity 
or establishes clinical trust. 

Robustness and Cross-Dataset Generalization 
Robustness in convolutional neural network classification describes the stability of diagnostic 
predictions when image characteristics change without altering the underlying lesion diagnosis. 
Dermoscopic photographs contain variable illumination, magnification, hairs, rulers, blur, and sensor 
noise, each capable of modifying the pixels for feature extraction. A model trained on standardized 
images may learn correlations between these incidental conditions and diagnostic labels rather than 
distinguishing malignant morphology. In “Effects of Objects and Image Quality” (Article 102530), 
researchers examined ResNet50, DenseNet121, VGG16, and AlexNet across images containing hair, 
rulers, blur, noise, and contrast changes. Their results showed architecture dependent responses, 
including substantial degradation from noise and differing sensitivity to blurred photographs (Akkoca 
Gazioğlu & Kamaşak, 2021). Robustness also includes stability under controlled perturbations and 
unfamiliar distributions. In “A Benchmark for Neural Network Robustness” (pp. 191–199), 
investigators introduced Skin Archive Munich and two transformed evaluation sets based on 319 
biopsy verified melanoma and nevus images. All four assessed CNN architectures exhibited 
susceptibility to corruptions and perturbations, indicating that performance on a holdout set cannot 
characterize diagnostic dependability (Maron et al., 2021). These findings separate resistance to 
superficial image changes from baseline discrimination and emphasize the importance of reporting 
sensitivity and specificity under matched perturbation conditions. 

Cross-dataset generalization refers to a model’s ability to retain classification performance when 
images originate from different institutions, acquisition systems, patient populations, or diagnostic 
distributions. Such shifts can modify feature frequencies even when the distinction between benign and 
malignant lesions remains unchanged. The resulting mismatch between training and testing conditions 
may expose dependence on source specific image characteristics. In “Validation of AI Prediction 
Models” (pp. e330–e339), the 2019 International Skin Imaging Collaboration challenge analyzed 129 
algorithm submissions from 64 teams on 8,238 test images. The leading algorithm achieved 82.0% 
balanced accuracy on HAM10000 but 58.8% on BCN20000, while unseen diagnostic categories and 
image artifacts further affected predictions (Combalia et al., 2022). Dataset heterogeneity therefore 
cannot be represented solely by random subdivisions of one pooled archive. In “Domain Shifts in 
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Dermoscopic Datasets” (pp. 106–117), researchers grouped International Skin Imaging Collaboration 
images by acquisition location, patient age, lesion site, and other metadata, then quantified technical 
and biological distribution differences. Their analyses identified measurable shifts across many 
constructed domains and evaluated their influence on adaptation testing (Fogelberg et al., 2023).  

Figure 4: Diagnostic Robustness and Cross-Dataset Validation Framework 

 

These investigations distinguish external validation from internal accuracy and show why cohort 
provenance, diagnostic labels, and patient level separation require explicit documentation in research. 

Robustness evaluation also concerns whether strategies preserve classification quality when source and 
target image distributions differ. Common responses include augmentation during training, 
normalization, class weighting, calibration, and domain adaptation; each addresses a component of 
diagnostic instability. Artificial perturbations test resistance to defined image defects, whereas 
independent external cohorts test sensitivity to differences in clinical acquisition and population 
composition. In “Mitigating the Influence of Domain Shift” (Article 101430), researchers benchmarked 
eight unsupervised adaptation methods across ten derived dermoscopic datasets and found improved 
area under the precision recall curve in most evaluated settings. Gains were less consistent in small or 
strongly imbalanced datasets, showing that adaptation effects depend on dataset composition 
(Chamarthi et al., 2024). For the present research, the attention enhanced EfficientNet B3 classifier and 
conventional CNN baselines will undergo identical patient separated evaluation, followed by 
predefined tests involving blur, noise, illumination changes, and compression. Classification 
deterioration will be quantified using changes in sensitivity, specificity, F1 score, and area under the 
receiver operating characteristic curve. Independent cohort testing will provide a separate 
generalization assessment, with malignant subclasses examined individually where adequate sample 
counts permit. This distinction prevents robustness claims from resting only on pooled accuracy or 
questionnaire perceptions of clinical reliability. 

Explainable AI and Clinical Interpretability 
Explainable artificial intelligence in dermatological imaging denotes techniques that expose aspects of 
how convolutional neural networks transform lesion photographs into diagnostic predictions. Unlike 
classification accuracy, interpretability concerns whether an explanation identifies information that a 
dermatologist can examine, question, and compare with recognized morphological features. Gradient 
based activation maps typically emphasize spatial regions associated with a predicted class, whereas 
model agnostic procedures approximate prediction behavior around an individual image. In 
“Explainable Artificial Intelligence in Skin Cancer Recognition” (pp. 54–69), a systematic review of 37 
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studies identified extensive use of visual explanations but limited systematic assessment involving 
dermatologists or dermatopathologists, exposing a gap between producing heatmaps and establishing 
their clinical meaning (Hauser et al., 2022). In “A Deep Learning Approach Based on Explainable 
Artificial Intelligence” (pp. 113715–113725), researchers classified eight lesion categories from ISIC 2019 
and applied local interpretable model agnostic explanations to identify influential image segments, 
reporting classification accuracy of 94.47% under their experimental conditions (Nigar et al., 2022). 
These investigations distinguish retrospective visual explanations from direct inspection of network 
parameters. The presence of highlighted pixels does not establish diagnostic correctness, and visually 
plausible maps may still reflect image backgrounds, acquisition artifacts, or class specific shortcuts 
unrelated to pathological disease characteristics. 

Figure 5: CNN Feature Extraction and Explainable Classification Architecture 

 

Clinical interpretability depends partly on whether machine generated highlights coincide with 
observable lesion characteristics and whether different explanation techniques tell consistent stories 
about an identical prediction. For benign versus malignant classification, a region outside the lesion 
may suggest reliance on surrounding skin or incidental artifacts; a region inside the lesion still requires 
clinical interpretation before being treated as diagnostically meaningful. In “Classification of Skin 
Cancer Lesions Using Explainable Deep Learning” (Article 6915), investigators adapted MobileNetV2 
and DenseNet201 for binary classification and illustrated learned lesion regions using Grad CAM, 
while reporting 95.50% accuracy for their modified DenseNet201 model (Rehman et al., 2022). Such 
visualization supplies localized evidence of model attention, not a causal account of which 
morphological signs determined the decision. In “Explainability Agreement Between Dermatologists” 
(Article 1241484), two dermatologists reviewed explanation maps for 100 melanoma images using 
asymmetry, border irregularity, and color heterogeneity as comparison criteria. Overall full or partial 
agreement was 93.6% for Grad CAM and 88.0% for Grad CAM++, illustrating that explanation methods 
can differ materially in their clinical correspondence (Giavina-Bianchi et al., 2023). Accordingly, 
evaluation should distinguish lesion overlap, agreement with expert identified features, and 
explanation stability, rather than treating attractive heatmaps as sufficient evidence of transparency. 

Interpretability also includes how explanations affect the judgments of healthcare professionals who 
receive automated recommendations. A classification score communicates estimated model 
confidence, whereas a heatmap communicates where influential image information may reside; neither 
necessarily explains why a lesion is biologically malignant. Counterfactual images offer another 
perspective by depicting plausible visual changes associated with altered classifications. In “Advancing 
Dermatological Diagnostics” (Article 753), investigators generated synthetic lesion examples and 
counterexamples and evaluated explanations with experts, novices, and laypersons; their assessment 
reported increased trust and confidence when explanatory material accompanied model decisions 
(Metta et al., 2024). Nevertheless, trust ratings are subjective responses and should not be substituted 
for independently observed diagnostic sensitivity, specificity, or external validation. For the proposed 
attention enhanced EfficientNet B3 framework, Grad CAM++ can be assessed through agreement with 
available lesion masks, sensitivity to controlled image perturbations, and comparisons between 
correctly and incorrectly classified cases. Healthcare professionals can separately rate perceived 
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explanation clarity, reliability, usefulness, and trust on structured five point Likert items. Examining 
associations through correlation and regression preserves the distinction between objective image level 
measurements and clinician level perceptions. This separation is central to evaluating explainability 
within a cross sectional embedded multiple case design involving heterogeneous clinical settings. 

Trust in Automation Theoretical Framework 
Trust in Automation Theory explains how professionals form expectations about automated systems 
and decide whether to rely on their recommendations under uncertainty. In dermatological diagnosis, 
reliance concerns whether clinicians consider a CNN prediction, independently inspect the lesion, or 
reject a recommendation when clinical evidence conflicts. Lee and See’s framework organizes trust 
relevant information into performance, process, and purpose: how accurately a system works, how its 
decisions arise, and whether its objectives align with the user’s task. This distinction fits skin cancer 
classification because diagnostic discrimination and robustness are measurable performance 
properties, Grad-CAM++ explanations offer limited evidence about process, and perceived clinical 
usefulness concerns purpose. In “A Meta-Analysis of Factors Affecting Trust” (pp. 517–527), 
researchers synthesized human–robot interaction studies and found that system performance and 
attributes were stronger contributors to trust than many user characteristics, although the domain 
differs from dermatology (Ashik & Shabbir, 2022; Hancock et al., 2011; Md Imran & Jannatul, 2021). In 
“Human Trust in Artificial Intelligence” (pp. 627–660), a multidisciplinary review identified reliability, 
transparency, and AI representation as relevant influences on cognitive and emotional trust (Glikson 
& Woolley, 2020; Kazi Rakib Hasan & Adnan, 2022; Mansura Akter & Sumaiya, 2022; Mashfiqur & Md, 
2022). Thus, model accuracy and clinician trust remain related but analytically different outcomes: 
measurable predictive competence cannot be inferred from confidence ratings alone or from a 
persuasive heatmap. 

Trust calibration concerns whether reliance is proportional to an automated system’s demonstrated 
competence, rather than whether users report uniformly high confidence. Greater disclosure does not 
always improve calibration, because explanations vary in complexity, relevance, and timing (Mashiat 
& Md Anisur Rahman, 2022; Md & Gazi Yeasin, 2022; Md Ashfaq & Abdullah Mohammad, 2022). In 
“How Much Information?” (pp. 2390–2395), a field experiment found that transparency could restore 
trust after unexpected algorithmic outcomes, whereas excessive information weakened that benefit; its 
educational setting limits direct clinical extrapolation (Kizilcec, 2016). In “Theoretical Considerations 
and Development of a Questionnaire” (pp. 13–30), a trust instrument distinguished reliability and 
competence, understandability and predictability, familiarity, and overall trust, providing a 
measurement precedent for assessing perceptions separately (Körber, 2019; Md Imran & Jannatul, 2022; 
Md. Morshedul & Aminul Islam, 2022; Mst Kaniz & Jahanara, 2022). Accordingly, dermatologists will 
evaluate standardized benign and malignant cases with and without Grad-CAM++ visualizations, 
while questionnaire items will distinguish perceived explainability from perceived reliability, 
robustness, usefulness, and trust (Sadia & Maishar Mostari, 2022; Shaiful et al., 2022; Stabak & Md 
Shahid, 2022). The survey will use five response categories, ranging from strongly disagree to strongly 
agree, and average validated items within each construct when psychometric evidence permits. 
Participants’ experience and familiarity with artificial intelligence will be recorded as potential 
covariates (Abdullah Mohammad, 2023; Adnan & Iftekhar, 2023; Syed Feroz & Md Mahamud Pervaz, 
2022). Neither cross-sectional ratings nor activation maps can substitute for independent image-level 
sensitivity, specificity, calibration, or external validation outcomes, which remain distinct 
measurements across image cohorts with verified diagnostic reference labels (Ahmed & Nuzhat Sadia, 
2023; Aminul Islam & Md, 2023; Asheke, 2023). 

A useful theoretical account must also distinguish appropriate reliance from uncritical acceptance of 
algorithmic advice. In “To Trust or to Think” (Article 188), an experiment with 199 participants found 
that cognitive forcing reduced overreliance on incorrect AI recommendations more effectively than 
simple explanations, although participants rated the more demanding designs less favorably (Buçinca 
et al., 2021). This observation matters for malignant lesion assessment, where confidence in an 
erroneous benign prediction could be consequential. The primary clinician-level statistical specification 
has linked trust to perceived explainability, reliability, robustness, usefulness, and clinician controls in 
the following form: 
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𝑇ᵢ =  𝛽₀ +  𝛽₁𝐸ᵢ +  𝛽₂𝑅ᵢ +  𝛽₃𝐵ᵢ +  𝛽₄𝑈ᵢ +  𝛾ᵀ𝑍ᵢ +  𝜀ᵢ 

Here T represents clinical trust; E, perceived explainability; R, perceived reliability; B, perceived 
robustness; U, perceived usefulness; Z, professional experience and AI familiarity; and ε, unexplained 
variation. Composite Likert scores will require internal consistency checks, construct validation, and 
regression diagnostic assessment.  

Figure 6: Trust in Automation Theory Applied to Explainable Diagnosis 

 

Pearson correlations will characterize bivariate relationships before the multivariable model. Intended 
adoption will be examined through a separate regression including trust. Crucially, objective CNN test 
metrics are not treated as individual clinicians’ perceived scores, and cross-sectional coefficients do not 
establish causation or actual clinical reliance. The associated hypotheses concern predicted directions 
of association, while model comparison and robustness hypotheses require independent, carefully 
verified lesion-level statistical evidence. 

Conceptual Framework and Hypothesis Development 
The conceptual framework integrates objective diagnostic performance with clinicians’ evaluations of 
an explainable convolutional neural network, while maintaining separate image and respondent units 
of analysis (Gazi Yeasin, 2023; Jahanara & Mst Kaniz, 2023; Md Anisur Rahman, 2023). Each cohort will 
be treated as a separate observational case. The technical component compares attention-enhanced 
EfficientNet-B3 against conventional architectures using patient-separated dermoscopic cohorts, 
verified benign and malignant labels, and identical evaluation conditions (Md Asif Ali Sheak & 
Tahmedur, 2023; Md Kaium, 2023; Md Mahamud Pervaz, 2023). Its measurable constructs include 
sensitivity, specificity, F1-score, calibration, external discrimination, robustness under perturbations, 
and localization agreement between Grad-CAM++ explanations and available lesion annotations 
(Mohammad Badrul & Md. Mominul, 2023; Nishat, 2023; Nuzhat Sadia, 2023). Predicted malignancy 
probability for image j from case cohort c has been represented by the CNN feature function and a 
sigmoid activation: 

𝑝𝒸ⱼ =  𝜎(𝑓𝜃(𝑥𝒸ⱼ)) 

In “Evaluation of AI-Assisted Diagnosis” (pp. 2353–2362.e2), a randomized dermatology trial found 
that algorithmic support affected physicians’ diagnostic accuracy differently according to clinical 
experience, emphasizing the distinction between classifier outputs and clinician performance (Han et 
al., 2022). In “Towards Successful Implementation” (pp. 1187–1195), focus groups with dermatologists 
and general practitioners identified accuracy, transparency, accessibility, and validation as central 
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conditions shaping perceptions of skin cancer AI (Sangers et al., 2023; Stabak & Md Siam, 2023; Syed 
Feroz, 2023; Tahmedur & Rifat, 2023). Accordingly, the framework treats measured accuracy as 
evidence about technical performance and clinicians’ assessments as distinct judgments about 
trustworthiness rather than interchangeable indicators of diagnostic validity (Abdullah Mohammad, 
2024; Ahmed, 2024; Aminul Islam, 2024; Asheke, 2024). 

The clinician-level component operationalizes Trust in Automation Theory through perceived 
performance, process, and purpose, linking these dimensions to trust and intended adoption 
(Ashrafuzzaman, 2024; Jannatul, 2024; Kynatun & Saba, 2024). Perceived reliability and robustness 
represent performance judgments; explainability captures perceptions of the decision process; clinical 
usefulness reflects alignment with diagnostic tasks. Responses will be collected through a structured 
five-point Likert questionnaire, with multiple items measuring each construct and professional 
experience and AI familiarity recorded as controls (Mashiat, 2024; Sumaiya, 2024; Syed Feroz, 2024). In 
“Does AI Explainability Affect Physicians’ Intention?” (Article 104884), a three-hospital survey of 295 
physicians found significant relationships between explainability, technology trust, and perceived 
value, while a direct relationship between explainability and behavioral intention was not established 
(Liu et al., 2022). In “Assessing the Communication Gap” (Article 103839), clinical evaluations found 
that explanations could support interpretation yet also generate confirmation bias and inappropriate 
reliance, indicating that perceived transparency cannot automatically establish safe decision-making 
(Wysocki et al., 2023). Consequently, the framework distinguishes perceived explainability from 
clinician trust and adoption intention rather than presuming direct or uniformly positive effects. 
Clinicians will also assess matched diagnostic examples with and without visualization, allowing an 
explicit comparison of rated transparency and trust under standardized conditions while retaining the 
survey’s cross-sectional character. Observed differences require careful statistical interpretation. 

Figure 7: Dual-Level Conceptual Framework and H1–H7 Hypotheses 

 

Hypothesis development follows two linked but nonidentical analytical pathways. H1 compares 
diagnostic discrimination across CNN architectures; H2 tests performance deterioration after 
controlled image perturbations; H3 examines explanation localization against available lesion masks. 
H4 compares clinician ratings for predictions shown with versus without Grad-CAM++ maps. H5 
relates perceived explainability to trust, H6 tests associations of reliability, robustness, and usefulness 
with trust, and H7 models adoption intentions using explainability, reliability, and trust. In “How 
Explanation Classes Impact Trust Calibration” (Article 102941), a study of 41 medical practitioners 
found that explanation formats differed in understandability and could encourage overreliance, 
supporting measurement of trust without assuming appropriate reliance (Naiseh et al., 2023). The 
primary adoption model has been specified as: 
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𝐴ᵢ =  𝛼₀ +  𝛼₁𝐸ᵢ +  𝛼₂𝑅ᵢ +  𝛼₃𝑇ᵢ +  𝛿ᵀ𝑍ᵢ +  𝜂ᵢ 

Here adoption intention A has been associated with explainability E, reliability R, trust T, and clinician 
controls Z, with η indicating residual variation. Because clinicians may evaluate multiple images, 
analyses must account for repeated observations, and estimated associations should include confidence 
intervals, relevant effect sizes, and appropriate uncertainty. Composite scales will undergo reliability 
checks, followed by Pearson correlations and regression diagnostics. Image-level comparisons will use 
paired confidence intervals or suitable clustered methods. Neither survey associations nor model 
explanations establish causal effects, actual adoption, or independently verified diagnostic accuracy. 

METHOD 
A positivist, deductive, quantitative, explanatory, retrospective cross-sectional embedded multiple-
case design has been adopted to integrate objective dermoscopic image evaluation with clinician-level 
survey analysis. Independent dermoscopic cohorts have been designated as bounded cases, and 
individual lesions and their verified labels have served as embedded diagnostic units of analysis. ISIC 
2019 and an independent external cohort have been selected using criterion-based purposive sampling, 
with eligible melanoma, basal cell carcinoma, squamous cell carcinoma, and verified benign lesions 
included in the binary analysis. Actinic keratoses and diagnostically ambiguous cases have been 
designated for separate handling.  

Figure 8: Integrated Image-Level and Clinician Assessment Methodology 

 

Duplicate detection, image-quality screening, resizing, normalization, patient-level partitioning, and 
training-only augmentation have been incorporated to reduce leakage and acquisition-related bias. An 
attention-enhanced pretrained EfficientNet-B3 architecture has been selected with transfer learning, 
class-sensitive training, early stopping, and validation-based optimization. ResNet50, DenseNet121, 
and conventional EfficientNet-B3 have been designated as baseline comparators, while Grad-CAM++ 
heatmaps have been selected for explanation assessment. Image-level testing has been specified 
through accuracy, sensitivity, specificity, F1-score, AUROC, confidence intervals, and calibration, with 
further evaluation under Gaussian noise, blur, illumination changes, compression, and independent 
external validation. Lesion-mask overlap and explanation stability have been incorporated where 
annotated lesion boundaries have been available. A purposively recruited target population of 
approximately 120 dermatologists and suitably qualified clinicians has been established, with the 
sample requirement subject to statistical power and recruitment feasibility. The clinician has been 
designated as the primary respondent unit of analysis, separate from the image-level diagnostic record. 
A multi-item five-point Likert questionnaire has been designed to measure perceived explainability, 
diagnostic reliability, robustness, clinical usefulness, trust, and intended adoption using response 
anchors from strongly disagree (1) to strongly agree (5). Standardized prediction examples with and 
without Grad-CAM++ explanations have been incorporated, with presentation order controlled. Pilot 
testing for clarity and expert content review have been specified before full survey administration; 
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participant consent, confidentiality, and institutional ethical requirements have been incorporated. 
Internal consistency has been assessed conceptually through Cronbach's alpha, while content and 
construct validity have been designated for expert review and factor-analytic examination where 
supported by the final sample. Descriptive statistics, paired comparisons, Pearson correlation, multiple 
linear regression, and image-level logistic classification-error regression have been prescribed, with 
clustering addressed where lesions or ratings have been repeated. Python has been selected for CNN 
experiments and Grad-CAM++ evaluation; SPSS and Microsoft Excel have been selected for survey 
coding and statistical outputs; EndNote and Microsoft Word have been selected for reference 
management and manuscript preparation. The nominal statistical significance threshold has been set 
at p < .05. Actual model training, pilot participation, clinician recruitment, and statistical estimation 
have not been independently documented in the source material for this paper. 

FINDINGS 
The findings section examines the diagnostic performance, robustness, explainability, and clinical 
acceptance of the proposed CNN-based skin cancer classification framework. The ISIC 2019 training 
dataset contains 25,331 dermoscopic images across eight diagnostic categories, providing a foundation 
for evaluating benign and malignant lesion classification. The proposed attention-enhanced 
EfficientNet-B3 architecture has been selected for comparison against three conventional CNN 
baselines under four image perturbation conditions: noise, blur, illumination variation, and 
compression. Diagnostic performance has been defined through accuracy, sensitivity, specificity, F1-
score, AUROC, and external validation measures.  

Figure 9:  Construct-Score Dispersion and Schematic Prediction Profiles 

 

Explainability assessment has incorporated Grad-CAM++ localization and explanation stability. The 
clinical assessment has been designed around a target sample of 120 healthcare professionals using a 
five-point Likert scale, ranging from 1 (strongly disagree) to 5 (strongly agree). Six constructs have been 
identified: explainability, diagnostic reliability, robustness, clinical usefulness, trust, and intended 
adoption. Descriptive statistics, Cronbach's alpha, Pearson correlation, and multiple regression have 
been selected to evaluate these relationships. Seven research hypotheses have been established to 
examine CNN performance differences, diagnostic robustness, explanation quality, clinical trust, and 
adoption intentions. The final analysis requires observed values for classification accuracy, AUROC, 
sensitivity, Cronbach's alpha, correlation coefficients, regression coefficients, R², and statistical 
significance.  
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Dataset and Respondent Characteristics 
Table 1: Dermoscopic Dataset Characteristics and Diagnostic Class Distribution 

Diagnostic Category Classification Image Count Percentage (%) 

Melanoma (MEL) Malignant 4,522 17.85 

Basal Cell Carcinoma (BCC) Malignant 3,323 13.12 

Squamous Cell Carcinoma 
(SCC) 

Malignant 628 2.48 

Melanocytic Nevus (NV) Benign 12,875 50.83 

Benign Keratosis (BKL) Benign 2,624 10.36 

Dermatofibroma (DF) Benign 239 0.94 

Vascular Lesions (VASC) Benign 253 1.00 

Actinic Keratosis (AK) Excluded from primary binary 
classification 

867 3.42 

Total  25,331 100.00 

The ISIC 2019 training dataset has provided a documented foundation for examining skin lesion 
classification across eight diagnostic categories. The proposed binary classification has grouped 8,473 
images into malignant categories and 15,991 images into benign categories, leaving 24,464 potentially 
eligible images before additional quality screening and duplicate or patient-level checks. The 867 actinic 
keratosis images have been designated for exclusion from the primary binary task because of diagnostic 
considerations concerning premalignant lesions. Melanocytic nevi have accounted for the largest 
proportion of images, revealing considerable class imbalance. This distribution has established the need 
for class-sensitive performance measurements, appropriate training procedures, and careful 
interpretation of overall classification accuracy. The clinician component has retained a proposed 
recruitment target of 120 respondents, although actual recruitment and survey completion have not 
been established. 

CNN Classification and Comparative Performance 
Table 2:  Comparative CNN Classification Performance 

CNN Architecture Accuracy (%) Sensitivity (%) Specificity (%) F1-Score (%) AUROC  p-value 

Attention-Enhanced EfficientNet-B3 93.75 93.00 94.00 88.15 0.965 Reference 

ResNet50 91.00 88.00 92.00 83.02 0.941 <.001 

DenseNet121 91.75 89.50 92.50 84.43 0.949 <.001 

Conventional EfficientNet-B3 92.38 90.50 93.00 85.58 0.953 .0016 

The  comparative assessment has demonstrated how the proposed attention-enhanced EfficientNet-B3 
architecture could be evaluated against established CNN classifiers using a consistent diagnostic test 
population. Within this hypothetical example, the proposed architecture has achieved 93.75% accuracy, 
93.00% sensitivity, and 94.00% specificity. Its F1-score of 88.15% and AUROC of 0.965 have exceeded 
the corresponding  values of the three baseline architectures. The sensitivity comparison has received 
particular attention because false-negative malignant classifications represent an important diagnostic 
concern. The paired statistical comparisons have illustrated the evidence required to examine H1. 
However, these simulated values have not established actual model superiority. Verified predictions 
from identical patient-separated test records have remained necessary for determining classification 
performance, calculating confidence intervals, and evaluating the first research hypothesis. 

Diagnostic Robustness and External Validation 
Table 3:  Robustness and External Validation Results 

Evaluation Condition Images (n) Proposed F1 
(%) 

Baseline F1 
(%) 

Proposed Decline 
(Points) 

Baseline Decline 
(Points) 

Proposed 
Sensitivity 

(%) 

Original Test Images 4,000 88.15 85.58 0.00 0.00 93.00 

Gaussian Noise 4,000 85.94 79.44 2.21 6.14 90.80 

Gaussian Blur 4,000 85.05 80.94 3.10 4.64 89.90 
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Illumination Variation 4,000 86.61 82.42 1.54 3.15 91.50 

Image Compression 4,000 83.96 78.14 4.19 7.44 89.00 

Independent External Cohort 1,000 83.46 Not assessed Not applicable Not applicable 88.33 

The  robustness assessment has demonstrated how classification stability could be evaluated under 
image degradation and external dataset variation. The proposed architecture has exhibited smaller 
hypothetical F1-score reductions than conventional EfficientNet-B3 under Gaussian noise, blur, 
illumination changes, and compression. The largest  reduction for the proposed model has occurred 
under image compression, where the F1-score has decreased by 4.19 percentage points. The example 
external cohort has produced an F1-score of 83.46%, sensitivity of 88.33%, and an independently 
specified AUROC of 0.925. These values have illustrated the distinction between internal robustness 
and cross-dataset generalization. H2 has required paired statistical evidence that model performance 
deterioration differs significantly between architectures. The  descriptive differences have not, 
independently, proved this hypothesis. Actual evaluation has also required verification that the 
external cohort contains no overlapping images or patients. 

Explainability and Lesion Localization Results 
Table 4:  Grad-CAM++ Lesion Localization Performance 

Evaluation Variable Proposed CNN Conventional EfficientNet-B3 

Images with Lesion Masks 300 300 

Mean Intersection over Union 0.573 0.456 

Standard Deviation 0.190 0.153 

Mean Paired Difference 0.118 Reference 

 95% CI for Difference 0.106–0.130 Reference 

 p-value <.001 Reference 

The hypothetical explainability evaluation has illustrated how Grad-CAM++ localization could be 
examined against available dermoscopic lesion annotations. The proposed CNN has produced an  
mean Intersection over Union of 0.573, compared with 0.456 for conventional EfficientNet-B3. The 
paired difference of approximately 0.118 has indicated stronger localization agreement within the 
simulated example. The comparison has applied the same explanation procedure to both architectures, 
preventing differences in visualization methods from being mistaken for architectural improvements. 
These outcomes have illustrated the statistical evaluation associated with H3. Nevertheless, lesion 
overlap has represented only one component of explainability, because attention within lesion 
boundaries has not necessarily established clinically correct feature interpretation. Independent 
examination of explanation stability, diagnostic relevance, and incorrect predictions has remained 
essential. 

Table 5:  Clinician Ratings With and Without Explanations 

Assessment Variable Without Grad-CAM++ With Grad-CAM++ Mean Difference  p-value 

Perceived Transparency 3.30 3.97 +0.67 <.001 

Clinical Trust 3.42 3.80 +0.38 <.001 

Note. Hypothetical paired clinician assessment (n = 120) using five-point Likert ratings; 

The  clinician assessment has demonstrated how visual explanations could be evaluated through paired 
five-point Likert ratings. Perceived transparency has increased from 3.30 without Grad-CAM++ 
explanations to 3.97 with explanations, representing a hypothetical mean improvement of 0.67 points. 
Clinical trust has increased from 3.42 to 3.80, corresponding to a difference of 0.38 points. These 
simulated paired comparisons have illustrated the testing strategy for H4, which has concerned the 
relationship between explanation availability and clinician evaluations. The example has also reflected 
Trust in Automation Theory by distinguishing perceived process transparency from overall 
professional trust. Actual assessment has required standardized diagnostic examples, controlled 
presentation order, and appropriate paired statistical testing. Higher reported trust has not necessarily 
indicated more accurate clinical decisions or appropriately calibrated reliance. 
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Survey Reliability and Descriptive Statistics 
Table 6:  Reliability and Descriptive Statistics of Research Constructs 

Research Construct Mean Standard Deviation Cronbach’s Alpha Scale 

Perceived Explainability 3.71 0.67 0.852 1–5 

Perceived Diagnostic Reliability 3.63 0.67 0.861 1–5 

Perceived Robustness 3.57 0.79 0.895 1–5 

Perceived Clinical Usefulness 3.79 0.65 0.862 1–5 

Clinical Trust 3.77 0.67 0.862 1–5 

Intended Clinical Adoption 3.65 0.64 0.846 1–5 

Note. Simulated responses (n = 120), four questionnaire items per construct. 

The  descriptive analysis has demonstrated the proposed questionnaire's treatment of explainability, 
diagnostic reliability, robustness, clinical usefulness, trust, and intended adoption as six distinct 
constructs. Perceived clinical usefulness has obtained the highest hypothetical mean of 3.79, followed 
closely by clinical trust at 3.77. Perceived robustness has received the lowest mean of 3.57 and the 
largest standard deviation of 0.79, indicating greater response dispersion within the simulated dataset. 
Cronbach's alpha values have ranged from 0.846 to 0.895, illustrating acceptable internal consistency 
under conventional screening criteria. These statistics have reflected the performance, process, and 
purpose dimensions of Trust in Automation Theory. However, reliability coefficients have not 
established construct validity by themselves. Actual survey analysis has required examination of item 
quality, factor structure, missing responses, and the suitability of treating composite Likert scores as 
approximately continuous variables. 

Correlation, Regression, and Hypothesis Testing 
Table 7:  Pearson Correlation Analysis 

Variable Relationship Pearson’s r  p-value Direction 

Explainability and Clinical Trust 0.320 <.001 Positive 

Diagnostic Reliability and Clinical Trust 0.523 <.001 Positive 

Robustness and Clinical Trust 0.538 <.001 Positive 

Clinical Usefulness and Clinical Trust 0.504 <.001 Positive 

Explainability and Intended Adoption 0.313 <.001 Positive 

Diagnostic Reliability and Intended Adoption 0.604 <.001 Positive 

Clinical Trust and Intended Adoption 0.579 <.001 Positive 

Note.  correlations from simulated clinician-level composite Likert scores (n = 120), not measured study results. 

The  correlation analysis has examined associations among the principal constructs derived from Trust 
in Automation Theory. Perceived explainability has demonstrated a hypothetical positive correlation 
with clinical trust, r = 0.320, thereby illustrating the bivariate test associated with H5. Perceived 
robustness, diagnostic reliability, and clinical usefulness have each shown positive associations with 
trust, with coefficients of 0.538, 0.523, and 0.504, respectively. The strongest listed correlation has 
occurred between diagnostic reliability and intended adoption, r = 0.604. Clinical trust has also 
correlated positively with adoption intentions, r = 0.579. These simulated relationships have 
demonstrated the planned statistical approach but have not established actual research findings. 
Furthermore, Pearson correlations have represented unadjusted associations and have not 
demonstrated causality or independent predictor effects after accounting for other constructs. 
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Table 8:  Multiple Regression Results 

Predictor Variable Trust Model B Trust Model p Adoption Model B Adoption 
Model p 

Perceived Explainability 0.117 .091 0.138 .045 

Perceived Diagnostic Reliability 0.311 <.001 0.389 <.001 

Perceived Robustness 0.244 <.001 Not included — 

Perceived Clinical Usefulness 0.326 <.001 Not included — 

Clinical Trust Dependent 
variable — 0.307 <.001 

Professional Experience 0.009 .287 −0.006 .490 

AI Familiarity −0.052 .303 −0.055 .269 

R² 0.520 — 0.484 — 

Adjusted R² 0.495 — 0.462 — 

Model F-statistic 20.42 <.001 21.42 <.001 

Note. Hypothetical regression coefficients, model fit, and p-values (n = 120). B values are unstandardized; the  figures have not been 
estimated from collected survey records. 

The  regression analysis has evaluated the adjusted statistical relationships underlying H6 and H7. In 
the hypothetical clinical trust model, diagnostic reliability, robustness, and clinical usefulness have 
demonstrated statistically significant positive coefficients, while explainability has not reached the 
conventional 0.05 significance threshold after adjustment. The model has explained approximately 
52.0% of the simulated variation in trust. The adoption model has identified perceived explainability, 
diagnostic reliability, and clinical trust as positive predictors, with an  R² of 0.484. This distinction has 
demonstrated why significant bivariate correlations have not necessarily guaranteed significant 
adjusted regression coefficients. Trust in Automation Theory has provided the theoretical 
interpretation of these relationships by distinguishing performance judgments, process understanding, 
purpose alignment, and professional reliance. The regression coefficients have remained associations 
rather than causal effects, and the simulated outcomes have not represented verified clinician 
responses. 

Table 9:  Research Hypothesis Evaluation 

Hypothesis Principal Statistical Evidence  Outcome Empirical Status 

H1: Improved CNN Classification 
Paired model accuracy 

comparison 
Significant differences 

illustrated 
Not verified 

H2: Greater Diagnostic Robustness F1-score deterioration comparison Smaller declines illustrated Not verified 

H3: Improved Explanation 
Localization 

Paired localization assessment 
Positive difference 

illustrated 
Not verified 

H4: Explanations Increase Trust Paired clinician ratings Significant differences 
illustrated 

Not verified 

H5: Explainability Relates to Trust Pearson correlation 
Positive association 

illustrated Not verified 

H6: Reliability, Robustness, and 
Usefulness Relate to Trust 

Multiple linear regression 
Significant coefficients 

illustrated 
Not verified 

H7: Explainability, Reliability, and 
Trust Predict Adoption 

Multiple linear regression 
Significant coefficients 

illustrated 
Not verified 

Note. The entries have depicted intended or hypothetical analyses; none of H1–H7 has been empirically accepted or rejected. 

The integrated hypothesis evaluation has connected the seven proposed hypotheses with their 
corresponding analytical procedures and expected reporting requirements. The  CNN comparisons 
have addressed classification discrimination, robustness, and lesion-localization agreement, while the 
simulated clinician-level analyses have addressed transparency, trust, and adoption intentions. The 
framework has maintained a distinction between objective diagnostic evidence and perceived model 
characteristics, consistent with the selected theoretical foundation. H1, H3, and H4 have required 
appropriate paired comparisons, whereas H2 has required a direct statistical comparison of robustness-
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related performance deterioration. H5 has involved correlation analysis, while H6 and H7 have 
involved adjusted regression models. Although the numerical examples have demonstrated how 
hypothesis testing could be presented, none of the seven hypotheses has been empirically confirmed 
through the information currently available. Actual CNN predictions and clinician observations have 
remained necessary to determine the final hypothesis decisions. 

DISCUSSION 
The comparative evaluation of convolutional neural network architectures has provided a structured 
basis for examining automated classification of benign and malignant skin lesions, particularly through 
diagnostic accuracy, sensitivity, specificity, F1-score, and AUROC. The  results have indicated that the 
proposed attention-enhanced EfficientNet-B3 architecture could achieve stronger diagnostic 
discrimination than ResNet50, DenseNet121, and conventional EfficientNet-B3 under identical 
evaluation conditions. The previously presented hypothetical accuracy of 93.75%, sensitivity of 93.00%, 
and AUROC of 0.965 have demonstrated the intended evaluation framework rather than verified 
model performance. These patterns have remained consistent with the methodological direction 
established by earlier CNN investigations. In “Dermatologist-Level Classification” (pp. 115–118), 
researchers demonstrated that deep neural networks could achieve performance comparable with 
dermatologists across selected classification tasks, establishing the feasibility of automated 
dermatological image analysis (Esteva et al., 2017). Similarly, comparative research involving 
dermatologist assessments established the diagnostic capabilities of deep learning under standardized 
experimental conditions (Haenssle et al., 2018). The proposed architecture has incorporated attention-
enhanced feature extraction to examine whether relevant pigmentation structures, lesion boundaries, 
and morphological abnormalities could receive greater representation during classification. However, 
classification performance has required interpretation beyond aggregate accuracy because the 
erroneous identification of malignant lesions as benign has carried different clinical consequences from 
incorrectly classifying benign lesions as malignant. The distinction between melanoma, basal cell 
carcinoma, and squamous cell carcinoma has also warranted subclass-specific evaluation because the 
grouping of heterogeneous malignant conditions into one diagnostic category could conceal differences 
in predictive sensitivity. Consequently, a rigorous comparison with previous studies has required 
consideration of dataset composition, diagnostic reference standards, classification thresholds, and 
evaluation procedures rather than numerical accuracy alone. 

The examination of diagnostic robustness, cross-dataset generalization, and explainability has 
addressed important methodological weaknesses associated with conventional CNN-based skin cancer 
classification. The  robustness results have indicated smaller F1-score deterioration for the proposed 
architecture than for conventional EfficientNet-B3 under simulated noise, blur, illumination variation, 
and compression. Nevertheless, external validation has represented a more demanding assessment 
because differences in imaging equipment, patient populations, lesion characteristics, and clinical 
institutions can introduce substantial changes in data distributions. In “A Benchmark for Neural 
Network Robustness” (pp. 191–199), researchers identified the susceptibility of dermatological 
classifiers to image corruption and distribution shifts, emphasizing limitations associated with 
evaluating models exclusively through conventional holdout datasets (Maron et al., 2021). Similarly, 
the International Skin Imaging Collaboration validation study demonstrated substantial differences in 
algorithmic performance across independent image sources and unfamiliar diagnostic conditions 
(Combalia et al., 2022). These observations have provided a strong rationale for evaluating diagnostic 
robustness independently from ordinary classification accuracy. The explainability component has 
introduced another dimension by assessing whether Grad-CAM++ visualizations have corresponded 
with relevant lesion regions. Previous research comparing visual explanation techniques found 
different levels of agreement with dermatologists' interpretations of melanoma characteristics, with 
Grad-CAM and Grad-CAM++ exhibiting distinguishable performance (Giavina-Bianchi et al., 2023). 
The  localization differences in the present framework have therefore represented a potentially useful 
comparison rather than proof of clinical interpretability. Importantly, an explanation map has not 
established that a prediction was diagnostically correct or that the highlighted features were causally 
responsible for malignancy. This distinction has supported a multidimensional evaluation combining 
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classification performance, robustness, external validity, explanation stability, and clinical relevance, 
while recognizing the limitations of post hoc visual explanations (Ghassemi et al., 2021). 

The practical and clinical dimensions of the research have concerned the relationship between 
explainable CNN predictions and healthcare professionals' willingness to consider automated 
recommendations during dermatological assessments. The  five-point Likert results have suggested 
how perceived explainability, diagnostic reliability, robustness, and clinical usefulness could be 
associated with professional trust and intended adoption. The hypothetical increase in perceived 
transparency from 3.30 without Grad-CAM++ explanations to 3.97 with explanations has illustrated 
the proposed paired assessment, while the corresponding increase in trust from 3.42 to 3.80 has 
demonstrated the intended comparison of clinician perceptions. Similar relationships have been 
examined in actual dermatological investigations. In “Dermatologist-Like Explainable AI,” researchers 
found that domain-specific explanations increased dermatologists' diagnostic confidence and trust 
compared with conventional AI assistance (Chanda et al., 2024). Furthermore, research concerning 
human-computer collaboration in skin cancer recognition established the importance of evaluating 
combined clinician-algorithm decisions rather than examining isolated classification accuracy 
(Tschandl et al., 2020). These findings have supported the relevance of assessing model transparency 
and diagnostic assistance from a clinical perspective. However, increased confidence has not 
necessarily represented improved clinical judgment, particularly when an automated system has 
generated an incorrect recommendation. The practical relevance of the proposed framework has 
therefore involved positioning CNN predictions as supplementary diagnostic information subject to 
professional verification. Probability scores, explanation maps, and uncertainty indicators could be 
presented together to assist clinicians in examining suspicious lesion characteristics. Clinical 
implementation has also required attention to false-negative risk, explainability quality, patient 
privacy, diagnostic accountability, and integration into existing dermatological assessment procedures. 
Actual clinical effectiveness would require prospective evidence demonstrating improved patient-level 
or clinician-level decisions rather than favorable questionnaire ratings alone. 

Figure 10: Proposed DG-UCE-CNN Future Diagnostic Framework 

 

The theoretical interpretation of the research has been grounded in Trust in Automation Theory, which 
explains professional reliance on automated systems through perceptions of performance, process, and 
purpose. Within the proposed conceptual framework, objectively measured diagnostic accuracy and 
robustness have represented system performance, Grad-CAM++ explanations have provided partial 
information concerning the decision process, and perceived clinical usefulness has reflected the 
alignment of automated classification with dermatological objectives. The  correlation and regression 
analyses have demonstrated how these dimensions could be examined as predictors of clinical trust 
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and intended adoption. Previous research involving physicians found that explainability significantly 
influenced technology trust and perceived value, while its direct relationship with behavioral intention 
was not established (Liu et al., 2022). This distinction has highlighted the importance of differentiating 
direct relationships from indirect associations through professional trust. The theoretical framework 
has also emphasized that appropriate reliance requires correspondence between confidence in an 
automated system and its demonstrated capabilities, rather than uniformly positive perceptions (Lee 
& See, 2004). Several methodological limitations have remained relevant to interpreting the proposed 
analysis. Retrospective dermoscopic datasets may contain imbalanced diagnostic classes, incomplete 
clinical metadata, heterogeneous reference labels, and underrepresentation of particular patient 
populations. Research examining dermatological AI across diverse clinical images has identified 
substantial performance differences among population groups and disease presentations (Daneshjou 
et al., 2022). In addition, purposive clinician recruitment, a relatively limited survey sample, self-
reported Likert measurements, and cross-sectional data have constrained generalizability and causal 
interpretation. Repeated assessments of multiple lesions by individual clinicians have also required 
appropriate statistical handling. Consequently, the research has distinguished objectively measured 
CNN performance from clinicians' subjective evaluations and has recognized that statistical 
associations alone cannot demonstrate actual clinical reliance or adoption. 

Future research should prioritize developing a more comprehensive Domain-Generalized, 
Uncertainty-Calibrated, Explainable Multimodal CNN (DG-UCE-CNN) framework that extends the 
proposed attention-enhanced EfficientNet-B3 architecture through integrated lesion segmentation, 
multimodal feature learning, uncertainty estimation, and clinically grounded explanations. The 
proposed architecture could combine an EfficientNet-based convolutional feature extractor with a 
lightweight vision transformer to capture localized pigmentation characteristics and broader spatial 
relationships across dermoscopic images. A dedicated segmentation component could identify lesion 
boundaries before classification, reducing unnecessary attention to surrounding image artifacts. Where 
ethically collected and diagnostically relevant information is available, multimodal fusion could 
integrate dermoscopic images with patient age, anatomical lesion location, clinical photographs, and 
other appropriate metadata. Domain-generalization strategies could incorporate diverse institutional 
datasets, balanced augmentation, illumination normalization, and robustness-aware optimization to 
reduce dependence on acquisition-specific features. An additional uncertainty-calibration component 
could employ temperature scaling, ensemble disagreement, and carefully validated conformal 
prediction methods to identify cases requiring additional clinical review. Importantly, conformal 
coverage guarantees would require examination of their statistical assumptions and could not 
automatically be transferred to shifted clinical populations. Explainability could be strengthened 
through comparisons among Grad-CAM++, counterfactual visualizations, and clinically annotated 
lesion characteristics, with explanation fidelity and stability assessed alongside predictive performance. 
These developments would respond to documented concerns about distribution shifts, interpretability, 
and unequal diagnostic performance across patient populations (Combalia et al., 2022; Daneshjou et 
al., 2022). Future investigations should also employ prospective, multicenter clinician studies 
comparing unaided diagnosis, conventional CNN assistance, and uncertainty-aware explainable CNN 
assistance. Randomized assessment conditions could evaluate diagnostic accuracy, false-negative 
decisions, confidence calibration, decision time, and inappropriate reliance. Because earlier human-AI 
research has demonstrated that explanation interfaces can influence overreliance, the proposed 
framework should incorporate explicit review prompts and selective prediction mechanisms rather 
than attempting to maximize clinician trust indiscriminately (Buçinca et al., 2021). Such evaluations 
would establish a more rigorous foundation for determining whether improved model architecture, 
meaningful explanations, and uncertainty-aware human oversight could translate into safer and more 
reliable dermatological decision support. 

CONCLUSION 
The present research has established a comprehensive methodological framework for examining robust 
and explainable convolutional neural network-based deep learning in the automated detection and 
classification of benign and malignant skin cancer. The study has integrated an attention-enhanced 
EfficientNet-B3 architecture, comparative CNN evaluation, diagnostic robustness assessment, and 
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Grad-CAM++ visualization within a quantitative, retrospective cross-sectional embedded multiple-
case design. Particular attention has been directed toward diagnostic accuracy, sensitivity, specificity, 
external generalization, and explainability. Furthermore, the application of Trust in Automation 
Theory has connected perceived diagnostic reliability, explainability, robustness, and clinical 
usefulness with healthcare professionals' trust and intended adoption. The proposed five-point Likert 
questionnaire, descriptive statistics, Pearson correlation analysis, and regression models have provided 
a structured approach to examining these relationships. The research has distinguished objective 
diagnostic performance from subjective clinical perceptions, recognizing their separate contributions 
to evaluating automated diagnostic systems. However, the numerical results presented earlier have 
been  rather than empirically verified. Consequently, the research hypotheses have remained subject to 
validation through actual CNN experiments and clinician survey data. 

RECOMMENDATIONS 
The research recommends developing and evaluating robust, explainable convolutional neural 
network architectures capable of distinguishing benign and malignant skin lesions across 
heterogeneous dermoscopic image datasets. Particular emphasis should be placed on attention-
enhanced EfficientNet models, balanced training procedures, patient-level data separation, and 
independent external validation to minimize classification bias and improve diagnostic reliability. 
Healthcare researchers should incorporate Grad-CAM++ visualization, lesion-localization assessment, 
and probability calibration to examine model interpretability and predictive uncertainty. Furthermore, 
diagnostic systems should be evaluated using sensitivity, specificity, F1-score, AUROC, and clinically 
meaningful error measures rather than classification accuracy alone. Dermatologists and qualified 
healthcare professionals should participate in structured evaluations of perceived transparency, clinical 
usefulness, trust, and adoption intentions through validated questionnaires. The study also 
recommends prospective multicenter investigations, diverse patient representation, and subgroup-
specific performance assessment. Future model development should explore uncertainty-aware 
multimodal architectures incorporating dermoscopic images, relevant patient characteristics, and 
clinically meaningful explanations. Automated predictions should remain subject to qualified 
professional evaluation, particularly when identifying potentially malignant lesions. 

LIMITATIONS OF THE STUDY 
The study has been designed around retrospective dermoscopic image datasets and a cross-sectional 
clinician assessment, introducing several methodological limitations concerning diagnostic 
generalizability, sample representativeness, and causal interpretation. Publicly available skin lesion 
datasets may contain imbalanced diagnostic categories, inconsistent image acquisition conditions, 
incomplete clinical metadata, and underrepresentation of particular skin tones and patient populations. 
Differences in diagnostic reference standards and potentially overlapping images have introduced 
additional concerns requiring careful verification. The proposed attention-enhanced EfficientNet-B3 
architecture has also depended on dataset quality, computational resources, and predefined training 
configurations. Grad-CAM++ visualizations have offered information about influential image regions 
without independently establishing clinical correctness or causal feature importance. Additionally, 
purposive clinician recruitment and self-reported five-point Likert measurements have limited the 
potential generalizability of perceived trust and adoption relationships. Cross-sectional regression 
analysis has not permitted causal conclusions. Most importantly, the previously presented quantitative 
findings have been , and actual experimental outputs and questionnaire responses have not been 
available. Accordingly, empirical hypothesis confirmation and definitive clinical effectiveness claims 
have remained beyond the available evidence. 
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