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ABSTRACT 

This systematic literature review investigates the role of blockchain technology in 

revolutionizing the global banking sector, with a particular focus on its applications in 

loan processing, decentralized credit history management, regulatory compliance, 

interoperability, and institutional readiness. Utilizing the PRISMA 2020 methodology, a 

total of 134 peer-reviewed journal articles published between 2013 and 2024 were 

systematically identified, screened, and thematically analyzed. The study aims to 

provide a comprehensive synthesis of existing research to understand how distributed 

ledger technologies (DLTs) are being implemented within financial institutions to address 

longstanding challenges such as inefficiencies in loan origination, exclusion from 

traditional credit scoring systems, and regulatory complexities. Findings from the review 

highlight that smart contracts have significantly automated loan disbursement and 

underwriting processes, leading to faster, error-resistant, and cost-effective operations. 

Furthermore, blockchain-based credit platforms offer inclusive alternatives to 

centralized credit bureaus by incorporating decentralized identity (DID) frameworks 

and alternative credit data, thereby expanding access to finance for underbanked 

populations. The study also reveals that blockchain improves regulatory compliance 

through real-time audit trails and automated KYC/AML reporting, although the lack of 

interoperability, standardized data protocols, and legal clarity remain major 

impediments. Institutional readiness—driven by leadership commitment, IT 

infrastructure, and regulatory flexibility—is found to be a critical enabler of successful 

blockchain adoption. Comparative analysis across regions including North America, 

Europe, Asia-Pacific, and Africa underscores how national innovation policies and 

public-private partnerships influence the pace and scope of adoption. Additionally, this 

review identifies key research gaps, such as limited longitudinal assessments, 

underexplored SME and rural banking applications, insufficient user experience studies, 

and emerging areas like quantum-resilient DLT and AI-blockchain fusion. Overall, the 

study contributes to the evolving discourse by offering a consolidated knowledge base, 

identifying implementation challenges, and outlining strategic pathways for leveraging 

blockchain in modernizing banking infrastructure. 

 

KEYWORDS 

Blockchain in Banking; Distributed Ledger Technology (DLT); Smart Contracts; Credit 

History Management; Regulatory Compliance; 

1 Master of Business Administration, Indiana State University, Terre Haute, Indiana, USA 

Email: masudkowsar1989@gmail.com 

 
2Graduate student, School of Computer and Information Sciences, Washington University of Science 

and Technology ( WUST), USA 

Email: mintoo.hr@gmail.com 

 

Citation:  

Kowsar, M. M., & 

Mintoo, A. A. (2025). 

Blockchain in banking: 

A review of distributed 

ledger applications in 

loan processing, credit 

history, and 

compliance. American 

Journal of Scholarly 

Research and 

Innovation, 4(1), 101–

138. 

https://doi.org/10.6312

5/gp61va54 

 

 

Received:  

January 6, 2025 

 

Revised:  

February 10, 2025 

 

Accepted:  

March 24, 2025 

 

Published:  

April 21, 2025 

 

 
 

 

Copyright: 

© 2025 by the author. 

This article is published 

under the license of 

American Scholarly 

Publishing Group Inc 

and is available for 

open access. 

https://researchinnovationjournal.com/index.php/AJSRI/issue/view/7
https://doi.org/10.63125/gp61va54
https://researchinnovationjournal.com/index.php/AJSRI/about
mailto:masudkowsar1989@gmail.com
mailto:mintoo.hr@gmail.com
https://doi.org/10.63125/gp61va54
https://doi.org/10.63125/gp61va54


 

102 

 

American Journal of Scholarly Research and Innovation 

Volume 04, Issue 01 (2025) 

Page No:  101-138 

eISSN: 3067-2163 

Doi: 10.63125/gp61va54 

 

INTRODUCTION 

Blockchain, commonly defined as a decentralized and distributed ledger technology (DLT), 

enables the secure recording of transactions across multiple nodes in a network without relying 

on a central authority (Bamakan et al., 2020). Originally designed to support cryptocurrencies, 

particularly Bitcoin, blockchain technology has evolved into a multifaceted framework with 

applications extending far beyond digital currencies (Zivic et al., 2019). In the context of financial 

services, blockchain facilitates immutable, time-stamped, and transparent records of 

transactions, thus establishing trust among stakeholders (Chowdhury et al., 2021). The banking 

industry, which has traditionally relied on centralized and siloed information systems, has 

increasingly explored blockchain’s potential to streamline internal operations, improve security 

protocols, and enhance customer experience (Jaoude & Saadé, 2019). With heightened global 

scrutiny over issues such as loan fraud, regulatory non-compliance, and data breaches, 

blockchain emerges as a transformative solution to address operational inefficiencies and 

regulatory gaps (Lu, 2018). In the realm of international finance, blockchain's relevance is 

underscored by the challenges of interoperability, latency, and lack of trust that characterize 

traditional cross-border banking operations (Sriman & Kumar, 2022). The technology’s 

cryptographic underpinnings and consensus mechanisms ensure that data integrity and 

authenticity are preserved throughout the transaction lifecycle (Rauchs et al., 2018). Distributed 

ledgers, by enabling real-time data synchronization across all participating nodes, eliminate the 

reconciliation delays common in conventional banking systems (Alarab & Prakoonwit, 2022). 

Furthermore, global banking consortiums such as R3 and enterprise-grade platforms like 

Hyperledger Fabric and Corda have laid the technical and strategic foundation for blockchain 

implementation in banking environments (Bünz et al., 2018). The international significance of these 

developments is evident in policy discussions led by institutions such as the World Bank and the 

International Monetary Fund, which 

have recognized blockchain’s 

potential in financial inclusion and 

regulatory efficiency (Kakarlapudi & 

Mahmoud, 2021). 

Loan processing is one of the key 

financial activities that has historically 

involved multiple intermediaries, 

excessive paperwork, and delays due 

to manual verification processes (Li et 

al., 2020). Blockchain technology 

offers a decentralized alternative 

wherein smart contracts—self-

executing agreements encoded on 

the blockchain—can automate 

underwriting, disbursement, and 

repayment activities (Gonzalez, 2019). 

These smart contracts reduce 

operational frictions by enforcing 

predefined rules and eliminating the 

need for third-party validation 

(Locurcio et al., 2021). Recent pilot 

projects by financial institutions such as JPMorgan and Banco Santander have demonstrated 

blockchain’s viability in streamlining loan issuance, lowering costs, and reducing fraud risks (Rilwan 

et al., 2022). Furthermore, blockchain ensures traceability and auditability throughout the loan 

lifecycle, which enhances transparency and accountability in financial transactions (Gonzalez, 

2019; Locurcio et al., 2021). This level of automation and integrity is especially valuable in 

syndicated lending and peer-to-peer lending environments where trust among decentralized 

stakeholders is paramount (Kassen, 2022). Moreover, Credit history, another cornerstone of 

Figure 1: Overview of Blockchian 
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banking operations, plays a pivotal role in financial risk assessment and lending decisions (Chen 

et al., 2020). Traditional credit reporting agencies, which act as centralized repositories of 

borrower data, have been criticized for lack of accuracy, transparency, and inclusivity (Kirillova 

et al., 2021). Blockchain’s decentralized architecture allows individuals to maintain control over 

their own credit histories, verified through cryptographic signatures and timestamped data entries 

(Chelladurai & Pandian, 2021; Tao et al., 2022). This not only prevents unauthorized alterations but 

also facilitates real-time access to updated credit information by authorized financial entities 

(Ivanov, 2022). Moreover, blockchain can incorporate alternative credit data such as mobile 

payment histories, utility bills, and peer endorsements, offering a more holistic and inclusive credit 

scoring system (Sachan et al., 2020). Emerging platforms such as Bloom and Colendi are already 

operationalizing this vision, providing decentralized identity and credit scoring solutions in both 

developed and emerging markets (Xu et al., 2023). 

Figure 2: Blockchain-Enabled Regulatory Compliance Workflow in Banking Operations 

In the domain of regulatory compliance, blockchain offers a robust infrastructure to meet Know 

Your Customer (KYC), Anti-Money Laundering (AML), and General Data Protection Regulation 

(GDPR) requirements efficiently (Kassen, 2022). Banks are legally mandated to maintain 

comprehensive records of customer identity, transaction histories, and suspicious activities, often 

resulting in significant operational burdens and redundant procedures across financial institutions 

(Tao et al., 2022). A shared blockchain ledger allows financial entities to access verified customer 

data in real-time without duplication or delay, enabling quicker onboarding and enhanced fraud 

detection (Hamledari & Fischer, 2021). Furthermore, blockchain supports programmable 

compliance through the use of regulatory nodes and smart audit trails, allowing automated alerts 

and regulatory reporting based on pre-defined rules and thresholds (Tao et al., 2021). Industry 

initiatives such as the Utility Settlement Coin and the Global Legal Entity Identifier Foundation 

exemplify how blockchain frameworks are being designed for compliance standardization across 

jurisdictions (Zetzsche et al., 2021). From an operational perspective, blockchain also addresses 

several inefficiencies associated with data silos, system incompatibility, and redundancy in 

banking infrastructures (Miraz & Donald, 2018). Many banking institutions struggle with legacy 

systems that hinder real-time processing and integration across departments and with third-party 

https://researchinnovationjournal.com/index.php
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systems (Abeyratne & Monfared, 2016). Blockchain's shared ledger system promotes data 

harmonization and a single version of truth that is accessible across departments, thereby 

facilitating more coherent and efficient workflows (Liu et al., 2019). Use cases such as digital 

identity management, collateral verification, and payment settlement further highlight the 

integrative role blockchain plays in enhancing enterprise banking systems (Böszörmenyi & 

Schweighofer, 2015). By recording transaction logs that are immutable and transparent, 

blockchain also improves internal audit mechanisms and risk management capabilities (Cole et 

al., 2019). This aligns with industry-wide goals to achieve operational resilience, data accuracy, 

and regulatory conformity through digital transformation initiatives (Găbudeanu et al., 2021). 

In terms of stakeholder trust and governance, blockchain facilitates a paradigm shift in how data 

is shared, verified, and owned across financial ecosystems (de Lange et al., 2022). The 

technology’s consensus algorithms and encryption methods offer a secure mechanism for 

authenticating transactions and verifying identities without compromising data sovereignty 

(Kumar et al., 2019). In the banking sector, where confidentiality and data protection are 

paramount, blockchain enhances client trust by minimizing unauthorized access and fostering 

auditability (Jovanovic et al., 2024). Furthermore, the role of governance tokens and 

decentralized autonomous organizations (DAOs) is being explored to give stakeholders 

participatory roles in platform development and decision-making (Kumar et al., 2019). Such 

participatory frameworks can improve accountability, reduce conflicts of interest, and align 

stakeholder incentives more effectively than traditional hierarchical models (Z. Zhang et al., 2020). 

This aspect is particularly relevant in consortium blockchains where multiple financial institutions 

collaborate on shared infrastructure to ensure compliance, transparency, and operational 

consistency (Almeshal & AlHogail, 2021).The principal objective of this systematic review is to 

investigate and synthesize the current state of knowledge regarding the application of 

blockchain technology—particularly distributed ledger systems—in enhancing loan processing, 

credit history management, and regulatory compliance within the banking sector. The review 

seeks to understand how blockchain has been adopted or piloted by financial institutions to 

address traditional inefficiencies, data integrity challenges, and regulatory risks. As the banking 

sector grapples with increased digitalization and rising regulatory scrutiny, blockchain technology 

presents itself as a transformative solution capable of reshaping foundational banking operations. 

Therefore, this study aims to compile evidence on how smart contracts automate loan 

disbursement and repayment, how decentralized identity and credit scoring platforms reduce 

bias and data monopoly, and how real-time transaction auditing mechanisms facilitate 

compliance with global regulatory standards. This objective is achieved by analyzing peer-

reviewed articles, industry white papers, and institutional reports published from 2017 to 2024 using 

a structured, PRISMA-guided review protocol. The study also aims to assess the operational and 

technological frameworks underpinning blockchain use in banking and to highlight critical 

success factors and limitations reported in implementation. By identifying these dimensions, the 

review offers a consolidated view of blockchain’s functional, technical, and regulatory impact 

across banking operations. Furthermore, the study categorizes blockchain adoption according 

to institutional size, region, and application type to better understand adoption patterns and 

strategic drivers. An equally important goal is to identify gaps in the literature—such as limited 

empirical evaluations, lack of standardization, and integration challenges—so that future 

research and implementation strategies may be informed by a more nuanced and evidence-

based understanding. Ultimately, this objective supports efforts to articulate how blockchain is 

reshaping the traditional paradigms of trust, transparency, and transaction integrity in modern 

banking systems. 

LITERATURE REVIEW 

The growing interest in blockchain applications within the banking industry has led to a significant 

body of academic and institutional literature that examines its potential to transform core 

financial services. Blockchain, as a decentralized, tamper-proof ledger, promises to address key 

issues in traditional banking such as inefficiency, lack of transparency, inconsistent credit 

evaluation, and fragmented compliance protocols. The extant literature spans across domains 

https://researchinnovationjournal.com/index.php
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including computer science, finance, economics, legal studies, and regulatory frameworks, 

offering both technical insights and socio-economic evaluations. In recent years, studies have 

highlighted the operational value of blockchain in automating loan processes through smart 

contracts, enabling decentralized identity verification, improving credit scoring systems, and 

enhancing regulatory reporting through immutable records. Despite these advancements, the 

adoption of blockchain in banking remains uneven, challenged by integration issues, institutional 

resistance, and jurisdictional regulatory disparities. This literature review synthesizes scholarly 

findings published between 2017 and 2024 to provide a comprehensive understanding of how 

distributed ledger technology is being leveraged in loan processing, credit history management, 

and banking compliance. The review is organized thematically to facilitate a deeper 

understanding of blockchain’s technical features, operational capabilities, institutional 

applications, and governance structures in financial systems. The review also examines critical 

success factors, common barriers to adoption, and the extent of real-world implementation in 

both developed and emerging economies. A detailed examination of each thematic area allows 

for a robust synthesis of current knowledge, offering insights into technological, operational, and 

policy-oriented perspectives. The following extended outline reflects the specific subthemes 

derived from the literature. 

Blockchain in Financial Services 

The integration of blockchain into financial services stems from its core functionality as a 

decentralized and tamper-resistant ledger capable of recording transactional data in a 

cryptographically secured and immutable format (Nguyen, 2016). Unlike traditional financial 

infrastructures, which rely on centralized authorities for recordkeeping and verification, 

blockchain employs distributed consensus mechanisms that eliminate the need for intermediaries 

(Wang, 2023). This shift towards decentralized trust has positioned blockchain as a disruptive 

technology across banking, insurance, asset management, and payment systems (Henriquez et 

al., 2019). Studies by Ciccio (2024) and Kassen (2022) have emphasized the transformative 

potential of blockchain in automating financial processes, increasing auditability, and reducing 

reconciliation costs. Moreover, blockchain architectures—public (e.g., Bitcoin, Ethereum), private 

(e.g., Ripple), and consortium-based (e.g., R3 Corda)—have evolved to support various use cases 

aligned with operational requirements in finance (Aras & Kulkarni, 2017). The literature also 

highlights early enterprise adoption in trade finance, cross-border payments, and supply chain 

financing, suggesting blockchain’s role in enhancing efficiency and data transparency (Bonsón 

& Bednárová, 2019). However, academic contributions such as those from Jiin-Chiou et al.(2018) 

and Van der Elst and Lafarre (2019) raise concerns about scalability, governance, and regulatory 

uncertainty that could limit blockchain’s broader adoption in complex financial ecosystems. 

Collectively, these studies underscore blockchain’s foundational evolution from cryptocurrency 

roots to a multipurpose infrastructure that aligns with the financial sector’s goals of security, 

transparency, and efficiency. 

Extensive research has examined blockchain’s applicability to banking operations, particularly in 

areas prone to inefficiencies such as loan processing, customer onboarding, and interbank 

settlements (De Giovanni, 2020). A core focus in the literature is the deployment of smart 

contracts, which enable automated, self-executing agreements coded directly onto the 

blockchain, thus minimizing manual errors and processing delays (De Giovanni, 2020; Queiroz et 

al., 2019). In banking, smart contracts streamline processes such as credit approvals, 

disbursement, and compliance checks by embedding rules directly into the transaction logic (Jiin-

Chiou et al., 2018; Shala et al., 2020). Pilot implementations by institutions like JPMorgan’s Quorum 

and Santander’s One Pay FX highlight operational gains in real-time settlements and fraud 

mitigation (Guo & Liang, 2016). Moreover, research by Chowdhury et al. (2021) and Jaoude and 

Saadé (2019) has emphasized blockchain's role in improving transparency and reducing costs in 

syndicated lending and peer-to-peer platforms. Queiroz et al. (2019) further observe that 

distributed ledgers promote synchronized updates across multiple banking stakeholders, 

eliminating redundancy in documentation and reconciliation. However, scholars like Shala et al., 

(2020) and Guo and Liang (2016) have questioned the compatibility of such systems with legacy 

https://researchinnovationjournal.com/index.php
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infrastructures, noting that interoperability challenges and institutional resistance remain 

significant barriers. Notably, empirical studies have been limited in duration and scope, which 

constrains the generalizability of results (Chowdhury et al., 2021; Shala et al., 2020). Nevertheless, 

the breadth of application-focused studies affirms blockchain’s capacity to reconfigure 

traditional banking processes through enhanced automation, reduced reliance on 

intermediaries, and improved transaction auditability. 

A growing body of literature has focused on blockchain’s implications for credit scoring and 

financial inclusion, particularly in addressing the limitations of traditional credit bureaus (Jaoude 

& Saadé, 2019). Conventional scoring systems often suffer from data inaccuracy, lack of 

transparency, and exclusion of informal economy participants (Queiroz et al., 2019). Blockchain 

offers a decentralized alternative wherein individuals can retain ownership of verifiable credit 

histories via encrypted, timestamped transactions on distributed ledgers (Guo & Liang, 2016). 

Projects such as Bloom, Colendi, and the Kiva Protocol provide decentralized identity (DID) 

frameworks and integrate alternative data sources—including mobile payments, social 

reputation, and utility bill histories—into the credit assessment process (Jaoude & Saadé, 2019). 

Research by Sumathi and Sangeetha (2020) and Guo and Liang (2016) suggests that these 

decentralized credit models can expand financial access to the underbanked in both 

developing and developed economies. Moreover, blockchain’s transparent and immutable 

recordkeeping mitigates risks of identity fraud and enhances borrower credibility for lenders 

(Chowdhury et al., 2021). However, studies by Jaoude and Saadé (2019) and Viriyasitavat and 

Hoonsopon (2019) caution that without standardization and regulatory guidance, fragmented 

implementations may create trust asymmetries and usability challenges. Furthermore, privacy 

issues remain salient, particularly regarding the right to be forgotten and the irrevocability of 

stored credit data (Van der Elst & Lafarre, 2019). Thus, while blockchain holds substantial promise 

in democratizing credit and promoting 

inclusive finance, its practical realization 

depends on harmonized governance 

and scalable infrastructures. 

The literature consistently highlights 

blockchain’s role in enhancing 

compliance frameworks such as Know 

Your Customer (KYC), Anti-Money 

Laundering (AML), and tax reporting 

requirements (Guo & Liang, 2016). 

Traditional compliance procedures are 

often fragmented, labor-intensive, and 

prone to duplication across financial 

institutions (Chakraborty et al., 2019). 

Blockchain enables shared, verified 

access to customer and transactional 

data, thereby facilitating more efficient 

onboarding and monitoring while 

reducing fraud risks (Sumathi & 

Sangeetha, 2020). Studies by 

Viriyasitavat and Hoonsopon (2019) and 

Jiang et al. (2022) have introduced the 

notion of regulatory nodes and smart auditing mechanisms, where compliance rules are 

embedded into blockchain protocols for real-time enforcement and reporting. This allows banks 

to respond promptly to suspicious activities while meeting statutory obligations without redundant 

documentation efforts (Aras & Kulkarni, 2017; Jiang et al., 2022). Research on global initiatives 

such as the Utility Settlement Coin and Digital Identity Consortiums highlights how blockchain can 

standardize compliance protocols across borders (Salah et al., 2019). Yet, concerns persist over 

the legal status of smart contracts, admissibility of blockchain evidence in court, and alignment 

Figure 3: Overall Applications of Blockchain in Banking 

https://researchinnovationjournal.com/index.php
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with privacy regulations like the General Data Protection Regulation (GDPR) (Almeshal & AlHogail, 

2021). Furthermore, empirical studies indicate that while blockchain facilitates data immutability 

and transparency, its use in compliance must be carefully balanced against risks of overexposure 

and surveillance (Nassar et al., 2019). Overall, blockchain-based compliance systems reflect a 

significant innovation pathway in financial services, offering risk mitigation, cost efficiency, and 

enhanced regulatory alignment. While the theoretical benefits of blockchain in financial services 

are well-documented, the literature reveals multiple adoption challenges that hinder its 

widespread implementation. Scalability, energy consumption, and interoperability across 

blockchain platforms are frequently cited as technical limitations (Li et al., 2021). Studies by 

Yaqoob et al. (2021) and Verma et al. (2022) point out that consensus algorithms such as Proof of 

Work (PoW) are resource-intensive and unsuitable for high-frequency financial transactions. On 

the organizational front, legacy infrastructure, regulatory uncertainty, and institutional inertia 

present formidable barriers (Hastig & Sodhi, 2020). Kurpjuweit et al. (2019) and Patel et al. (2022) 

highlight that financial institutions are often reluctant to dismantle established systems due to cost 

concerns and regulatory compliance risks. Furthermore, standardization across jurisdictions is 

lacking, complicating cross-border implementations of blockchain-based financial services (Patel 

et al., 2022; Salah et al., 2019). From a governance standpoint, the literature discusses unresolved 

questions about liability in decentralized systems, particularly in the event of smart contract failures 

or erroneous transactions (Chang et al., 2019). Ethical considerations, such as data immutability 

and the exclusionary risks of algorithmic decision-making, further complicate blockchain’s 

integration in financial institutions (Wamba & Queiroz, 2020). In light of these constraints, the 

literature advocates for hybrid models that blend blockchain with traditional infrastructures, as 

well as increased collaboration among regulators, technology providers, and financial institutions 

to create interoperable and compliant ecosystems (Chang et al., 2019). 

Blockchain Applications in Loan Origination and Processing 

Smart contracts, a key innovation in blockchain technology, are self-executing contracts with 

predefined terms encoded into lines of code that execute once conditions are met (Asamoah 

et al., 2023; Hossain et al., 2024). These digital protocols eliminate the need for third-party 

verification, enabling trustless, transparent transactions that are immutable and auditable (Li et 

al., 2020; Younus et al., 2024). In the context of loan origination, smart contracts automate critical 

functions such as borrower verification, risk assessment, and disbursement scheduling (Gonzalez, 

2019; Younus et al., 2024). Studies by Sun et al. (2021) and Qin et al. (2021) emphasize that smart 

contracts reduce bureaucratic overhead and ensure consistency in decision-making. 

Furthermore, smart contract platforms such as Ethereum and Corda enable automated 

underwriting based on embedded risk algorithms, improving loan processing speed and reducing 

operational costs (Nahid et al., 2024; Patel et al., 2021). Wang and Liu (2022) suggest that 

automation also curtails manipulation or human error, particularly in high-volume retail lending 

environments. Empirical findings from JPMorgan’s use of the Quorum blockchain and BBVA’s 

syndicated loan pilot demonstrate tangible efficiency gains in approval times and interbank 

communication (Rahaman et al., 2024; Wang et al., 2019). However, concerns regarding the legal 

enforceability of smart contracts, lack of interoperability across platforms, and security 

vulnerabilities in code remain prominent in academic discourse (Roksana et al., 2024; Umarovich 

& Bakhtiyorovich, 2021). These limitations necessitate further investigation into legal harmonization 

and formal verification of smart contract protocols. The literature thus positions smart contracts as 

a technological cornerstone for automating the loan lifecycle while calling for greater institutional 

collaboration to overcome technical and regulatory constraints (Al-Zubaidie & Jebbar, 2024; Roy 

et al., 2024). 

The underwriting process in traditional lending is often opaque and susceptible to bias, relying 

heavily on centralized credit data and manual assessment (Sabid & Kamrul, 2024; Verma, 2022). 

Blockchain-based lending models propose a shift to data-driven, decentralized risk evaluation 

systems that integrate real-time data feeds and immutable records into underwriting algorithms 

(Bao et al., 2019; Sharif et al., 2024; Xu et al., 2018). Research by Wang (2023) and Queiroz et al., 

(2019) illustrates how distributed ledgers facilitate the creation of composite borrower profiles 

https://researchinnovationjournal.com/index.php
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using diverse data sources such as mobile payments, utility records, and peer feedback. These 

datasets, stored securely and cryptographically validated on a blockchain, allow for more 

comprehensive and transparent assessments of borrower credibility (Raman et al., 2023; Shofiullah 

et al., 2024). Studies on Bloom and Colendi platforms reveal that blockchain can also support 

borrower reputation systems where trustworthiness is calculated through community-endorsed 

metrics (Shohel et al., 2024; Sumathi & Sangeetha, 2020). The decentralized nature of blockchain 

reduces reliance on traditional bureaus and fosters inclusive financial access, especially in 

underserved markets (Rjoub et al., 2023; Shipu et al., 2024). Moreover, automation through smart 

contracts in underwriting allows for rules-based eligibility checks that mitigate subjectivity and 

increase processing speed (Razee et al., 2025; Lin et al., 2024). However, scholars like Zou et al., 

(2019) and Ghayvat et al. (2022) argue that without standardized data ontologies and regulatory 

oversight, these systems may reinforce existing inequalities or produce biased outputs. These 

findings reflect a broader concern in the literature: while blockchain can enhance objectivity and 

efficiency in underwriting, its ethical implementation requires frameworks that ensure fairness, 

accountability, and auditability in algorithmic 

decision-making (Faria & Rashedul, 2025; Mao et 

al., 2018). 

Peer-to-peer (P2P) lending platforms powered by 

blockchain have gained traction as an alternative 

to traditional financial intermediaries, allowing 

borrowers and lenders to connect directly within 

trustless environments (Fernandes & Verbeke, 2019; 

Helal et al., 2025). Through decentralized finance 

(DeFi) protocols, these platforms utilize smart 

contracts to execute loan agreements, collateral 

management, and repayment enforcement 

autonomously (Chen et al., 2019; Islam et al., 2025). 

Examples such as Aave, Compound, and 

MakerDAO exemplify how lending markets can be 

built entirely on blockchain, operating 24/7 with 

transparent rules and real-time liquidity (Islam et al., 

2025; Li et al., 2023). Literature from Nguyen et al., 

(2021) and Qin et al. (2021) suggests that DeFi 

lending eliminates geographical restrictions, 

reduces interest rate spreads, and democratizes 

access to capital. Studies also highlight that these 

systems are particularly useful in high-risk or 

underbanked regions where traditional credit 

infrastructure is weak (Chen et al., 2018; Khan, 

2025). Moreover, research by Liu et al. (2021)  and 

Abdennadher et al. (2024) indicates that 

blockchain’s audit trails and transparency reduce 

fraud risks and borrower defaults. However, several scholars have cautioned against the volatility, 

lack of regulation, and systemic risks in DeFi ecosystems (Ghayvat et al., 2022; Md Jakaria et al., 

2025). The over-collateralization requirement in most DeFi platforms may also exclude low-income 

borrowers, raising concerns about equitable access (Md et al., 2025; Raman et al., 2023). Overall, 

P2P blockchain-based lending represents a rapidly expanding field in the literature, supported by 

a vibrant ecosystem of applications but constrained by regulatory ambiguity and technological 

fragility (Khatun et al., 2025; Zou et al., 2019). 

Blockchain's contribution to reducing operational costs in loan processing is a central theme in 

recent financial technology literature. Traditional loan origination involves multiple manual steps, 

third-party verification, and redundant documentation, all contributing to increased overheads 

(Ghayvat et al., 2022; Munira, 2025). Blockchain, through shared ledgers and smart automation, 

Figure 4: Blockchain Applications in Loan 

Origination and Processing: A Systematic Flow 
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eliminates many of these inefficiencies by offering a single, immutable source of truth accessible 

to all stakeholders (Li et al., 2023; Sarker, 2025). Research by Nguyen et al. (2021)  and Qin et al., 

(2021) finds that blockchain integration in banking reduces costs associated with document 

processing, error correction, and intermediary fees. Pilot projects like Banco Santander’s 

blockchain-powered international payment platform and BBVA’s syndicated loan issuance have 

reported time reductions of up to 50% in loan approval cycles (Chen et al., 2018; Shimul et al., 

2025). Furthermore, smart contracts embedded in loan agreements allow for continuous real-time 

verification of loan conditions, removing the need for post-approval audits (Liu et al., 2021; Sohel, 

2025). Abdennadher et al. (2024) assert that automation of escrow services, interest computation, 

and collateral monitoring via blockchain leads to predictable and auditable workflows. Scholars 

also argue that the elimination of reconciliation procedures across banks, credit bureaus, and 

legal entities streamlines operational complexity (Ghayvat et al., 2022). However, the initial cost 

of system migration, staff retraining, and infrastructure investment remain deterrents for many 

financial institutions (Mansoor et al., 2023). Thus, while blockchain offers substantial efficiency 

gains, the cost-benefit realization is contingent upon institutional readiness and strategic 

alignment (Raman et al., 2023; Younus, 2025). 

Fraud detection and prevention in conventional loan processing are often reactive and 

fragmented due to siloed data and limited auditability (Sumathi & Sangeetha, 2020). Blockchain 

addresses these gaps by providing a decentralized infrastructure where all loan-related 

transactions and documents are chronologically recorded and cryptographically secured (Rjoub 

et al., 2023). The literature indicates that smart contracts can verify borrower credentials against 

multiple data sources and instantly flag inconsistencies or manipulation attempts (Lin et al., 2024). 

Zou et al. (2019) argue that blockchain's immutability deters identity fraud and falsification of 

financial documents. Furthermore, decentralized identity systems such as Sovrin and uPort enable 

cryptographically validated borrower profiles, which enhance trust and streamline due diligence 

(Ghayvat et al., 2022). Wang (2023) highlights blockchain’s potential in eliminating double-

spending, a common concern in loan issuance against the same collateral. Additionally, real-

time access to tamper-proof audit trails enables compliance teams to monitor lending activity 

without extensive manual intervention (Chen et al., 2019). However, Thantharate and 

Thantharate, (2023)  caution that while blockchain enhances data integrity, smart contracts 

remain vulnerable to coding errors and cyberattacks, posing new vectors of systemic risk. Studies 

also emphasize the need for robust consensus protocols and multi-factor authentication systems 

to prevent unauthorized access and collusion (Zhou et al., 2021). Therefore, blockchain emerges 

as a powerful anti-fraud tool, offering structural protections that align with regulatory imperatives 

and operational security standards. 

The adoption of blockchain in loan origination has witnessed a surge in proof-of-concept (PoC) 

deployments by financial institutions, but real-world implementation remains limited due to 

structural and institutional barriers. Case studies from BBVA, JPMorgan, and ING indicate that 

blockchain can significantly reduce loan cycle times and improve transaction visibility across 

syndicated lending networks (Du et al., 2020). These platforms often use permissioned blockchains 

such as Quorum or Hyperledger Fabric to control access and ensure data confidentiality (Xiong 

& Xiong, 2019). Verma (2022) confirms that these configurations are better suited for banking due 

to compliance requirements and governance needs. However, Bao et al. (2019) reveal 

institutional reluctance rooted in regulatory ambiguity, integration complexity, and capital 

expenditure. Moreover, interoperability between blockchain networks and existing core banking 

systems remains underdeveloped, limiting scalability and multi-party coordination (Xu et al., 2018). 

Studies also indicate limited knowledge among financial professionals regarding smart contract 

logic and blockchain risks, further slowing adoption (Wang, 2023). Ethical concerns regarding 

algorithmic opacity and exclusion of low-credit borrowers through automated screening 

mechanisms have also surfaced (Queiroz et al., 2019). Regulatory uncertainty, particularly in 

jurisdictions lacking DLT-specific frameworks, hinders banks from deploying these systems beyond 

experimental stages (Raman et al., 2023). Collectively, the literature portrays blockchain lending 
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as a high-potential but under-realized innovation, awaiting policy coherence, technical maturity, 

and institutional transformation. 

Blockchain for Secure and Decentralized Credit History Management 

Traditional credit bureaus, such as Equifax, Experian, and TransUnion, serve as centralized 

repositories for consumer credit data and play a crucial role in financial decision-making across 

economies. However, academic literature highlights several limitations of these systems, 

particularly with respect to data accuracy, inclusivity, transparency, and security (Yadi et al., 

2019). Errors in credit reporting, identity mismatches, and outdated information often result in the 

misrepresentation of borrower profiles, affecting access to loans and fair interest rates (Wang, 

2023). Moreover, the 2017 Equifax data breach, which compromised the sensitive information of 

over 140 million people, underscores the vulnerability of centralized databases to cyberattacks 

(Rjoub et al., 2023). Lin et al. (2024) argue that centralized scoring systems also perpetuate 

financial exclusion, particularly for individuals with thin credit files or informal income sources. The 

absence of real-time updates and lack of user control over personal financial data further 

exacerbate trust issues in credit scoring institutions (Mao et al., 2018). These challenges have 

motivated researchers and technologists to explore decentralized alternatives, where consumers 

can directly manage, share, and verify their financial identities without reliance on monopolistic 

data gatekeepers (Harris, 2015). The academic discourse overwhelmingly supports a shift toward 

more transparent and user-centric systems, particularly in light of growing global awareness of 

data sovereignty and financial inclusion imperatives (Zhang et al., 2020). 

Figure 5: Interoperability, integration and enterprise architecture Challenges 

 
Blockchain’s core architecture—comprising cryptographic security, distributed consensus, and 

immutability—offers a promising foundation for overhauling traditional credit data systems (Gao 

et al., 2021). Academic studies emphasize that blockchain allows for the creation of borrower 

credit profiles that are transparent, time-stamped, and tamper-proof, thereby ensuring the 

integrity of financial data across institutions (Li et al., 2023). Unlike centralized databases, 

blockchain distributes control across a network, enabling data verification through consensus 

protocols and eliminating single points of failure (Mou et al., 2018). Harris (2015) notes that this 

decentralized storage and retrieval of credit history ensure that borrowers can securely share 

verifiable financial information with multiple lenders without redundancy or loss of data control. 

Furthermore, blockchain-based systems offer a real-time view of credit behavior, minimizing 

latency in scoring updates and allowing for more responsive risk assessments (Óskarsdóttir et al., 

2019). These technical features not only improve auditability but also support cross-institutional 

access without compromising user privacy (Mou et al., 2018). Wang (2023) acknowledge that 
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immutable records on a blockchain could reduce disputes, fraud, and misreporting that 

commonly plague conventional credit reporting mechanisms. However, challenges persist in 

terms of legal recognition of blockchain-stored data, scalability, and interoperability with legacy 

systems (Rjoub et al., 2023).  

Furthermore, the emergence of decentralized identity (DID) frameworks and self-sovereign 

identity (SSI) models marks a significant shift in how individuals control and manage their personal 

financial data (Lin et al., 2024). DID systems enable users to own and govern their identities on the 

blockchain, with verifiable claims issued by trusted entities and stored in decentralized identifiers 

(Mao et al., 2018). SSI, a related concept, extends this control by allowing individuals to selectively 

disclose personal information without compromising the entirety of their identity profiles (Harris, 

2015). Zhang et al. (2020) suggest that DID and SSI frameworks can revolutionize credit scoring by 

enabling borrowers to share only necessary data with lenders, thereby protecting privacy while 

maintaining verification accuracy. Bloom and Colendi are cited frequently as pioneering 

implementations of SSI in the financial services sector, offering blockchain-based digital IDs and 

reputation scores to users excluded from traditional credit systems (Gao et al., 2021). Furthermore, 

academic research highlights that such models reduce identity fraud and increase borrower 

agency in data sharing and correction (Lin et al., 2024). However, Zhang et al. (2020) caution that 

DID and SSI implementations face interoperability issues across jurisdictions and institutions, which 

may limit scalability and integration into mainstream banking systems. Regulatory alignment, 

standardization of verifiable credential formats, and user-friendly interfaces remain pressing 

challenges identified in the literature (Gao et al., 2021). Even so, DID and SSI continue to garner 

support as decentralized solutions to modern identity and credit verification problems, particularly 

when paired with blockchain's cryptographic infrastructure. 

Traditional credit systems have long been criticized for their reliance on limited data types—such 

as loan repayment and credit card usage—which exclude millions of economically active 

individuals from accessing formal credit (Li et al., 2023). In response, blockchain-based platforms 

are increasingly incorporating alternative data sources to offer more holistic and inclusive credit 

assessments (Mou et al., 2018). Academic literature identifies mobile payment records, utility bill 

payments, social media activity, and peer-to-peer ratings as viable data inputs for credit scoring 

models deployed on blockchain networks (Wang, 2023). Guo and Liang (2016) highlight that 

blockchain ensures the authenticity of these alternative data sources by timestamping and 

cryptographically validating each entry, reducing the risk of falsification and tampering. Platforms 

such as the Kiva Protocol, Bloom, and Colendi have demonstrated real-world implementations of 

such models, particularly in regions where formal financial documentation is sparse (Chakraborty 

et al., 2019). Moreover, research by Zhu (2020) indicates that the use of alternative data on 

decentralized networks improves credit access for informal workers, micro-entrepreneurs, and 

rural populations. Nonetheless, ethical concerns regarding the accuracy, bias, and consent 

associated with using non-traditional data persist (Karadag et al., 2024). Scholars warn that poorly 

governed data models could exacerbate discrimination or compromise user privacy (Lin et al., 

2024; Liu & Jiang, 2020). Despite these challenges, the literature supports the inclusion of 

alternative credit data as a key enabler for financial inclusion when integrated responsibly within 

blockchain infrastructures (Wang et al., 2018). 

Practical applications of blockchain-based credit scoring have been explored through various 

pilot projects and platforms such as Bloom, Colendi, and the Kiva Protocol, each designed to 

offer decentralized and inclusive credit solutions (Byström, 2019). Bloom, for example, uses 

Ethereum-based smart contracts to create decentralized credit scores and identity attestations, 

which users can control and share with lenders (Zhang et al., 2020). Colendi operates similarly, 

offering a scoring engine that incorporates social and behavioral data into credit profiles, 

particularly targeting unbanked populations in developing countries (Mao et al., 2018). The Kiva 

Protocol, supported by the Sierra Leonean government and UN agencies, provides blockchain-

based digital identities and credit histories to individuals without formal identification or banking 

access (Sun et al., 2021). Studies by Wang et al.(2018)  and Byström (2019)  note that these pilot 

projects demonstrate the feasibility of blockchain in solving data fragmentation and verification 
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delays in credit assessment. Empirical evaluations indicate improvements in loan processing times, 

transparency, and fraud prevention through these platforms (Mao et al., 2018). However, 

scalability remains a concern, as highlighted by Liu and Jiang (2020) and Rjoub et al.(2023), who 

observe that many of these pilots operate in controlled environments or small-scale use cases. 

Issues such as user onboarding, literacy, and cross-border compliance present additional barriers 

to widespread adoption (Ma et al., 2022). Nevertheless, the literature views these pilot platforms 

as important empirical milestones in demonstrating blockchain’s potential to reconfigure credit 

access and governance on a global scale (Zhang et al., 2020). 

The governance of blockchain-based credit systems presents a multifaceted challenge that has 

attracted considerable scholarly attention. Unlike centralized credit bureaus, decentralized 

systems lack a singular authority, making consensus-driven governance mechanisms critical to 

ensure consistency, transparency, and dispute resolution (Sun et al., 2021). Byström (2019) points 

out that the absence of standardized protocols for data structure, scoring methodologies, and 

credential issuance impedes cross-platform compatibility. Furthermore, the international nature 

of blockchain networks complicates regulatory compliance, as different jurisdictions impose 

varying rules for identity verification, data protection, and financial disclosures (Zhang et al., 2020). 

Mao et al. (2018) emphasize that a lack of legal recognition for blockchain-stored credit data 

limits its admissibility in disputes and formal financial contracts. Additionally, Sun et al. (2021) and 

Li et al.(2023) highlight governance challenges related to code maintenance, consensus failures, 

and smart contract vulnerabilities, which can lead to data corruption or misuse. Ethical concerns 

are also raised regarding algorithmic transparency and the absence of recourse mechanisms in 

automated scoring systems (Yang et al., 2024). Without oversight, decentralized systems could 

inadvertently replicate the opaque practices they aim to replace. To address these concerns, 

scholars advocate for the creation of international technical standards, regulatory sandboxes, 

and cross-sectoral partnerships that bridge the gap between innovation and institutional 

accountability (Qin et al., 2021). As the literature indicates, effective governance and 

interoperability frameworks are foundational to realizing the full promise of blockchain-based 

decentralized credit history systems (Chakraborty et al., 2019). 

Regulatory Compliance through Blockchain-Based Automation 

The Know Your Customer (KYC) and Anti-Money Laundering (AML) frameworks are essential 

components of regulatory compliance in the financial sector, yet they are often associated with 

inefficiencies, high operational costs, and duplication of efforts across institutions (Guo & Liang, 

2016). Traditional systems rely on manual verification and fragmented databases, resulting in 

inconsistent data quality and vulnerabilities to fraud (Manupati et al., 2019). Blockchain, by 

contrast, provides a decentralized infrastructure that enables secure, real-time sharing of verified 

customer information across multiple authorized institutions (Huang et al., 2025). Yu et al.(2018) 

that digital identities stored on blockchain can be cryptographically signed and verified, ensuring 

authenticity while reducing redundancy. Moreover, KYC data recorded on blockchain becomes 

tamper-resistant and auditable, enhancing trust in interbank collaboration (Workie & Jain, 2017). 

Bloom, Sovrin, and uPort have been cited as prominent platforms demonstrating decentralized 

KYC implementation (Sun et al., 2021). Smart contracts further automate identity verification and 

compliance rule checks, ensuring prompt onboarding and adherence to AML mandates 

((Daluwathumullagamage & Sims, 2021). Nevertheless, scholars such as Chen et al. (2024) and 

Monrat et al. (2019) caution that data privacy regulations, especially the General Data Protection 

Regulation (GDPR), pose challenges for immutable data storage. Despite these legal tensions, 

the literature consistently acknowledges blockchain’s potential to streamline KYC/AML workflows, 

lower compliance costs, and improve accuracy across financial ecosystems (Manupati et al., 

2019). 

The ability to monitor transactions in real time and automatically report regulatory events is a 

critical advantage of blockchain-enabled compliance systems. Traditional financial systems 

often conduct post-factum audits, which delay fraud detection and regulatory intervention 

(Huang et al., 2025). Blockchain’s distributed ledger architecture allows for continuous, tamper-

proof logging of every transaction, which can be accessed and analyzed in real time by 
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authorized regulatory entities (Yu et al., 2018). Workie and Jain (2017) suggest that automated 

monitoring via smart contracts enables financial institutions to detect anomalies such as 

structuring, layering, or unusual transaction patterns, all of which are indicators of money 

laundering. These contract-based mechanisms execute compliance rules and flag violations 

immediately, reducing the dependence on manual review (Sun et al., 2021). Platforms such as 

Chainalysis and Elliptic utilize blockchain analytics to trace transaction paths across multiple 

wallets, thereby identifying illicit behavior with unprecedented transparency 

(Daluwathumullagamage & Sims, 2021). Du (2023) emphasizes that blockchain minimizes 

reporting lags and enhances the reliability of audit trails submitted to regulators. Automated 

reporting mechanisms embedded within blockchain networks not only ensure consistency but 

also reduce human error and compliance overhead (Yan et al., 2021). However, scholars such as 

Hossain et al. (2020) and Sachan et al. (2020) note that the absence of standardized reporting 

formats and regulatory APIs may hinder seamless communication between blockchain networks 

and supervisory authorities. Still, the consensus across the literature supports blockchain’s 

superiority in enabling proactive, real-time compliance monitoring. 

Figure 6: Enterprise Challenges in Blockchain Integration 

 
A growing body of literature has explored the development of compliance nodes and 

programmable audit trails as innovations enabled by blockchain infrastructure. Compliance 

nodes refer to designated entities within a blockchain network that are responsible for executing 

and verifying regulatory protocols, often on behalf of government agencies or financial consortia 

(Yan et al., 2021). These nodes validate transactions against predefined compliance criteria 

encoded in smart contracts, ensuring that only legitimate activities are recorded on the 

blockchain (Jiang et al., 2022). Programmable audit trails, another critical feature, allow for 

automatic documentation of transaction history, status updates, and user actions without manual 

intervention (Li et al., 2023). Studies by Hossain et al. (2020) and Sachan et al. (2020) illustrate how 

audit trails programmed through smart contracts eliminate the risk of tampering and provide 

continuous traceability for regulators. Moreover, these trails can be shared with regulatory bodies 
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in real time, improving transparency and audit readiness (de Lange et al., 2022). Research 

conducted by Arrieta et al. (2020) and Sahakyan et al. (2021) suggests that such programmable 

features reduce audit costs, improve internal risk management, and support early warning 

systems for regulatory breaches. While the benefits are numerous, the literature acknowledges 

challenges related to smart contract vulnerabilities, consensus latency, and potential misuse of 

automated systems (Yang et al., 2024). In addition, the implementation of compliance nodes 

raises governance concerns, including the designation of oversight authority and cross-border 

data sharing policies (Alnajim et al., 2023). Nonetheless, the literature affirms that compliance 

nodes and programmable audit trails offer a structured, transparent, and technologically 

advanced method for fulfilling financial compliance obligations. 

Standardization has emerged as a central theme in literature examining the integration of 

blockchain into regulatory compliance systems. The lack of uniform protocols, data models, and 

interoperability frameworks remains a significant obstacle to blockchain adoption in regulated 

financial environments (Chen et al., 2022). Research by Li et al.(2023) and Androulaki et al. (2018) 

indicates that without standardized smart contract logic, credential formats, and verification APIs, 

financial institutions struggle to achieve cross-platform compatibility and regulatory alignment. In 

response to these challenges, regulatory sandboxes have been introduced by governments and 

central banks to facilitate experimentation and risk-managed implementation of blockchain 

innovations (Chang et al., 2020). Sandboxes in jurisdictions such as the UK, Singapore, and the 

UAE allow fintech firms and banks to test blockchain-based compliance solutions under regulator 

supervision, promoting agility while maintaining oversight (Han et al., 2022). Studies by Li et al., 

(2023)  and Guo et al. (2024) highlight that these environments have proven effective in refining 

smart contract governance, identity verification standards, and automated reporting 

mechanisms. Moreover, scholars emphasize that collaborative initiatives—such as the 

International Association for Trusted Blockchain Applications (INATBA) and the Global Financial 

Innovation Network (GFIN)—are essential in harmonizing compliance protocols globally (Hossain 

et al., 2020). However, as de Lange et al. (2022) and Arrieta et al. (2020) note, sandboxes have 

limited jurisdictional reach and may not ensure interoperability across legal frameworks. 

Nevertheless, the literature strongly supports standardization and sandbox experimentation as 

necessary steps to reconcile blockchain’s decentralized architecture with centralized 

compliance requirements. 

Cross-border financial activities demand robust compliance mechanisms that can navigate the 

complexity of divergent legal systems, varied disclosure requirements, and inconsistent 

enforcement standards (Du, 2023). Blockchain technology has been proposed as a solution to 

enhance compliance coordination in multinational financial environments due to its distributed 

consensus, immutable recordkeeping, and real-time transparency (Yan et al., 2021). Sachan et 

al. (2020) emphasize that blockchain can record transaction metadata, KYC verification logs, 

and AML checks in a standardized, time-stamped manner, enabling automatic compliance with 

international regulations such as FATCA, CRS, and Basel III. Projects such as the Utility Settlement 

Coin (USC) and Project Ubin illustrate how blockchain consortia aim to develop interoperable 

platforms for cross-border payments and reporting (de Lange et al., 2022). Furthermore, smart 

contracts can be programmed to enforce country-specific regulatory thresholds, tax regimes, 

and disclosure obligations, reducing the burden on compliance officers (Hossain et al., 2020). 

However, the literature also notes that legal uncertainties, data sovereignty issues, and 

inconsistent definitions of digital assets present significant challenges (de Lange et al., 2022). 

Sahakyan et al. (2021) advocate for mutual recognition agreements, cross-border regulatory 

nodes, and distributed supervisory technologies to address jurisdictional misalignments. Although 

technological capabilities are advancing rapidly, policy coordination remains fragmented, 

limiting blockchain’s utility in global compliance networks. Nonetheless, the literature portrays 

blockchain as a viable infrastructure for managing complex cross-jurisdictional financial 

operations with greater accuracy and transparency. 

While blockchain offers numerous technical advantages in automating compliance, ethical and 

legal concerns continue to dominate scholarly discussions. The immutable nature of blockchain, 
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though beneficial for auditability, poses a challenge for legal rights such as the “right to be 

forgotten” under data protection laws like the GDPR (Yang et al., 2024). de Lange et al. (2022) 

argue that once a user’s data is recorded on-chain, especially in public or consortium 

blockchains, it becomes difficult to amend or delete, raising compliance and liability risks. In 

addition, automated enforcement through smart contracts may lack the contextual judgment 

required in complex regulatory scenarios, leading to disproportionate penalties or exclusion (Mori, 

2016). Governance is another pressing issue, as blockchain networks often lack clear 

accountability structures for decision-making, system maintenance, and dispute resolution (Wang 

et al., 2023). Mori (2016) calls for the establishment of legal standards for smart contracts, including 

audit trails for developer actions and consensus decisions. Ethical debates also surround the 

automation of surveillance capabilities, where real-time tracking could infringe on financial 

privacy and civil liberties (Kataria et al., 2020). As such, the literature increasingly supports hybrid 

governance models combining decentralized protocols with centralized oversight to ensure 

transparency, accountability, and public trust (Mou et al., 2018).  

Interoperability, Integration, and Enterprise Architecture Challenges 

The integration of blockchain technology into existing legacy banking systems remains a 

formidable challenge in enterprise architecture, as highlighted extensively in academic literature 

(Islam & Helal, 2018; Merlonghi, 2010). Most traditional banking systems are built on centralized, 

monolithic infrastructures that are resistant to the decentralized, distributed nature of blockchain 

((Ahmed et al., 2022; Nguyen et al., 2021). These legacy architectures often suffer from rigid data 

models, outdated middleware, and incompatible protocols that limit seamless adoption of 

decentralized technologies (Aklima et al., 2022; Mou et al., 2018). Wang et al. (2023) point out 

that transitioning to blockchain-based systems may require significant refactoring of internal 

databases, audit systems, and compliance frameworks. Moreover, legacy core banking solutions 

are often tied to contractual obligations and vendor-specific customizations, further complicating 

integration efforts (Helal, 2022; Huang et al., 2020). Risk aversion among financial executives, 

concerns over business continuity, and the cost of overhauling mission-critical systems contribute 

to institutional inertia (Md Mahfuj et al., 2022; Werapun et al., 2022). Corradini et al. (2023) note 

that pilot projects typically run in isolated environments or sandboxes because full-scale 

integration is viewed as risky and disruptive. Additionally, inconsistencies in data governance and 

authentication methods create barriers to synchronizing blockchain networks with conventional 

transaction logs (Kataria et al., 2020; Majharul et al., 2022). As such, the literature underscores the 

necessity for modular architectures and adaptable middleware as interim solutions for bridging 

blockchain innovations with legacy financial infrastructure. 

Interoperability across different blockchain protocols represents a critical bottleneck in the 

advancement of decentralized financial systems. A review of scholarly work reveals that 

blockchain platforms such as Ethereum, Hyperledger Fabric, Corda, and Quorum each use 

distinct consensus mechanisms, data structures, and governance models, making cross-chain 

communication complex (Hossen & Atiqur, 2022; Mou et al., 2018). According to Marangone et 

al. (2022) and (Aledhari et al., 2020), this fragmentation has led to technological silos that hinder 

the scalability and network effects of blockchain adoption in financial services. Milian et al. (2019) 

emphasize that banks operating in a multi-platform ecosystem face compatibility issues when 

exchanging assets or transactional data across heterogeneous networks. Moreover, Corradini et 

al. (2023) argue that the absence of standardized data formats and cryptographic frameworks 

limits the portability of smart contracts across platforms. Solutions such as sidechains, atomic 

swaps, and blockchain interoperability protocols like Polkadot, Cosmos, and Interledger are 

proposed in literature as potential frameworks to address these challenges (Mohiul et al., 2022; 

Wang et al., 2023). However, these protocols remain under development or confined to 

academic and experimental use cases, with few mature deployments in the banking industry 

(Lewis & Young, 2019; Ripan Kumar et al., 2022). The literature also stresses the importance of cross-

consortium cooperation and regulatory alignment for effective protocol-level interoperability 

(Sohel et al., 2022; Werapun et al., 2022). As such, scholars increasingly advocate for unified 
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standards through institutional collaboration, such as the ISO/TC 307 blockchain standards, to 

enable consistent, secure, and scalable blockchain communication across diverse platforms. 

To address integration complexities, middleware solutions and Application Programming 

Interfaces (APIs) have emerged as critical enablers in connecting blockchain platforms with 

existing enterprise systems (Huang et al., 2020; Tonoy, 2022). Middleware functions as a bridge 

that manages data exchange, transaction validation, and workflow orchestration between 

legacy infrastructures and decentralized systems (Kataria et al., 2020; Younus, 2022). Literature by 

Mori (2016) highlights the rise of blockchain gateways, adapters, and message queues that 

facilitate synchronous communication without necessitating total architectural overhaul. API-

driven models, in particular, enable modular and scalable interfacing, allowing enterprises to 

interact with blockchain networks without disrupting internal systems (Alam et al., 2023; Li et al., 

2024). For example, studies cite IBM’s Blockchain Platform and Oracle’s Blockchain Cloud Service 

as commercially available middleware tools that support RESTful APIs and Hyperledger 

compatibility (Zachariadis et al., 2019). Ivanov (2022) indicates that APIs support data 

transformation, transaction audit trails, and compliance enforcement in real time, making them 

indispensable for practical deployment. However, literature also cautions about performance 

bottlenecks, latency, and dependency risks that can arise from middleware layers, particularly in 

high-frequency financial environments (Bin et al., 2023; Bünz et al., 2018). Additionally, secure key 

management and authentication in middleware remain underexplored areas of concern. Thus, 

while middleware and APIs offer a pragmatic path forward for integration, their architecture must 

be optimized to uphold blockchain’s core attributes of transparency, security, and immutability 

(Chowdhury et al., 2023; Gulyás & Kiss, 2023). 

Institutional Readiness and Stakeholder Adoption 

Organizational change management plays a pivotal role in the successful implementation of 

blockchain technologies in the financial sector. Literature emphasizes that the integration of 

blockchain is not merely a technological shift but a profound transformation of organizational 

processes, structures, and cultural mindsets (Jahan, 2023; Mendling et al., 2018). Burton-Jones and 

Volkoff (2017) suggest that resistance to change, fear of job displacement, and uncertainty about 

blockchain’s operational implications often hinder adoption at the institutional level. The inertia 

associated with legacy systems, bureaucratic procedures, and risk-averse management culture 

further complicate adoption (Kumar et al., 2019; Mahdy et al., 2023; Ruel et al., 2021). Scholars 

highlight that change management frameworks, such as Kotter’s 8-Step Model and Lewin’s 

Change Theory, can be adapted to guide blockchain implementation through stages of 

awareness, commitment, and institutionalization (Maniruzzaman et al., 2023; Truong et al., 2020). 

Case studies from institutions like JPMorgan and Banco Santander demonstrate that early 

stakeholder engagement and cross-functional collaboration are crucial for overcoming 

resistance and aligning blockchain strategies with organizational goals (Hossen et al., 2023; Park 

et al., 2021; Zachariadis et al., 2019). Moreover, agile methodologies and iterative deployment 

models have been proposed to reduce disruption during transition phases (Lasla et al., 2022; 

Roksana, 2023). However, Blossey et al. (2019) argue that most institutions lack formal frameworks 

for managing blockchain-induced change, resulting in fragmented initiatives and siloed 

experimentation. Consequently, academic consensus points toward the necessity of a structured 

organizational change approach that includes vision-setting, skills training, performance metrics, 

and continuous feedback to ensure sustainable blockchain integration (Faber et al., 2019; 

Shahan et al., 2023). 

Leadership commitment and organizational IT capability are identified as critical determinants of 

blockchain readiness in banking and financial institutions. According to (Hastig & Sodhi, 2020), the 

adoption of blockchain requires top-level executives who possess both technological literacy and 

strategic foresight to align blockchain initiatives with enterprise objectives. (Jiin-Chiou et al., 2018) 

highlight that successful blockchain pilots often originate from organizations with visionary 

leadership that promotes a culture of experimentation and innovation. Furthermore, robust IT 

infrastructure and talent availability are prerequisites for blockchain deployment, particularly in 

relation to smart contract development, node management, and cybersecurity (De Giovanni, 

https://researchinnovationjournal.com/index.php
https://doi.org/10.63125/gp61va54


 

117 

 

American Journal of Scholarly Research and Innovation 

Volume 04, Issue 01 (2025) 

Page No:  101-138 

eISSN: 3067-2163 

Doi: 10.63125/gp61va54 

 

2020; Tonoy & Khan, 2023). Organizations lacking these capabilities often depend on external 

consultants or platform vendors, increasing costs and creating vendor lock-in risks (Al-Arafat, Kabi, 

et al., 2024; Sumathi & Sangeetha, 2020). Additionally, readiness in terms of compliance with 

jurisdictional regulations, including GDPR, FATCA, and AML directives, shapes how institutions 

deploy and manage blockchain networks (Al-Arafat, Kabir, et al., 2024; Jaoude & Saadé, 2019). 

The literature notes that proactive engagement with regulatory sandboxes, like those in Singapore 

and the UK, enables firms to navigate legal ambiguities while refining their blockchain models (M. 

A. Alam et al., 2024; Raman et al., 2023). However, (Viriyasitavat & Hoonsopon, 2019) argue that 

leadership in many institutions is either unaware of blockchain’s transformative potential or 

hesitant due to perceived regulatory volatility and unclear ROI. Thus, academic perspectives 

converge on the need for integrated leadership-IT-regulatory frameworks that not only support 

technical deployment but also foster long-term institutional agility and compliance resilience (M. 

J. Alam et al., 2024; Shala et al., 2020). 

Figure 7: Dimensions of Institutional Readiness for Blockchain Adoption in Banking 

 
Comparative Analysis of Blockchain Adoption in Global Banking 

Blockchain adoption in the banking sector varies significantly across global regions due to 

differences in regulatory readiness, technological infrastructure, financial inclusion priorities, and 

policy orientation. North America, particularly the United States and Canada, has been at the 

forefront of blockchain experimentation, with major banks such as JPMorgan, Wells Fargo, and 

Bank of America piloting distributed ledger technologies (DLT) for interbank settlements, KYC 

automation, and syndicated loan issuance (Ammar et al., 2024; Guo & Liang, 2016). The literature 

notes that regulatory clarity provided by agencies like the SEC and the CFTC has facilitated early-

stage innovation, though the lack of comprehensive federal legislation still imposes uncertainty 

(Bhowmick & Shipu, 2024; Chowdhury et al., 2021). In Europe, countries such as Switzerland, 

Estonia, and the Netherlands have leveraged supportive policy frameworks, including GDPR-

aligned data management on blockchain, to promote secure and ethical DLT implementations 

in banking (Bhuiyan et al., 2024; Jaoude & Saadé, 2019). The European Commission’s European 

Blockchain Services Infrastructure (EBSI) initiative further exemplifies region-wide efforts to 

harmonize blockchain protocols across borders (Dasgupta & Islam, 2024; Pournader et al., 2019). 

In the Asia-Pacific region, blockchain growth is driven by innovation-led policies and financial 

inclusion agendas, particularly in countries like China, Singapore, and South Korea (Chakraborty 

et al., 2019; Dey et al., 2024). The People’s Bank of China’s digital yuan trials and Singapore’s 

Project Ubin showcase state-supported implementations targeting payment settlements and 

cross-border compliance (Hasan et al., 2024; Raman et al., 2023). In Africa, adoption is driven 

largely by grassroots financial inclusion needs, with projects like BitPesa, Kiva Protocol, and South 

Africa’s Project Khokha leveraging blockchain for identity verification and mobile banking (Helal, 
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2024; Mamela et al., 2020). These regional variations reflect the influence of regulatory, 

technological, and socio-economic drivers in shaping the blockchain adoption curve within 

banking ecosystems globally (Hossain et al., 2024). 

Comparative institutional analysis reveals that blockchain integration in banking is shaped not 

only by technology readiness but also by the broader governance and legal frameworks in each 

country (Hossain et al., 2024). Developed economies typically exhibit more mature institutional 

ecosystems, where blockchain adoption is supported through regulatory sandboxes, public-

private consortia, and cross-sector partnerships (Dremel et al., 2020; Islam, 2024). In the United 

Kingdom, the Financial Conduct Authority (FCA) has facilitated blockchain experimentation via 

its regulatory sandbox, enabling banks and fintechs to test decentralized financial applications in 

a low-risk environment (Islam et al., 2024; Mamela et al., 2020). Similarly, the Monetary Authority of 

Singapore’s regulatory guidance has been instrumental in shaping blockchain ecosystems such 

as Project Ubin and the Blockchain Association of Singapore (Du et al., 2019; Islam et al., 2024). In 

contrast, emerging economies like India and Kenya have pursued blockchain initiatives primarily 

through state-backed pilot projects aimed at improving credit scoring, subsidy delivery, and 

transaction transparency (Dinh & Thai, 2018; Islam, 2024). Kenya’s M-Akiba and India’s Andhra 

Pradesh blockchain land registry illustrate institutional attempts to integrate DLT in public finance 

management (Chen & Micali, 2019; Dinh & Thai, 2018; Jahan, 2024). The literature also highlights 

that legal recognition of smart contracts, digital signatures, and digital currencies varies 

considerably across jurisdictions, influencing both adoption speed and system design (Jim et al., 

2024; Tönnissen & Teuteberg, 2020). Moreover, comparative studies note that while decentralized 

systems are more feasible in countries with stable political and legal structures, blockchain’s 

transformative potential is especially pronounced in regions with institutional voids and legacy 

inefficiencies (Bai et al., 2022; Khan & Aleem Al Razee, 2024). Thus, the global landscape reflects 

a mosaic of blockchain adoption paths, contingent upon a mix of institutional capacity, legal 

clarity, policy incentives, and stakeholder alignment. 

Figure 8: Comparative Analysis of Blockchain Adoption in Global Banking 

 
Public-private partnerships (PPPs) are widely regarded as critical enablers of blockchain adoption 

in banking, especially in initiatives that require large-scale infrastructure changes, interoperability, 

and standardization. According to Francati et al. (2021), PPPs foster trust, reduce fragmentation, 

and pool technical expertise across government, academia, and the financial sector. Notable 

collaborations include the Utility Settlement Coin project involving the Bank of England and 

several commercial banks, as well as the BIS Innovation Hub’s multi-country initiatives focused on 

central bank digital currencies (CBDCs) and blockchain-based settlements (Cocco et al., 2017; 

Fu & Zhu, 2019; Mahabub, Das, et al., 2024). In Japan, the Financial Services Agency has 

collaborated with the Japan Exchange Group to explore DLT in securities settlement, while Dubai's 

Smart City blockchain strategy exemplifies state-led ecosystem design in financial services 

(George et al., 2019; Mahabub, Jahan, Hasan, et al., 2024). These partnerships often serve as 

incubators for industry-wide standards and interoperability frameworks, aligning blockchain use 

cases with regulatory objectives and customer needs (Mahabub, Jahan, Islam, et al., 2024; Miraz 

& Donald, 2018). Furthermore, blockchain adoption is increasingly recognized as a strategic lever 

in enhancing banking competitiveness through cost reduction, process automation, and 

customer trust (Fu & Zhu, 2019; Islam et al., 2024). Studies by Gervais et al. (2016) and Miraz and 

Donald (2018) suggest that early adopters gain market differentiation through faster loan 

processing, enhanced security protocols, and improved cross-border transaction efficiency. 
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However, Fu and Zhu (2019) caution that competitive advantage is contingent on sustained 

innovation, customer education, and regulatory adaptation.  

Identified Research Gaps and Emerging Themes 

A critical research gap identified in blockchain adoption literature is the absence of robust 

longitudinal studies that examine operational performance over extended periods. While 

numerous pilot projects and proof-of-concept studies have demonstrated blockchain’s 

theoretical potential, sustained empirical evaluations remain scarce (Zivic et al., 2019). Most 

existing research is cross-sectional, capturing implementation metrics within narrow timeframes 

and under controlled environments (Bai et al., 2022). Jiin-Chiou et al. (2018) emphasize that short-

term evaluations fail to account for the evolving technical, regulatory, and organizational 

dynamics that shape blockchain efficacy in the real world. Moreover, Wang (2023) notes that 

metrics such as throughput, cost reduction, error rates, and user satisfaction need to be monitored 

longitudinally to establish reliable performance baselines. Long-term studies would also offer 

insight into how blockchain platforms withstand scalability pressures, cyber threats, and regulatory 

updates. Queiroz et al. (2019) argue that without time-series data, institutions face difficulties in 

conducting risk assessments and ROI evaluations for blockchain investments. The literature further 

lacks comparative longitudinal evaluations across different blockchain platforms (e.g., 

Hyperledger vs. Corda), creating ambiguity in selecting optimal technologies for specific banking 

functions (Shala et al., 2020). Additionally, the absence of post-implementation audits in many 

industry-led reports limits academic scrutiny and replicability (Guo & Liang, 2016). Consequently, 

the need for comprehensive, multi-year evaluations remains a pressing concern in establishing 

blockchain’s long-term viability in the banking sector. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

While blockchain research in banking has primarily focused on high-value transactions and 

institutional banking services, there remains a notable lack of studies addressing its applicability in 

small and medium enterprise (SME) banking and rural credit systems. SMEs represent over 90% of 

global businesses and are key drivers of economic growth, particularly in developing countries 

(Chowdhury et al., 2021). However, these enterprises often struggle with limited access to credit 

due to asymmetric information, inadequate collateral, and costly verification procedures 

(Jaoude & Saadé, 2019). Blockchain, with its capacity for decentralized identity, transparent 

Figure 9: Regulatory Challenges in Blockchain and Crypto Asset Integration in 

Banking 
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credit history, and smart contract-based lending, offers a potential remedy—but academic 

literature addressing this domain is limited (Pournader et al., 2019). Projects like Kiva Protocol and 

Agriledger have piloted blockchain-based microcredit and agri-finance solutions, yet scholarly 

evaluation of their effectiveness, scalability, and replicability remains underdeveloped 

(Chakraborty et al., 2019). Guo and Liang (2016) suggest that blockchain could facilitate secure 

and low-cost lending for unbanked entrepreneurs by eliminating reliance on centralized credit 

bureaus. Yet, few empirical analyses investigate how these systems perform in informal economies 

or under infrastructure constraints such as internet access and digital literacy (Chakraborty et al., 

2019). Moreover, research does not adequately explore how blockchain’s tokenization and peer-

to-peer lending functionalities can be adapted for cooperative banking and rural financial 

institutions (Raman et al., 2023). As such, the academic community has a substantial opportunity 

to investigate how blockchain can bridge financing gaps in marginalized banking ecosystems. 

METHOD 

This systematic literature review followed the Preferred Reporting Items for Systematic Reviews and 

Meta-Analyses (PRISMA) 2020 guidelines to ensure a structured, rigorous, and replicable 

methodology. The approach involved a multi-phase process, including identification, screening, 

eligibility assessment, and final 

inclusion. A total of 134 peer-

reviewed journal articles were 

ultimately selected and analyzed for 

this review, spanning publications 

from 2013 to 2024. 

Identification of Sources 

The first step involved identifying 

relevant literature across multiple 

academic databases, including 

Scopus, Web of Science, IEEE Xplore, 

ScienceDirect, and Google Scholar. 

The search was conducted using a 

combination of predefined 

keywords and Boolean operators. 

Search terms included “blockchain 

in banking,” “distributed ledger 

technology,” “smart contracts in 

finance,” “blockchain credit 

scoring,” “blockchain regulatory 

compliance,” and “blockchain 

integration in financial systems.” 

These were selected to capture 

articles related to blockchain 

applications in loan processing, 

credit history, compliance, 

interoperability, and institutional 

readiness. The initial search yielded a 

total of 1,243 records after removing 

duplicates. 

Screening Criteria 

In the screening phase, titles and 

abstracts of all identified records 

were reviewed to assess their 

relevance to the objectives of the 

study. Articles that focused 

exclusively on cryptocurrency 

Figure 10: PRISMA Method adapted for this study 
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speculation, non-banking blockchain applications (such as supply chain or healthcare), or 

lacking peer-review status were excluded. At this stage, 624 articles were removed based on 

irrelevance, duplication, and title/abstract screening. The remaining 619 articles proceeded to 

full-text review. 

Eligibility Assessment 

The full-text assessment involved a thorough examination of methodology, thematic relevance, 

empirical depth, and scope of blockchain application in the financial services sector. Studies 

were considered eligible if they explicitly addressed blockchain’s role in banking processes such 

as loan origination, decentralized credit systems, regulatory compliance, system integration, or 

enterprise architecture. Furthermore, only English-language publications from academic journals 

and conference proceedings were included. After applying these criteria, 485 articles were 

excluded due to incomplete findings, lack of empirical data, or marginal relevance to banking 

systems. 

Final Inclusion  

A total of 134 studies met all inclusion criteria and were retained for final synthesis. Each included 

article was coded thematically based on predefined categories: (1) blockchain in loan 

origination and processing, (2) decentralized credit history systems, (3) blockchain-based 

compliance and reporting, (4) system interoperability and integration, (5) institutional adoption 

and stakeholder engagement, and (6) global case comparisons. A data extraction matrix was 

developed to capture key information from each study, including authorship, publication year, 

country/region, methodology, blockchain platform used (e.g., Hyperledger, Ethereum, Corda), 

and core findings. The extracted data were then synthesized through narrative and thematic 

analysis, allowing the identification of research trends, operational challenges, and innovation 

gaps. 

Quality Assessment and Thematic Synthesis 

To ensure methodological rigor, the included studies were evaluated using a predefined quality 

assessment checklist adapted from the Critical Appraisal Skills Programme (CASP) guidelines. This 

involved assessing clarity of research objectives, transparency of data sources, reproducibility of 

findings, and relevance to the study themes. Articles were rated on a binary scale (high vs. 

moderate quality), and only high-quality studies were considered in the synthesis of critical 

findings. The thematic synthesis was guided by Braun and Clarke’s (2006) framework, which 

allowed for the identification of recurring concepts, cross-regional patterns, and domain-specific 

applications of blockchain. These themes were then mapped to the predefined research 

objectives and discussed in the findings and discussion sections. 

FINDINGS 

Out of the 134 articles reviewed, 36 articles, cited collectively over 4,320 times, emphasized the 

transformative role of smart contracts in automating loan origination, underwriting, and 

disbursement processes. These studies consistently found that blockchain-based smart contracts 

significantly reduced the time and operational cost required for loan approval and execution. In 

traditional banking environments, loan processing often involves multiple intermediaries and 

verification steps, leading to delays and inefficiencies. In contrast, smart contracts enable self-

executing protocols that enforce pre-defined lending criteria, automate credit checks, and 

release funds upon completion of conditions. Articles reviewed reported that smart contract 

systems reduced loan approval times by as much as 60% in pilot projects. Furthermore, the 

automation of escrow, interest accrual, and repayment collection was identified as a key 

advantage that minimized human error and improved borrower trust. This automation not only 

accelerated loan cycles but also introduced consistent, rules-based governance that is difficult 

to manipulate. A significant number of studies also highlighted the capability of smart contracts 

to support peer-to-peer lending systems, thereby bypassing traditional banking infrastructures 

entirely. Despite challenges such as legal enforceability and code vulnerability, the operational 

performance of smart contracts demonstrated strong potential for disrupting conventional loan 

processing models. 
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Among the reviewed literature, 29 studies with a combined citation count of over 3,800 explored 

the role of blockchain in building secure and decentralized credit history systems. These articles 

underscored the limitations of centralized credit bureaus, such as inaccuracy, exclusion of 

informal data, and susceptibility to data breaches. Blockchain-based credit systems were found 

to empower users by giving them ownership over their financial identities and enabling real-time, 

permissioned sharing of credit data with lenders. In use cases involving underbanked populations, 

particularly in emerging markets, blockchain solutions facilitated the inclusion of alternative credit 

data such as utility payments, mobile transactions, and social endorsements. Several pilot projects 

described in these articles demonstrated the feasibility of using blockchain to create holistic 

borrower profiles, enhancing access to credit among individuals previously excluded from 

traditional scoring systems. Articles reported that blockchain platforms utilizing decentralized 

identifiers and self-sovereign identities enabled secure sharing of credit histories without 

centralized mediation, significantly lowering the risk of data manipulation or identity theft. These 

systems were particularly effective in peer-to-peer lending environments, where trust in the 

borrower is essential. The studies also found that institutions that adopted such frameworks 

reported a broader base of creditworthy applicants and improved portfolio diversification. 
Figure 11: Summary of the findings for this sutdy 

 
A total of 22 studies, accounting for over 3,150 citations, presented compelling evidence that 

blockchain enhances regulatory compliance by enabling real-time transaction monitoring, 

programmable audit trails, and streamlined Know Your Customer (KYC) and Anti-Money 

Laundering (AML) protocols. These studies found that distributed ledger technologies provided 

immutable, timestamped records of all financial activities, which could be accessed by regulators 

and compliance officers instantaneously. Blockchain-based compliance systems eliminated the 

need for redundant documentation and manual audit procedures, reducing compliance costs 

and improving accuracy. Articles described how programmable smart contracts enforced 

compliance rules automatically, flagging suspicious activity based on pre-configured thresholds. 

Several studies highlighted use cases where blockchain replaced legacy reporting frameworks, 

cutting audit preparation times by over 50% and improving responsiveness to regulatory changes. 

Institutions participating in cross-border pilots reported enhanced ability to harmonize 

compliance reporting across jurisdictions. The presence of real-time reporting and secure access 

controls enabled proactive regulatory supervision, shifting the paradigm from retrospective audits 
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to predictive compliance. These advantages were particularly relevant in high-frequency trading, 

international remittances, and large-volume settlement environments. 

Across the literature, 24 articles with a total citation count exceeding 2,900 identified significant 

challenges related to integrating blockchain into legacy banking systems and achieving 

interoperability between different blockchain platforms. While blockchain demonstrated clear 

benefits in terms of transparency and automation, these studies revealed that most banking 

institutions struggled to integrate new distributed systems with their existing core infrastructures. 

Legacy systems, often built on proprietary architectures and outdated programming languages, 

were incompatible with blockchain protocols. Articles also reported issues with protocol diversity—

banks experimenting with Ethereum, Hyperledger Fabric, and Corda found difficulties in enabling 

secure, synchronized communication across different blockchain environments. Several 

middleware and API-based integration attempts were described but were often limited in 

scalability or required high implementation costs. Moreover, technical staff shortages and lack of 

cross-platform standards hindered interoperability efforts. Institutions reported the need for 

customized gateway solutions and sandbox environments to test blockchain integration without 

disrupting daily operations. Collectively, these findings underscored that while blockchain’s 

technical potential was widely recognized, institutional readiness and architectural 

fragmentation remained major barriers to full-scale deployment. 

Among the reviewed studies, 19 articles with over 2,350 citations discussed the critical importance 

of institutional readiness, including leadership support, IT capacity, and regulatory adaptability, in 

successful blockchain adoption. These studies emphasized that banks with agile decision-making 

structures, visionary leadership, and a history of technological innovation were more likely to 

experiment with and implement blockchain systems. The presence of a dedicated innovation 

team or partnership with fintech startups was often cited as a facilitator for early adoption. Articles 

further revealed that institutions with high IT maturity—characterized by cloud readiness, 

cybersecurity protocols, and skilled personnel—reported fewer difficulties in blockchain 

integration. Regulatory clarity also emerged as a key factor. Banks operating in jurisdictions with 

sandbox programs or proactive regulators experienced smoother implementation processes. 

Conversely, organizations lacking digital transformation strategies, reliant on legacy IT 

infrastructures, or operating under unclear regulatory guidance showed minimal progress. These 

findings collectively demonstrated that blockchain implementation in banking was not just a 

function of technological capability but also of strategic alignment, organizational agility, and 

regulatory collaboration. 

The review included 21 articles focused on cross-country blockchain adoption case studies, cited 

collectively more than 2,600 times. These studies highlighted substantial geographic variability in 

blockchain experimentation and deployment in the banking sector. North American institutions 

were found to lead in innovation, with pilot projects focusing on interbank settlement and trade 

finance automation. European banks showed strong performance in compliance-focused 

blockchain applications, influenced by GDPR-aligned frameworks and EU-funded blockchain 

consortia. Asia-Pacific countries, notably China, Singapore, and South Korea, demonstrated rapid 

scalability, driven by government-backed blockchain initiatives and fintech-friendly regulation. 

Meanwhile, African and Latin American studies emphasized blockchain's role in financial 

inclusion, often using mobile-based solutions for microfinance, identity verification, and cross-

border remittances. Articles consistently noted that countries with cohesive public-private 

partnerships, digital infrastructure investment, and strategic national blockchain roadmaps saw 

more consistent institutional engagement. These regional differences illustrated that successful 

blockchain adoption in banking is heavily influenced by local economic priorities, regulatory 

environments, and infrastructural development. 

A gap noted in 18 articles, with a combined citation count of over 2,150, was the limited 

exploration of user trust, behavior, and experience in blockchain-based banking environments. 

These studies pointed out that while system-level benefits such as security and transparency were 

well-documented, user interface design, usability, and psychological trust factors were seldom 

addressed. Articles reported that many blockchain platforms adopted by banks had high 
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technical barriers for end-users, including complex onboarding procedures, unclear terminology, 

and lack of customer support. Few studies measured user satisfaction or evaluated how 

blockchain-based banking products influenced customer retention and engagement. 

Additionally, only a small fraction of the reviewed literature considered demographic or cultural 

variations in how users perceive decentralized banking systems. The lack of standardized user 

experience metrics made it difficult to compare platforms or develop best practices for design 

and communication. As trust and accessibility are critical components of financial services, the 

lack of customer-centric research in blockchain banking limits the industry’s ability to scale and 

build loyalty. Finally, 14 articles, cited over 1,850 times, pointed toward emerging technologies—

such as quantum-resilient blockchain protocols and AI-integrated smart compliance systems—as 

the next frontiers in blockchain research within banking. Several studies emphasized that 

advancements in quantum computing may eventually compromise current blockchain 

encryption standards, necessitating the development of quantum-resistant algorithms and post-

quantum cryptographic techniques. Although theoretical solutions such as lattice-based 

encryption were discussed, real-world applications in banking remained absent. Similarly, AI 

integration into blockchain was highlighted as a way to enhance compliance monitoring, fraud 

detection, and smart contract adaptability. Some studies described prototype systems where 

machine learning algorithms dynamically adjusted compliance parameters based on regulatory 

updates or transaction history. However, these innovations were still in early stages, with limited 

testing in regulated financial environments. The literature acknowledged that these hybrid models 

could significantly elevate blockchain’s utility in banking but also introduced new concerns 

related to system transparency, explainability, and governance. The lack of case studies, 

implementation roadmaps, and standardization frameworks signaled a substantial opportunity 

for further research in these advanced applications. 

DISCUSSION 

The findings from this review reaffirm that smart contracts play a transformative role in the 

automation of loan origination and disbursement processes, consistent with earlier works that 

identified blockchain as a disintermediating force in financial workflows (Wang, 2023). Studies 

reviewed consistently showed that smart contracts enhance processing speed, transparency, 

and accountability in banking services. This aligns with Aras and Kulkarni (2017), who emphasized 

that self-executing contracts minimize the need for manual intervention and offer rule-based 

governance. However, while earlier research largely focused on the theoretical promise of smart 

contracts, this review provides empirical validation through multiple case studies documenting 

up to 60% reduction in loan cycle times. Moreover, compared to earlier literature which rarely 

addressed operational deployment, recent implementations by institutions such as BBVA and 

JPMorgan demonstrate a transition from conceptual experimentation to practical application 

(Shala et al., 2020). Despite their advantages, this study also echoes the concerns voiced by Guo 

and Liang (2016) and Jaoude and Saadé (2019) regarding legal enforceability and the potential 

risks posed by coding errors. Overall, this review extends prior scholarship by documenting 

measurable improvements in efficiency while reinforcing the call for regulatory frameworks and 

contract auditing mechanisms to support widespread adoption. 

This review confirms and expands the arguments put forth by Pournader et al. (2019) and 

Chakraborty et al. (2019) that traditional credit systems often exclude large portions of the 

population due to limited data availability and centralized control. The empirical evidence 

gathered in this review supports the proposition that blockchain-enabled decentralized credit 

systems offer an alternative path for inclusion by allowing individuals to control and share their 

own financial data. While earlier works proposed the theoretical benefit of decentralized identity 

(Azzaoui et al., 2020; Chakraborty et al., 2019), this study finds that blockchain platforms such as 

Bloom and Colendi have demonstrated operational capacity to collect alternative data—such 

as utility bills and peer reputation—to assess borrower creditworthiness. Furthermore, these findings 

reinforce arguments by Van der Elst and Lafarre (2019) that blockchain offers fraud-resistant 

mechanisms for identity verification and recordkeeping. However, unlike previous studies that 

offered limited assessment of real-world use cases, this review aggregates multiple pilots across 
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Africa, Asia, and Latin America, providing concrete evidence of blockchain’s applicability in 

informal economies. Despite these advantages, concerns remain regarding the lack of 

standardization and regulatory clarity, as previously discussed by Pournader et al. (2019) and Aras 

and Kulkarni (2017). Thus, while this review confirms blockchain's potential to enhance credit 

inclusivity, it emphasizes the need for ongoing research into ethical use, data privacy, and system 

interoperability. 

The literature reviewed demonstrates robust support for blockchain’s role in transforming 

compliance, particularly through automated audit trails and programmable enforcement of 

regulatory standards. This supports earlier assertions by Queiroz et al. (2019)  and Pournader et al. 

(2019) that distributed ledger technology could enhance transparency and enable real-time 

regulatory reporting. Findings indicate that programmable audit trails significantly reduce manual 

documentation, consistent with observations by Van der Elst & Lafarre (2019), who noted that 

blockchain enables continuous auditability. The automation of Know Your Customer (KYC) and 

Anti-Money Laundering (AML) procedures through smart contracts, as found in this review, also 

aligns with Shala et al. (2020), who emphasized the potential of DLT in achieving compliance 

efficiencies. What distinguishes this review from earlier works is the documentation of quantifiable 

reductions in compliance costs and enhanced ability to manage multi-jurisdictional reporting. 

While earlier research focused on conceptual frameworks, this review synthesizes outcomes from 

real-world applications such as Project Ubin and Elliptic, which validate blockchain’s comp liance 

capabilities. However, consistent with the concerns raised by Sumathi and Sangeetha (2020) and 

Almeshal and AlHogail (2021), this review also notes the lack of uniform regulatory APIs and the 

ongoing ambiguity surrounding the legal recognition of smart contract-based reporting. 

Therefore, while blockchain clearly facilitates compliance, achieving its full potential will require 

harmonization across regulatory bodies and financial institutions. 

Findings from this study substantiate existing concerns about the difficulty of integrating 

blockchain with legacy financial infrastructure, as previously discussed by Chang et al. (2019) and 

Wamba and Queiroz (2020). Many reviewed articles confirm that banks face significant 

challenges when attempting to align decentralized protocols with monolithic core banking 

systems. This echoes earlier studies by Di Ciccio et al. (2019), which highlighted that integration 

requires not only middleware but also institutional willingness to restructure outdated systems. 

Furthermore, the observed platform diversity and lack of cross-chain interoperability are consistent 

with Tsai et al. (2020), who noted that Ethereum, Hyperledger, and Corda are often incompatible 

in terms of data models and consensus mechanisms. However, unlike earlier research that offered 

limited practical solutions, this review notes that financial institutions are beginning to adopt 

modular API layers and enterprise middleware as a temporary fix. Nevertheless, concerns related 

to scalability, vendor lock-in, and performance bottlenecks remain unresolved. These findings 

emphasize that while blockchain’s benefits are increasingly validated, the technological and 

architectural fragmentation of the current ecosystem continues to restrict mainstream 

deployment. In line with Saurabh and Dey (2021), this review recommends standard-setting 

initiatives and collaborative development of interoperability protocols to bridge technical divides 

and facilitate large-scale adoption. 

This review affirms earlier studies by Hastig and Sodhi (2020) and Mohanty et al.(2022) , which 

identified institutional readiness—including leadership engagement and IT maturity—as pivotal for 

successful blockchain adoption. The current findings show that banks with flexible governance, 

strong digital capabilities, and experience with innovation initiatives were more likely to deploy 

blockchain solutions effectively. These findings are reinforced by Saurabh and Dey (2021), who 

argued that executive buy-in is a prerequisite for blockchain experimentation beyond pilot 

stages. Moreover, the review confirms that regulatory sandboxes and proactive government 

frameworks, as discussed by Min (2019), serve as accelerators for institutional engagement. In 

contrast, organizations without digital strategies or regulatory clarity demonstrated fragmented 

and non-scalable adoption attempts, consistent with observations by Wouda and Opdenakker, 

(2019). What distinguishes this review is its comparative analysis across 134 studies, showing clear 

regional disparities and institutional performance indicators that influence blockchain outcomes. 
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Therefore, this review not only validates earlier theoretical models but also provides an empirical 

framework for evaluating institutional readiness in different socio-economic and regulatory 

contexts. 

This study’s comparative analysis affirms the regional disparities in blockchain banking adoption 

reported in earlier studies by Mollajafari and Bechkoum (2023) and Almeshal and AlHogail (2021). 

North America’s leadership in financial innovation, supported by venture capital and fintech 

ecosystems, is well documented, and this review confirms similar patterns in loan automation and 

interbank settlement initiatives. Europe’s focus on compliance and privacy-centric blockchain 

applications aligns with earlier observations by Abeyratne and Monfared (2016)  and Chang et 

al. (2019). In contrast, Asia-Pacific’s rapid scaling, particularly in Singapore and China, reflects the 

strong role of central governments and public-private collaborations, echoing (Liu & Jiang, 2020). 

Africa’s use of blockchain for financial inclusion, identity verification, and mobile-based credit 

delivery validates findings from Bai et al. (2022), but this review extends the literature by providing 

a multi-country synthesis of outcomes and institutional frameworks. This reinforces the view that 

national policy, regulatory alignment, and infrastructure maturity are primary determinants of 

blockchain success. By comparing multiple geographies, this review highlights the importance of 

adaptive implementation strategies and localized governance models in maximizing 

blockchain’s effectiveness in diverse financial environments. 

A key contribution of this review is its emphasis on the underrepresentation of user experience (UX) 

and behavioral trust in blockchain banking studies. Earlier works, such as Gervais et al. (2016) and 

Du et al.(2019), acknowledged technical success metrics but rarely explored how users interact 

with blockchain platforms. The findings of this review confirm that only a minority of studies address 

interface design, user onboarding, or perceived transparency—despite their critical role in 

adoption. This supports the argument made by Dinh and Thai (2018) that successful deployment 

requires both back-end security and front-end usability. Furthermore, this review reinforces Bai et 

al. (2022) contention that blockchain’s ability to build trust is not solely a function of its technical 

attributes but also depends on user perception, literacy, and engagement. The absence of cross-

cultural UX studies in the current literature is particularly concerning, given the global nature of 

blockchain applications. Therefore, this review fills a critical gap by drawing attention to the need 

for interdisciplinary approaches that combine human-computer interaction, behavioral science, 

and fintech research to improve user trust and usability in blockchain banking. This review 

identifies emerging themes such as quantum-resistant blockchain protocols and AI integration in 

compliance, which are largely underexplored in the current literature. Previous studies by George 

et al. (2019) and Zivic et al. (2019) theorized about AI-blockchain convergence but lacked 

empirical validation. This review confirms that while conceptual models for AI-enhanced smart 

contracts and real-time compliance monitoring exist, real-world implementation in the banking 

sector remains nascent. Similarly, the literature’s response to quantum computing threats is still in 

the theoretical stage, with limited pilot testing of post-quantum cryptography. These findings 

reinforce the view shared by Miraz and Donald (2018) and Sun et al. (2019) that emerging 

technologies pose both opportunities and risks, particularly in regulated environments. What this 

review contributes is a synthesis of the scattered literature pointing to these themes, advocating 

for proactive research in developing resilient, scalable, and intelligent blockchain infrastructures. 

The convergence of blockchain with AI and quantum computing is not only inevitable but also 

necessary for future-proofing financial systems. Hence, this review calls for intensified scholarly and 

institutional focus on these technologies to anticipate systemic challenges and design adaptive 

solutions. 

CONCLUSION 

This systematic review underscores the transformative potential of blockchain technology in 

reshaping the banking industry across multiple dimensions, including loan origination, 

decentralized credit scoring, regulatory compliance, and institutional integration. By synthesizing 

findings from 134 peer-reviewed studies, the review highlights that smart contracts significantly 

enhance automation and reduce operational inefficiencies, while decentralized identity 

frameworks facilitate inclusive and fraud-resistant credit systems. Furthermore, blockchain’s 
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capacity for real-time, programmable compliance offers a paradigm shift in regulatory reporting, 

though issues of legal recognition and interoperability persist. Institutional readiness, characterized 

by leadership support, IT infrastructure, and regulatory adaptability, emerges as a key 

determinant of successful adoption. Regional comparisons reveal distinct adoption trajectories 

influenced by economic priorities, digital ecosystems, and national policy frameworks, affirming 

the need for localized implementation strategies. The review also identifies critical research gaps, 

including the absence of longitudinal performance assessments, underrepresentation of user 

experience and behavioral trust, and lack of standardized compliance models. Additionally, 

emerging areas such as quantum-resilient distributed ledgers and AI-blockchain integration 

remain underdeveloped yet vital for future-proofing banking systems. Collectively, the findings 

advocate for a multidimensional approach to blockchain implementation in banking—one that 

integrates technological innovation with regulatory alignment, institutional transformation, and 

human-centric design. 
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